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1. wierawazaudnly

szuvARuRNAeS sruuIATetisdeasteya stuuinwianuUasafontaeufiunes
nazqudneufineindnves suly. nsialdaunasn 24 $1lus egsieidoaduszeznaiuny
SnvsrudituguanaruImsdanisnisdusaliifiia (Monitoring and Management Center : MMC)
#insTdnudunisusssesulatdedisdeiiio amelu neuen saludanmsussqumieny
seiunsEnsenuunay Tagguims sy, Sedduseiinisuiuu qua uaztisesnw ielssyuus
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MMC Tsifimnumdesliuinasidedeidosmananan uazsesfunisudlataymainaivg

AMUUNNTBY D130 wasdermeiionnasindula

3. amuauvRvesBudaiaus

31 fanuEmisonungmang
32 liduyeeaduazany

33 lLisgsewiudnianis

[ 1

34 Liduysrafegszmingniziunmstudeguevserdygiumieauresiglitinsm

£

WiosnndudiliinunasminisussidiunanisujiRnuvesuszneunismussideunsguuniinms

NIZNTNNTARIANUANIUTIUTENAKELNST TUTEUULAT T A SaUm AT aan Tu T Tnaa

v

35 liluyeradgnszudeliludydnededisnunarliudaieudelndudisues

Y Y

wihenuressgluszuunietgasaumaransuUndnans Faswddfvananigisanuduiudn

[

HINNTT ATTUMIFIANT JUIms glenslunsaiuanluiamsvesiiiyaaatiueie

/3.6 Annuauys...

~ %



v
5 v Y

36 fauanvAvarlifsnvugdosinunuiaaznssunsuloviesnsindednitauagnis
USMsHanNIASENMUA TS 1BUUNY)

3.7 Judfupranieuszneunmslamfavuinnaisuazuuingen (SMEs) {Te19wsudng
nuiszmanmmeisuszniesadidnnsedndaina

38 biduginausslwinusuiufiudeiaue neduniiidudeiaus bfunnissa liihawuds
waguwislsemelne a Judseniadsemasadidnnsednd nielidulnsevinnissudunis
Fhrnsmaurstuoghadussalunisussnanemdidnnsedndasid

39 lndudldsuendninionnuduiudienaufiaslivendumalne L Sgutavesriu
Towauelfiendiliaaziendniuazanuduiumuingi

310 Hiuteiauadesameidoulussuuindedadnaniassdedidnnsetdnd (Electronic
Government Procurement : e - GP) 483n5uigydinans

311 diutaiauadesannudouduiifuana Uszneufansiieadaatunisliuinisians
11595091 deunay uily szuuaeuiames nieszuuiaiorsdoaisteya niesruusnu
ANUUABANENIABLTIADS YSDTYUUAIUAUUNTVINNUAT vesrudnouimes uudliidaena
5 3 duiviuidutelausussnnnandidnnsedngd

3.12 dfuteiauedosinaudiunistnsssne geuusy uily szuunoufivmesuuie
nisszuuIAIetnsdealsteya niesruusnwianulasndunisnouiiimed niessuvatuauy
N15YMUA99 vedrugAuNINes LInUaIUTIUN1s MeUAINNgraeIeieseig usI¥nIg

v a a

dIUVBINY NUIBIUTBITT T5IEMAY UTerheuweNTun sWL. [Wedeld Wilpendn 1 dyyn

43

=)

Inedyansadyqyliipendt 14,000,000 v @udauuingiu) melussezanliiu 5 J duds

'
v A Y v

Jundudeauslseninsndidnnseing lneddudoauevzdawuuduuiniidesusomau

NI0E LU LaTABILUUAILUITOULUAYDIUAINAIININITDUAUAY

4. AANNUIINITNITITUIAALABNTBLEUD

v
v

Tun1sNaITUINANITEUTDIALUTENINTIANDLE NNTaTNaASIT SHY. FzWasausndulne 1Y

widrunausl fad

a1 udinpuandfnsudiu godes assmusieasiunuaziieuludt swa. fvun

42 W9131910 $1A159u Mdusiaenan eglutaiusudssana uagaininsAInang
s sousuteulunsvissnvuazdenusuudlusruuneuiunes ssuueieredoaistoxs
SEUUTNBIANYABANENIIABNNIADT AUINIAUALALAZUTNITIANIINITALTA T

LATITUUANUALUNI TN UYDIAUIABUNAABIVEN VBT TH,

/5. Souly...

7



5. wwaulvwazdaniviuanall

51 wuderauasiad Call Center n5o Website Faldidurpamnssuudstayminng o vie1q
Anduls Mduveswmueaduegalipe

52 diudeiausdodidiminigianuuszuuaouiamesuatne ssuudfuanig
szuulAseedeansTeyn uarstUUI A IiuAasadtansauma Tussaussdns tieviming
Aia 11335091 nvaeusTUUABLTIMEY aUnsaMmasuLASene stuushuaaiuasUaandd
asauma Laglianzdannaivi iszuunieaunsainneg dates Alasulususes (Certificate)

v

sl

5.2.1 Cisco Certified Internetwork Expert (CCIE) og19upy 1 AU

5.2.2 Cisco Certified Network Professional (CCNP) og13ila8 2 AU

5.2.3 Cisco Certified Network Associate (CCNA) 8e19ua8 2 Au

5.2.4 Microsoft Certified Solutions Expert (MCSE) agnsiloy 1 Al

5.2.5 Microsoft Certified Solutions Associate (MCSA) 884ty 1 Al

5.2.6 Certified Information System Security Professional (CISSP) ageiloy 1 AU

nearnaawuudnuilususes (Certificate) @inai1n WIUNduYeL@uaUsenNINgIAN

v Y LY

Sidnnseing warlususesiinuaiinanuniudesdslumuney o undudaaue

53 nsdisemsiadanain wieanvauludiuvestenvualag dwalisudiatgesnw
nazgaunsuuiluszuuAsuiumes stuuInSeYisdoanstoya stuusnwIAuYasadonig
ARNNIMES AUgMTUgRakAzUTMSIANITNISRUs M wasAudnauTunaIvan sru. Useand
qudszann 2566 Wanunsavinldauanudesnisves swu. Mideidunnusuidageuveasudng
firpssdunisiebinsimuaudaamsiine s, lifmuald Tl ldanesulaiuiy

6.  VBULWATINUUITINYITTUUAUABUNINDTUAZRUN O]
6.1  sxuualuauuNMYNUYrUtaaNTInes
6.1.1 szuudng i mdndwmsuaunsaluazssuuniey angluaudaouinesven
(Electrical System)
6.12 szuudrseslnif1dnludd aveluqudaeuiainesvnan (UPS System)

1503509l 19UIR 3 KVA uag 10 kKVA M1AnA 4 HosAudaaunines

B o

91A15 2 1A503ad1509INHvUIA 5 kVA wag 10 VA (5augUnsaliieIte3
NINUA) NAAAY o WesAudiIAuguatazuinIsdanisnisiausalusii

(Monitoring and Management Center : MMC)
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6.2

6.3

6.1.5
6.1.6
6.1.7
6.1.8

6.1.10
6.1.11

s¥UUUsUBIN1A (Air Conditioning System) e lududnsuiimasvan,
o3 NOC uagvins MMC viavin

JLUUMUANNSIN-08NUTER, (Access Control System) i TUgADNWINB TN,
VRIAUEADUNINBTDIANT 2 haEyias MMC

SYUUAULINAIDR LULiR (Fire Suppression System)

STUUATINTUMTSATve s (Water leak Detection System)
STUULINADUANIZLINAOLEA [ULiA (Environmental Monitoring System)
5¥UUNA8919930n (CCTV System) & AuEADUNILABINEGN UAEHBY
AUEADUNIANDTBIATT 2

szuuihg ssuuudadeugUnsafliinuazanmuindouiltvinisuedines
gunsalne 4 meluAudaeuilmesvdn Wuu Single Platform
Ausadanosiiandanielusios MMC

Power Quality Meter @1%5U Main Distribution Unit $2u89TUSLATHUSNS

IAN1SWAU (Energy Management Software)

aunsalszuudaiutayauuunisusnnsausUnsalnaniu

fo HP 5u MSA2040 I 1
fo HP 5u 3PAR8A00 I 1
fio HITACHI Su G200 I 1
dve DELL s SC9000 U 1 Y

6.3.1

6.3.2

6.3.3

6.3.4

aUnsalsEUULASTIN8ARaS DA

gunsal Router WU 1 9
fife Cisco Tu 2911
gunsal Wireless LAN Controller U 2 YA
fife Cisco U 5520

aq‘iJﬂmf Wireless Access Point

fiie Cisco Tu AIR-CAP17021-E-K9 0 9 U
@0 Cisco Ju AIR-CAP27021-E-K9 U 1 9
@0 Cisco Ju AIR-AP28021-5-K9 T 50 90
@0 Cisco Tu AIR-AP1815W-5-K9 I 6 )

aq‘iJﬂmf Access Switch 48 Ports

ffe Cisco u Catalyst 2960X-48TS-LL P 3 7
5“1/?’8 Cisco iq'u Catalyst 2960X-48TS-L U 1 (g
fhfe Cisco u Catalyst C9300-48T U 1 Y
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6.4

6.5

6.3.5 aunsnl Access Switch 48 Ports

ffe Cisco u Catalyst C9300-48T FI1UU 19 YA
6.3.6 gUnInl Access Switch 12 Ports

@0 Cisco u Catalyst 3560-CX T 5 9
6.3.7 gun3nl Campus Core Switch 48 Ports

5“1/?’8 Cisco iq'u Catalyst C9500-48Y4C U 2 (g

fio Cisco u Catalyst C9300-48T 11U 2 9
6.3.8 aq‘iJﬂmf Data Center Access Switch 24 Ports

5“1/?’@ Cisco iq'u Catalyst 2960X-24PS-L U 1 (g
6.3.9 EJ;LJﬂ'imr Data Center Core Switch 48 Ports

@0 Cisco Ju Nexus N9K-C93180YC-EX FIwu 2 99
6.3.10 EJ;LJﬂ'imr Data Center Access Switch 48 Ports

fife Cisco Tu N2K-C2348TQ U 6 Y
6.3.11 EJ;LJﬂ'imr Campus Access Switch 24 Ports

ffe Cisco u Catalyst C9300-24T U 2 %Y

fio Cisco Ju Catalyst C9300-24P 11U 9 4
6.3.12 aq‘iJﬂmf Campus Access Switch 48 Ports

EQJ‘I‘ﬁJE] Cisco iq'u Catalyst C9300-48T U 34 Yo
6.3.13 auUnsal Network Switch §%e DELL $u 53124 U 2 U
6.3.14 aUn3al Network Switch 8% DELL u S4048-ON T 2 90
6.3.15 gUnsal SAN Switch 8% DELL $u Brocade 6505 U 2 U
\n3psnpuiunnsuensougUnsaliany
6.4.1 ouUnsal Rack Server §%o HP u DL380 (G7) U 1 U0
6.4.2 ouUnsal Monitor 8% HP $u S340C I 2 YA

SEUUUIMISIANTABUNILADSIVE)

6.5.1
6.5.2
6.5.3
6.5.4
6.5.5
6.5.6
6.5.7
6.5.8
6.5.9

SyULIRMINEBIEnNsatnd (Microsoft Exchange Server 2013)
J¥UU Active Directory (nawlandi)

3¥UU DNS/DHCP

J¥UU NTP

szuvuimsdanslied (File Server) vianu
izUUU?ﬁ’liﬂyﬂmimadqﬂﬂiiﬁ External Storage A1u1D 6.2
sruudmsUInNISasesuasiAuYaLa (Veritas NetBackup)
szuuUenunnIgvnevesteya (Symantec Data Loss Prevention)

syuundsdymmsldnunaluladansaume (Help Desk)
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6.6

6.7

6.8

6.9

6.5.10 sruuiiudayangdnssun1sidaulng (Veritas Data Insight)
6.5.11 s¥uuUiMIIAN15UesauUY Data Archiving (Veritas Enterprise Vault)
6.5.12 suUgIUUBYaKUUTI Database Pool (Microsoft SQL Cluster Always On)
6.5.13 SEUUUTMITIANTITTONUIST Antivirus (Kaspersky Security Center)
6.5.14 szuudaLiulenansolannselnanIuAseve (HCP Anywhere)

unsaiiie HITACHI su G10 U 1 Y
6515 SLUUAIDMLBUUUUTEIANANENA WAy Virtual Desktop Infrastructure (VD)

gunsal Rack Server §wa DELL U PowerEdge R740 U 2 ¥

auUnsal Rack Server @ HP su DL380 (G10) U 2 YA
gunsal Storage 8¥io DELL $u SCv3020 WU 1 YA
guUnsal Thin Client &4a HP U 25 99
guUnsal Thin Client &%® Dell FIUU 30 Y
VMware Horizon U 130 YA
VMware Workspace One (%9 subscription) 71U 600 (g
Windows VDA U 130 YA
Nvidia Quadro vDWS CCU U 20 ¥

LATDIABNTIADTULUIELALTEUUUTINTIANTIFULIATRU 8 FRANTURYA

6.6.1 \nseweuiunesnedmiuNussUUnToTedemstoyn T 2 9

6.6.2  8UNIisEULUSNIIANNT DNA Center WU 1 9

6.6.3  s¥UU SolarWinds Network Performance Monitor e Network Configuration
Manager

gunsaldauaaniaseminunioriy IPva uay IPv6

fife F5 5 Big-IP 110800 T 2 7

yagunsalsruutesiuntana1udiugs (Advanced Persistent Threat)

681 ounsiostutbanaLduge U 1 99
Gk Checkpoint ':;'u SandBlast TE1000X

682 \n3osnouumesus e mIUUIMIIANIITUY U 2 ¥
fife Lenovo U X3550 M5

6.8.3 aunsailesnuaievie (Firewall)
g1 Checkpoint U Checkpoint 5900 U 1 99

yagunsainislinudnsuias MMC

6.9.1 aunsailesnuaievie (Firewall)

ffe Fortinet $u Fortigate 200E T 1 9

/6.9.2 gUnsal.
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6.9.2

6.9.3

6.9.4

6.9.5

6.9.6

6.9.7

6.9.8

6.9.9

6.9.10

6.9.11

gunsal Access Switch 48 ports

fwa Cisco sq'u Catalyst 2960X-48TS-L

aunsal Gigabit Switch

fe Cisco Fu $G250-26-K9-EU

gunsal Wireless Access Point

§vo Cisco Fu AIR-AP18521-5-K9C
\3eanpuImeTANSUNULARSHANTH VDO Wall
g1 Dell Sq"u OptiPlex 7060 Mini Tower XCTO
NNBUANINAE T UNULERINANTIN VDO Wall

fiie Dell $u E2417Hb
YAATUANTTUUNTUTEYULU VAT

fio Shure ':;'u CU-5905 Central Unit

Tulasnlu (Uszsu)

fio Shure 'ﬁq'u Chairman Discussion Unit
[EGEIRCATERAGY)

g Shure iq'u Delegate Discussion Unit

g lulasinu (15ane)

f4o Shure iq'u SVX14/CVL Lavalier Wireless Microphone
ynaUnsalniuanszuudsInte TurisaUsegunseuan ng
fie TOA Teauandail

- Mixer Power Amplifier iu A-1812-ER

- Two Way Surface-Mount Speaker ':?q'u BS-1030W

- Dispersion Ceiling Speaker '5;14 F-1522SC

- Volume Control Input Range 0.5 - 30W ':Tq'u AT-303AP

6.9.12 YA MLanmane luvip s sz

6.9.13

6.9.14

fie LG qu 55LV75D
YngunsalauANsTULLARINaNTe TuBaU sy Y

fvio NEXIS swandoadsdl

- Video Wall Controller 4U Chassis 51 NW204UH

- HDMI Input Card 51 NW7804H

- HDbaseT Output Card iq'u NW8504H

- HDMI Over CAT5e/6/7 Transmitter with IR 51 ET860R
gunInlnaudyaIandes (Mixer)

fe Mackie U DL-806

U 1 YA
WU 2 U9
U 1 99
U 5 YA
U 5 YA
U 1 YA
U 1 YA
17U 10 ¥
U 1 99
WU 1 1AT89
U 2 1ATeN
U 3 617
17U 1 617
U 9 YA
U 1 ¥n
WU 2 U
U 3 YA

U 9 YA

o lﬂl
PUIU 1 AT

/6.9.15 gunsal...
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6.9.15 gunsal HD Encoder/Decoder
fife Teleste Ju MCE301 U 8 A3
6.9.16 gUnsal IP KVM

fiie TeLestei;‘u Command & Capture F1IU 6 A0
6.9.17 |A3asRRUTIRETULEENSUTZUU SVMX 3.0 Fu 1 nseq
6.9.18 paunsal Wireless HDMI System W 1 YA
6.10 YapUnsaiszuulsErumslng (Video Conference)
fiie Polycom iq'u Real Presence Group 500 U 1 I

'
Y W o

6.11 LATRIABUNILABTLAIUNY BUNTAIA1UE1IAUIT wargaduTNITaduauun13191Y

Y8453 UUUTMININYINTBIANS (ERP)

6.11.1 \n3asnauiumeTiive

§vio Dell U PowerEdge R640, VSAN-RN, HYB Server FIUU 3 1A38Y
6.11.2 gunsaldauiudeys

f%a Dell EMC MEA012 Storage Array [ASME4012] U 1 Yo

6.11.3 Vmware NadUayunIsvIuuedssuy 951gazidennil

- VMware vCenter Server 6 Standard for vSphere 6 (Per Instance)

VMware vSphere 6 Standard for 1 processor
- VMware vSAN 6 Standard for 1 processor

- VMware NSX Data Center Advanced per Processor

7. mSU"T;\i%'monLLUU Preventive Maintenance (PM)
71 fusmstszmnsen ({30319 donhsshwssuuuazaUnsaliine eesdos dll
711 szuvdignimdndvsugunsaluavszuunneg aveludqudneuiiines
(Electrical System) a3t 6.1.1
- avRdsULavANNaTngluaInYdR AL liih
- avdraaseans uay Terminal dualndaruaylviin
- AdRIUIANTTLATR LA T LAY A DL
- avnaeuaIng i whsulivh svuuliuasadne ssuulilanidu
- avnaeuszuu/eunsalfesiulien nnsewin
- AnRAUMIINUYEISEUUTAYITES Wi bisruuansalnulsnaeanan
712 svuvuasesliinshTualf (UPS System) wazin3osansesinin muds 6.1.2
- psvdEsULsIAULaznszua A uLEn (Input) kazwieen (Output)
- ATINABULIIAUTIUBIUANDS Uazvaaaumsdsasliinanuunine3

- ATIRERUMIYINOYBUNIAIATUANANSY

/- AFIEABU....
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7.1.3

7.14

7.1.5

ATIVABUNITVINUVDIYA Indicator waw Alarm (nelurugnouiianesuan)
A3I9EdUTLUY Ground
A3IRUANNISEUSRBLaT A IaT NN TR

ATIVEDUNTYINNUVBITZUUTHN DY Wie liszuuanunsaldaulsnassnan

S2UUUTURINA (Air Conditioning System) ML 6.1.3

ATIRABUMIVIINY Waeyi Py NazeInYneUnalsyuenNsou (Condenser)
FATIRABUNIVINNIU WazvhALavenyaeUnsaivihady (Evaporator)
ATIRBULAYYANALeTR Filter waziasvinsdsuTng winwudn Filter
\douan

SavhamnuazengUnsaling lanzeUnsaiianunsadrswvinnuazea ls
ATIREEUNSINUYBIRUNIIMUANRT

PIIABULIITY ANIMEWDLIE QUIUANY

RTIRADUMIVINNUYBIYA Indicator wag Alarm (nelurugnaunimesvian)
ATIRABUMSYNUYRISTUUATUNSYINY (Melurudaauiinaivan)
ATIREDUNIYIIYRISTUUTIAY DY e WiszuuanunsaWawlsnaanian

MANETR AU UN Y TOUNANRIYATEUIEANNS U

JEUUAIUANNTN-08nUTEH, (Access Control System) AMuY 6.1.4

ayRdeuMsvauvaneUnsaldmsul lumseuaumsrug-eenysee
A539EBUN IV IUTUATUTEUUAIUANN SYINUEUN T8I
psRABUMIYITesyRaUnIainaouUstn W uaryasUstadeusniuin
asavaeUnszLa ihvesssuy
AIRERULUAR3YBsYARUNTAIMUANNSYINY UazesyMsIAsL
yNNUTILUALADSFoNAN N

ynaoumsviheunsdimnlaingy ssuuosesnsoviolsl (spiiins

o AugABITImeIEN UagvipsrugnauTinesenns 2)

ATIVADUMSVNUUBITEUUNN U8 Wie Wiszuvanunsa W nulrnasnnan

SPUUAULNAIER 1WA (Fire Suppression System) m1w 6.1.5

AIIRADUNITVIIUVBITLUUAUNAS

MTIAABUNITVINNUBUN TN VDITEUUAULNAS
A3RADUNIYINUYRIYRaUNTalSULAzadaas IuansaniIzaneg
mwaauﬁmmugwmmsiua”wiml,ﬁ”a

ATIvEBUNTE LA M UBITEUY

ATIABULUALABIYBIRAIUANMTYINL Uazdesvinsasu U

LURLHIBSLEDUANINLE

/- NO@EDU...
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T7.1.7

7.1.8

7.1.10

-10 -

- AERUNSVNOIUAUNINTUATNIIUYBITEUY

L AyREUMYUeIsTUUAET e Webissuuanunsa iyl nasnan

SYUURTIRsUMSSAduvesth (Water Leak Detection Systern) muda 6.1.6

C ATRERUNSYNIUYBITEUUATINTUNS ST

- @999@UN YUY IUSILASHLENINA

- psRdeUNTELE T URIsTUU

- NAFRUNNINNIUVBITEUUATINTULAL LILADU

- mafﬂaa‘uLlfumma%awjﬁmuqﬁmwwﬁmu warrawhnsasumanu
LUADSLEUANNIA

- psEeumMshIuTessTUU L WieWisruuannsaldnuldnasaiian

FEUULITIABUANNMIZLINA NS A LUNA (Environmental Monitoring System)

fUD 6.1.7

- ATIVEDUNTVNIIUVDITEUULIUADY

- YIAEBUNISVNIUVDITEUULILADU

- asvdeunseia WivessyUy

- ATRARUMIYNURTUUTINE DY Wi Biszuvannse ol

syUUIMTiAL950n (CCTV System) At 6.1.8

- pTRAIUNIINNULAYANNazaInaUnIal likn ndenasle uazeunsal
UUNNANRIULATEUE

- ase@euapdyn M LarmsdeusessinandosiugUnsaliusinam
KULASTEUNE

- ATIRABUMIVINUYDITZUUTUNNAN Uagn19iTunanngaumad

- avvdeunseiaivessyuundeeasin

- asapulnia Lazyunges

~ AFREeUMSYeUTRsTUUTNEIT a9 Wi iiszuuanunsa o liraentian

szuuihg ssuuudadeugunsalliinuazanmuindouiltvihnisuedined

gunsain1e 9 n1elusios Data Center wuU Single Platform m1ute 6.1.9

- ASI9EBUMTYLYRI ST LR

- YAFBUNISVNIUVDITTUULIUADU

- asvdeunseia ihvessyuy

L ATREeUMSYIUTRsTUUTNET 09 e iiszuuanunsa ol raentian

Audndauosiiansangluas MMC st 6.1.10

- ATRARUMIIIUTaLTEUUUTUD AN Tudy e

/- 1998 U....
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7.1.11

7112

7.1.13

7.1.14

-11 -

A579@0UNTELE MvaIsEUY
ATIVFDUNTYINNUYDITTUUTHN YT DI IVLA WiB Iseuuansaltaule
ARDALIAN

yAnuareaRiagszuuUsUeMANe U YIavie

Power Quality Meter @%5U Main Distribution Unit $21891USWASHUTRITTA

NIWEU (Energy Management Software) AU 6.1.11

o
[

A3IERUNIYNIUYRIsEULLaaUnsal T uUndviavun
as1deUnITLaivessEULImLe
ATINAEUNSYNNUTBIST UL T owiave wWiebiszuuansa ol
AADALIAN

anuarengUnsalning e wivin

aunsalszuudniudoyanuuneuennsetaunsalnomu mude 6.2

yhmsgpunazidnvanuazeaiaages

mwaaummqﬂﬁawm Configuration

avnaeunseunaas i anediyanomna

MSIVFDUNITYINGIUYBS OS, Memory, CPU, Interfaces, Power Supply
vudu (69)

AFIVAOUANINANTYINIUUDY Hard disk (615])

M333d0UNSIMUA Policy ATUANNTTIFAUAGY

gunsallaTevwdoansvayn fuTe 6.3

yhmsgarusazdaviaazeindinies (endute 6.3.3)

N3 Backup mnaaummqﬂm”awm Configuration
avaeunsouseans i anedaamnag

AFIVADUNITVINIUVBY OS, Memory, CPU, Interfaces, Power Supply sy
aydeun1simuauleung (Policy) AaUANNS LT

n32vaoy urily finsa USUUss Software saq vasaunsalliidutiagsy
sioAnsnsluszUL Cisco DNA Center vimmnrugunsaianansaldanls

FTREDUNIINEY Syslog Wiiuuwaunsaldawiu Log Wiiduleewawdes (6hdd)

\ATBIRBUNIMBSWINENTaNRUNTAINBAIU TLUUUTIMIIANISABNTIMETULYY

waraUnsal/sEuuuImsIanTssuuASaTedeasUoss Mute 6.4 - 6.6

ymsaeruazdaviauazenianses (dhd)
ATRADUATILYNABIYBY Configuration (6110)

§ @ ° 5 o % o
G]iﬁﬁ]aauﬂﬂﬂ%uﬂ’l'ﬁ%ﬂﬂ’lu%mizuu N TN, mlﬂu(ﬂaﬂ%‘i’lu

/- RTIVEABU....
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7.1.15

7.1.16

7.1.17

-12 -

avnaeunIsieuneans i anedtyanamne (a9

ATIFOUNMSVININUYRS OS, Memory, CPU, Interfaces, Power Supply usiu G
ATIRAOUANINATVINILYRY Hard Disk (6190)

ASIFBUNMINIMUA Policy AUANNITITNUATSY

M399@8ULIBSTTUVDY Firmware U898 UULAL/M3RUNTA] NINNUT
finesvu 7lny WnsiaaouniudrfuvesszuvLaz/miogunsal
NouALTUN1SUSUUIHIBTTUAINGT

podninisldvuszuuimund sul. Wauegludagiu Gawete 657,
6.5.10 - 6.5.11, 6.5.14 — 6.5.15 gz 6.6)

gUNI0lYaNYDINNTENINNATUIY IPVE WAz IPV6 Muve 6.7

naaouilandunsvinuesszuy 7 sy, Sududedlda

p3aaaou uily Fast USuussnesturensuisossruu i dutaay sauds
nsReenene Miaeatasiumsliiueynsaliinam
m’gﬁlaaummqﬂﬁawm Configuration

ATADUNITNIIUYDY OS, Memory, CPU, Interfaces, Power Supply
vy (dd)

MTIAABUNITAMUA Policy AIUANNITIHMIUANGY

n1seadnsineldau (License) 91neudn nioau1vesriudn nfomauny
Twheveanan uusemea vy

MANuazaIngUnIAiTiNgITamILA

yngunsailfeanufuAnAutlgs Advanced Persistent Threat 11470 6.8

pseaeUlsntumsynuvesszuy 71 vy, Sududesliom

psanaou uily Fast USuusanesturensuisossruuidutaaty sauds
nsAsenene MiAsatesiumslfiueynsaliinam
MTIRADUALYNHABITRY Configuration

ATIEBUNMSYIITUUBS OS, Memory, CPU, Interfaces, Power Supply tdusi 6a)
M333dUNSIMUA Policy ATUANNTSIFAIAGY

nseadnsineldau (License) 91neudn nioau1vesiudn nodauny
TwheveaiHan luusemea g

anuave1naUnsalieawianug

ynaUnsainsliuansuios MMC aude 6.9

AsIEDU Wik Anss Usuussnestugensuasvesssuubildudequy (d1d)

FIAINTAIRINN NNBITBINUNTITNURUNTAVIIUA

/- 196 U....
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- ATINABUANGNHIVDY Configuration (¢710)

- A3I9AOUNIANUA Policy AIUANNTTITILANaY (dhd)

- mssednsiiteldny (License) 9neudn nIoarvveindn nsodaunu
Fwnhevasdn uusendlng (61d)

- avmdsuMhuTesTEUUTIAsawimme e Maruuasnsoliauld
FRDAVIAN

- yhenuazemgUnsaifiAyidesiun

7.1.18 apszuulszyamalng mute 6.10

'
A

- mseedndiieldau (License) 9neudn noauverudn niodaunu
Thevemnan uszwmealng
7.1.19 1nfesnauiinesune gUnsain ussauas uazsonsuasldatuayy
N15YN9IUTBITTUUUTININSHEINTOIANS (ERP) enute 6.11

- avadeumadensea i wazanedyyiunia 9

MSIVEDUNITYIIUVD Operating System, Memory, CPU, Interface,
Hard disk, Storage, Power Supply kaziangun159Meuesssuud sy,
Fndusealdan wWusu

- psanu uiluine uarUsudsinesturening Weinisusuusaesdulu
Tne vy, fealsisuansnisidaulifesninideyidy uaslineadesnliane

Yo v o Y

iy el wndianundudesusulsaestugensiunag §5udnsiadngs

Y

%%

wHUMIATUUUTUUT RIS uan sl IsLas T wazden liAwATY UL ERP
sunsuuaziasaun binnuiunousdunis weliszuu ERP @wnsa
Taowliogwiaides way bFsunanssnuanmsusulanesdurensiaiy
(wzde 6.11.3 - 6.11.4)

- ATI9A0U LATUISINMISEUUUTMIMS eI seaAns (ERP) 7 syl Ty
Tuthatuliannsaldauldegwiaidesmasastaznanmsunsssnm

- H5udedpane@nsnis1vaunse License n9 4 (Mnd) veesEUY
FoNAUIT UaraUnInAINEIVBWAAAUINTBAIUNUTMUIBVDUIHER
meludszmalne wazdwouionansmssulszAunnsiedniuagnsUsuUss
License viamuald sla. Tdundngrunieluiui 60 Fu dudaainiui
asuu Tudgan

- yhnmsney lWavhanuazenRnses wareunsainieitonivun

/7.2 §50dnN..
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7.2 {31999 MUNNITIANIAINAIN TN NTUN 1IN TIFERUU 595NN
TIUkazIa1IN15ve9 iy, (FuIunT a9 TuAnT 138191N15 08.00 - 17.00 W.) N3BUEILA

Juwarnan svy. mvue (lunsalvluanuisasidunisiuiukaziiaiyinnisle)

'
Yo v

73 9ae9nigsude N snsiaae uLaz U TshwInuseULaASY HSuTneiadah
MBULENANITATUNANIINTITAE ULz U NSy TauftaUnTalnngg amun ndouviely
Torauoiug Builudym wazdosdaliiiunuiiauiuaziuszaunisal lunisquaszuy
AouTIRBTIYY SrUUIATeYIsdeastons sruuaiuayUMHIMUAe Yesrudaoiames
UspuitaiauesisnuagUnanansnaouarisssne W osy. Sunsu vinass nelu 15 $u

#3A10TUNAIN T, N1vua SaudeesdavinluasteridnTanilasienuasus dwnaiinieg

v '

1% '
(% v Y faa v A

WS psnenarsTenulugUwuu Mdadvianauy saldslasunisseusuniousuuiluuaa

10 57, 2eTu 45 T4 UURLATUEAYENILIANIUNTASIEDULAL U 95N TULAAE TOU

] (]

74 anude 7.2 uay 7.3 {5udeaadmiv@oudshi snlu. nouduanednealdhus aremin

v o

Lideendn 5 dwinsves sy nglvilauenaamuenssun1snsiasuian

(% 12

75 {3udnedesinisdisestoyarisludiuves System uaz Configuration fa iy

o w

wazdnuaAty veseUnIalazszuunIute 6.2 - 6.9 uaz 6.11 lngdosdaniuazdniiuaslu USB
Flash Drive Wifiums suy. 9713w 2 4n noseumsunsssny Mlbidnaamsouiusenuasunants

ATIIADUAZUNSISNMTE UL TaudegUnsalnnee visva auve 7.3 Tumsussguunazasise

'
@

76  msUuen (Configuration) niemsidsuntasenlag AAuaiueunsaimieszuu mude 6
suidonnanmiudaundnennudenisves sy, §3udrsesdarinasussazidonvosnis
siduauluusiazasy Tnelianstayaiisatasiumssuiuny wu auvepmdodads anusnou
wagndsnsUsuRviaraBuL A Tu/naisdunis swdsiudunis Wusgados ududebi

¢ v

syly. nwuduatednuaiones ey 7 Juvhnisues suy. vdwRInnsedunusaasa Ineiiaus

ARAMENTINNITATIVIUIIER,

77 s sy, SnnsAadaszuu/gunsallug niovnisusudsessuu/eUnsalangg
bisudnsdavhunuiissuuinseviudoansteya (Network Diagram) WNurIsEUUADLTINBS
W398 (Server Diagram) wazunusisounsalneuianes sunsafinienedoanstoyasisy nelu
% Rack (Server & Network Rack Diagram) Titdudaqguu dadamsaudussnunisanduanul

sy, nsruuanednuealsnes ately 7 Jurnisved sy, nasaInnIsatuuLatass neli

LEUBABAMLNTTUNTATIVTUNER
7.8 Msungesnwaunsainiude 6 dseuniainsbivinisunssshwiegadaenng 3 ey

FTIUIUTIN 4 AT (ATIN 1 L1ADUAAIAN 2565 ATIN 2 : LABUNNTIAN 2566 ATIN 3 : LADY

[V
v

WYY 2566 WATATIN 4 : WDUNTNYIAY 2566) IAEKNTUTIRBIAUANUNITUITISNHILAL AU
Tu/maniazganidunts kel sy, nsrunanseununisasunludygyl minlusenaneeiduy

v oA v

lnssnsdarudndudesddousvasiunaznaiainunudy §5udndadniidoudibingu

/aavn...
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A duateanuealsnes NoudIUNNINUARITLLNUANDE19UDY 10 Turn1svas sy, Inelw

WEUONBANYNTIUNINTIATUNER
7.9 HSudNARsdIIeTerAnnevdn RannedTes Lagild MU URNU nSeuNNAY
nsdwyt nsdnsiiadoun Wsa1s way Email Address inwsaununisasuinludygyr windnis

Wasuwlasluseninendulasinis g5udnedadmisdoudali swu. vsruduarednwaldnus

Tnen$ian neWiauesonmugnssun1snsiasunian

8. N5UM59sNELUY Corrective Maintenance (CM)

81  nelusseznaniinvunlimuteruuad {3uimnaseeususeiuanugisaunmsas
uiodndowosnunial/sruu veunlude 6.1 - 69 wa 611 MnguUnsal/aruy T13AUNNTas
v3o e bldmunviouruisdin s, ssussbiudaihmaud lwouusunieidougunsaiitig

unnsesiuldnaen 24 9l nsiazun lgeuusuniadsugunsaldnari sy lunasndauas

£ v

nsdndulaves svu. wawWeied lnensud1edesdn il mdia ndaudeiviey

v
1

wazdUszaunisal Sunsruesuandunisniely 2 $alus dusauwsan sy, laidsnnugise

Y Yy Y

| YN v & A a a a & A ¢ .
UﬂW'ﬁﬁNiﬂﬁJﬁ‘U"ﬂ’NVﬁWUW’NIﬁ/ﬁﬂWW I‘Vliﬂ‘WV]LﬂaE]‘LW] I‘Vlia']'ﬁ 199RNUYBLENNIBUNE (E-mail)

Y

vt bidutunege wazdessidumsudly deuusumisidougunsabiuduaseaansaldoulsd
uundddadn ety 24 Falusiuusina svl. IWudsaruhsaunnsosionann viad Tusewng
naudlugeuue f5uinasdessameunsaiianzausninaunuio b svy. anunsauunnuld
otnssiarles Inseglnansetaneunsalfiunltlunssenuauudly wioliltidunistansn
sioiwdsu iy wedeslnuaui@lisnivendy nsdmaudsuianaunsalliin

Janpunsaluuazdeaduveshuiliiregnldnuinneuuas luidureanuiv

v (% 2

82 vnWsuTelianansauily deuusuvewdsugunsainelussesiannivua ity

6t sviw. dansdresudremedubisiunisunuauninmsdeunsundly nSewdsuaunsaliasadu

Y v v

IngluvinWszeznainissudseiudugaas wazsudnedeadueenaldaneionisdviadu
wnu sy, Tnge ldaeiiindu sy, asine191nA919wsoliuduY MR8 laviud tay s,
lspsusnanudnsunagsln

8.3 K3U3NMBITAMTEUNINUE NTPUTNITTU-duT19T snu. Tun1sUuaauuen

Y

'
=l

an1ud WensyauLruui lunSeldsuudateunsaiuananiuivnasa a1ud 1Wamdd sy,

¥
A vy Y ¥ U a 1

$99%0 NII5UIWBITUARYE UAY WM EINUATANTUATININNITAUNIAINGT
84 nssimsndudeswildunisudludouusuuenyisiuuasia1viinisves siu. {5udneias
ausaUn e IA YsNTLauNIUITRA IS nSatuthgesne) uilugeuuguniuuas

AN SN, Mvuale
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9. mshiuimspuauazsmnaunsaliiieysuuswszansnm

9.1 Tunsalf sWu. $n15UsUUse wWasuuvamelundregunsal saudan1susuuss
Configuration $114°) ‘ZJENWUULL@%QU?}?&I M1UTD 6.1 - 6.9 Lag 6.11 mgﬂua'aumm Hardware Laig
Software e WaUnsaldsnanaiuisarinausindussuudug MAvatemiogunsald s,

¥ v

Famurvy lwewranlaty sy, awnsasesresudndndwinnuniaidmiiandainusg

[
a o

AMUANUITTINNAWITUNT B FDTUNAARI LA IASLIINIUNIINTANY WNSANAADUN WMSaNS

Yo

E-Mail lsinpriuviinisues s, wagi{Sudsesdndainnumodwiidsnsdunsmely 15 3
Tgvuandud sy, wielinesurmeu udonuiunaznari s, mua wiouiesnrium
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AawIwmes gunsaliaTernedeaistayanieg anelug Rack (Server & Network Rack Diagram)
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ddnnsednd
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Toyaasasmeneniiames (Traffic Log) vanefia Yeyanentumsinredoasvesszuunosfinnes duansds
wnasiile funns Yaene 1ian Jufl Usina seeznan vsedu o Mieadestunisindedeaisves
ssuunenfime i

ansaumel (information) snedis dewtaaseildandeyatimriumsyszanana msdasudoulidoya
Fetoyaniveglugivesiaiay dorm vieammnsAinliidussuuigldannsadilaldie wazamsn

lUlgUsylowdlunsuims menaunu Mssnaula wazdu 9

s o o

J¥UUABNIILMES (Computer System) vianeia aunsaivseyngunsalvesnauianesNweNn1sviney
ihefulagldfinsimundids yaidwdodsduln wasuuujiRnuligunsalvieyngunsalyimihi
Usvharadeyalnednludi

szuuiietnedeansteya (Network System) mnefls szuufiansalilumsinsedeansiomsdsdoya
LagaTAUWATENISTUUWAlUTATEN TAUWARIT 9 Vo9 TN, 19U STUUKAY (LAN) ssuuduvsdn

< £%

(Intranet) seuuBumesiln (Intemet) Wudu
dndvosldau mnefe ansiily Avdsuwe avsfiay uazdndsula MAvadeatussuvansaumea
YOI ILIUY

ausTunsUaenAusuansauma nnefis n13815513%sAudy (Confidentiality) Aaugndosnsudy
(Integrity) waganimwioulye1u (Availability) vesansaumna iamﬁy’mmauﬁﬁﬁu laun Augnees
w9349 (Authenticity) A133URA (Accountability) N1s¥uUfLasaAu5 Ul (Non-repudiation) az
A udetie (Reliability)

wnnsalsnuanuiuasasnde mnefls wmmsaiiuaasliduanudululdfesiAansiiiuuleuns
suanusiunaasndy iasnslesiuidumar vdemsnisaidulionasldiienafsiteaiuainy
fiunsUaanse

anumsalsumuiunsUaendeilifialsrasdnioliiotsmafn mneda anunisalduausiuag
UaendeiiliifisUszasdnielionaniadn (Unwanted or Unexpected) sa1avhlsissuuuatasdng
gnynsnviselanfuazanusiunsasnfognanaiy

msidwvonuaumslinuasauna vneis mssygn mstmueans wiensuousiunaliglinu
ddmiselfnueievieviessuuasauna vamdidnvselinduazimenienm aaonaueas st eufo
Aeafunsddslasfiveutonlidefls

Funing (Assets) mneis Aunindduszuuimaluladansaumauaznisdearsves svlu. wu gunsal
Aoufned gUnsalszuuLAdorIy BewdlTTmAvAYS deya sruuteya mav

wnedidnnsednd (e-mail) mneds suuiiyanaldlunisdy - defenrmszninedu ngriuiaios
rovfiumosuaziedotneideulosdiaty Jeyafldsnduldiishsnes nmdie mmnsiin nmedeulvn
waziAes fasannsndssmansluss¥uauieovansauily Tnermensiidsduasgniulflugaanane

(Mail Box) fifmuualidmsudldau §uanansadagiu fiunainseay viseasauitanle
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25.

26.
27.

yardaliiiaUsease (Malicious Code) vianefia yaddaniinavilvineuiiames wiessuuaauimes

g '
o A

vioyamdduifamudene gnviians gudludsuulaweifiuiy fademsoufoRnulings
mudaifunly

\nnsnaufiune el indosneufiunefuuunilfy uasilosnauRamesuuunnm
gUnsalladoudl (Mobile Device) munefis guasainnmdivinaulfivieufuiniosnoufivned iy
Tablet, Smart Phone
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uleu1en1suInsInnisauluaslasndedmiuduins

WUz
[ wielnsusmsdanisanusiunsasndoansaumavasesdnsdamaenadosiuansgiuainauay
ngvanefuaNusiuasUaonfeiiieades
H3uknvay
L] fusmsgean
319991153
D wadl 1 wWeuieanuiunslaenfuansaune (Information security policy)
wuIU{UR

o o

1. daliinmsiuagnumunseuiulslsueanusiunsasnsis uasuiunuftAiatuayunsvinnusiig g
othatlosTay 1 afs Iefinnsanaindadouda il
1.1 NagnsMIaniuuYetesrns
12 teyangune sudeu fedafusing q idesufdnmu
13 mIsvsuUsulsneenuiiuasaendmiutdald
14 namsUsziumLIASIaZLNLAAANLIADS
15 wamsudadoulneszuudestunisyninludikiiumn
1.6 HaveINInTIEeUTeLaN1TUAYeLln (Patch) dmTuszuusn 7 ik
1.7 msdnihuagsedyayungesnussuuiazaunsaliing o
18 unumseusinenunmsuasann foUsz s ddenmiansaieaunseiin
19 wamsveaeuLudAuludiiun
1.10 Fogafoanaiuding q finsiRatulusfinuazdagtu sawfoanauiléddundnmiaeny
Meuan
1.11 wamsnsaaeumsUjifnanlovisanusiunasasnsielnednsnaeunisluniolasgniaaey

daszAuAINNLUAIUABANBAINAEUBN

a

2. FAWMENTNeINIAUYAAINT WU MITUIMIINNG kagIngAuiieanasanisuInsInnisay

funsaendvansaumealunsasUauyssunu
3. dalidymainsanliuausiuaiuduaslaondoasaumnakas MruantA1uSuln U TN
Usudglassadsdsnanmuanud iy

o

4. wanuanwsuaivsedeaisedwaaneiie Wi ldnuianualdiiuisanudidgyvesnisu iRniu
wleuieanuduasUasadouazuleuisatuauusig 4 lnenssasauazidulSuinveudeninudss
AMUEETIY Y3 UATIETMARTUAUATAUMNATDIB9ANT SIUTIETI9AMUTINTRTENINNUYIBIY

MAYIVINUAINLUAIUADANUANTAULNA
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dun 2

AMuduAsUaneingINUYAING

IngUseaA
[ vielsgldamudlaiounum sdilenuiuiiaseu fareunmsinenu sewitinisiianu warduganie
Wasuwain i nasnunsentindadsanaunas Ty ifeadesiuanuiuasasafoves
svuumaluladansaumeaiioannnuidossuinannisalue nsdelns msldeuszuumalulad
arsaumaRainguszasALazanuianainlunisu jiantf deenadenansznuniovinld swa.
AnAnudeme

v a

Hiukinvay
L ggmnsmathemeluladansauwme gennemsiievinennsyana {8 nnensiie/dnin Afduguanuiid
N531919MheuNguen
3199911953
L] wanndl 3 enusiunsuaensdudmiuyaaing (Organization of information security)
[ waneit 4 msusmssanisnindau (Asset management)
] wanndl 9 enusiuasuaensdodmsumsdoanstoya (Communications security)
WuAUZUR
1. msafuanusiunasadonounmsinanu (Prior to employment) Wilefnassyaainsnouiagiinan
UfURU waztiieanrnuidesainnisujiRauianate nisuluy nisdasuuiad wazniniszuy
asaumaiensnensasaumeaves sy, WElumeitlivangan muiadeligldnudlalundad
ANUTURAYDUVBINULEY
1.1 msnsaeunuauURvesaling (Screening)
dieninensyana sisede/didn Aiiduguanuiiinisiidmiisnunisusndesnsieaoy
uasiRvesaiag ansdmshaduntinnu gni myidemhemunisusniiied foaauls
sy, sautsddndnAnwilnn) Tnedainsdedliinonseviianguune sudeu dovsdu vie
9385530 savialifivsealunisynsn udly vhate nielasnssudoyaluszuumalulad
ansaumnaiou LagdanaudAniud sl fvun
1.2 nsfvuaiioulun1sd1ea1u (Terms and conditions of employment) n1531813lsiddoule
nsteaulinseunauludosiwioluil
1.2.1 fvusnhiienusuiisseusumnuiuasasnsdesuansaumasgaumednualdnys
(Information security roles and responsibilities) wngldeu Ingivualvaenades
fuulsniiunsasnssvesssuumaluladansaumeauos syl
1.2.2 Al msasnuludygmaglilameaiuduuss 5wy, (NonDisclosure Agreement : NDA)

1.2.3 ssuuwelllagansauwenaiofoiannleed oduserinmsinddedudunindves sy
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124 fMnuannufuRaveuniounadiny magldauliujuinuuleuiemssaweiusiuag
Uaondteresszuumaliladansauna s, s navsne sudeu Tty vietermuadu
fetosiumssimanuiunsiasndovesszuumaluladansaumne

2. msa¥anuiuasasnfeluseninanisd1aay (During Employment) iioadsaauasgniinu

HiFnuAnusefifedestum Ui sauna nuddiandiiieliaunsadesiufofna 1l

21 whilumsumsdanismadnuausiuasasnsde (Management Responsibilities)
fuims T, nnsedutuiinddatuayuiesduaiudostedelud wndldau
2.1.1 Usmaulounensinuesiunsaendesuansaumaves s, Wumednualsnuslivnay

FunsrusasUuRnu

2.1.2 dlalsildnuufdinuulouienssnnmisiuanasefosumsaumaves s,

213 aduanunsenindinnuiunsUaenfeduasaumaiifeidostuntiausuiavey
VDINULDIAL VDY TH.

22 msauenunszadn Msianud uazmsousuiuassiuasUaeafelyiuagldau (nformation
Security Awareness, Education and Training) msasnanuaszvinlunssnwnarusiunsUaonsde
ot e uae
221 fuassuudeadadeudnnaiy uarteslmifdmansznusdenuiunsasnioveszuy

waluladasaumeanngldauiifedos uaﬂmﬂﬁé’aaLﬁaLﬁau’lﬁ;ﬂ%@uﬁmmmzﬁmzi’q
anudseng o wu h¥areufiuned weadianisvasndeniadninea (Social Engineering)
wazgoslmimameda Wudu

222 sy, Fosndunistinousy videusznduiudioaiuanumseminduanusiunaon e
vesszuumAluladansaumeuig [gauduuszdmnd

2.2.3 sl feudsfldanlinny defimsasumamlonismsinmenusiuanasnfoasauinea
Y09 ¥, TITeSUIERansEUTINMSIUAB UL asTIna1

2.3 Msivuaunang
23.1 ANUTURAAIUN LY

ulsvisuazuaforlunissnuninuiuasaeasoduansaunailaldnelhiinans
yanguanefi gld nuiuiiawias IFUfRmuuloueuasnyufoalunssnvanusiung
Uaeadvansaua uazglinunnasdugeniiazlisniunsle q menganesie sy, dald
UftAnussdovd udedrdlsinmumngldaunssyinisasfiavienssyhiiamuulouis
wazuuUFTRlunsiweuasasndoansauma oraduanuRemeitouasdume
Tignaslnwmedlele svy. LifidhwuSuiinveusensazfianingaunygiinanns

TosevunaunImBS
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2.3.2 MIRAsUNINYENTEYREe
flduiinsgyianuiia dvn. sgifinaouandnislinunazenaduanuianisite vie
anuAamNNgsneiAeades
1) winew/gniefidiiunieazifiaulevisnisinuimiuiuaslasnfovesszuy
walulagaisauma sy, dognaslnyniunssuiun1In1iteves vy, 08
ngvsnefiiedos
2)  yherumeueniinssyiheiiin %ﬁimwmﬁizqiﬂuﬁmmwﬁagﬂLﬂmauawémﬂ%’mu
sufindunmseungrneiiieades
3. mi??qu'%amimﬁauLuJaqm'ﬁfﬁmm (Termination and change of employment)
efuunniihfinnuiuisveudofuaaviedsuuuamisdisnn Saulufansfuningdunay
nsaennouanslunsidids
31 maudinsdugavierdsunuasnsiney
311 drensnensynnanewdsidiomaluladaisawmansiviuininwiinaudnig
aoen londe inBen viadedin edamalulafasaumaaslinsaaeuuasuims
Fansavdlumsdfsruumaluladansaune
312 fhe/ddn Amduguanuiiinsitdiemiisnuaitsuen deaudlidowelulad

o vo

ansaumansuiunlun g U'«j”Nmsmaﬂ?:uqmé’iyiyﬂ'«a”ww%ﬁmiaﬂtﬁﬂﬁmagﬁw
ielsk /v, myseaounslinussuuasaumaLazaeaneudns lun st fassuuamsaune
09 T,
3.2 MIPudunINgves sny.
fuasruudesnsaaeuifioifonAuduningves sy, 9ngldau iensdugaudenis
Wasuuansianu
33 mananneuanslunaidii
331 dauasruuiowenaeudvslumadrfwelinu deAugavieidsuntansineny
332  msnenneudvslumsiiifsanesiuis mamenmm (Physical) wagmamsang (Logical) Ly
neyua Unsuanany Unsuseddadlianu uasdyddldnu Jusu
333 lunsdliigldeuiiduaevieiudeunaimsdnanu dmsldidadddnusauiu (Shared User ID)
fuldnudu flsdudyufeaTdsusimhuiuiindmnduganieiudsundamsiiany
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A155N¥IAMULUAIUABANTNIIATUNIEATNLAL FIINA DY

WgUIzeeA
¥ dl o

[ iflemunuuagtiostunsinmanusiuasasadeiiisadestunadriierasaniuil uasiuiidai

Joyanauianes (Data Storage Area)

L] fauaszuu
L ggumemsihedndouazuinig
31989119551
[ swandl 7 pusiunsUasnsomenmeninuazaninuind ey (Physical and environmental security)
wuAUZUR
1. fauassuu fesoenuuy wasiinssgunsainiessuvalivayu (Facilities) tiotiosfunnuiuasannste
fumenm Wy gunsaifuinds ssuudrseslililn weadudeliiih ssuvuFuonieLazaluAL
AT sruufeudninth wasdesdinstigsinwedisasinae
2. fpuaszuudiesinsagunsaimsaumeluguin (Rack) wipamuiifiienusiuasaeafouazimslnden
3. HauATTUU Fodimsteriumendanidifiensieasvioamelnl Gliinsiniudaun o (nterception) e

fienudsmenatu Insssforuameandanuelevaneriomaiuaneisunmasndennnmsdnas uas
Lilfuaneruituiifidndsldegsasisue sunaneindadoansuazaslniidosueonainiulned
SrpEaTimnzay

4. msmuuaudnaiinsinwanuiuasasnde
fuunfiufivessruumalulaansaumesng 4 egnamunzay edunisihseds auan masnw
mnusiunsUaensangilaildsuoyan seifestumundemedu q feraintuld Tneudwen

UShaunldnuszuumeluladansaumeoanidu

v ' 1%
I aa g

4.1 WUy (Working Area) vidnefls NufifindisiAIanauiianesdiuyAnatazaouiimes

NANUTEINAL YN

4.2 uidafiuieyaneuiiumes (Data Storage Area) winefis ufiAuduesioya (Data Center)

U

5. msmuAuMsiiiesn 91A13 anuil
5.1 fvusavsvesldnuuasmienumeueniunsididaniud Tnouvsuenld dai
511 fauaszuudosimundvdungldnuiiiandiin - een uazimuntieszesnanfiians
Tunsidn - senustasfiuildussuumeliladasaumaogadaian
512 Wvthiifnwianadasnds (5Un.) awfedimhsnumsuenvieyananieusnuantng
flanunsaspyfmuresyanatiu q deudhdsenasves s, 1wy Thsdseiiuseany

Tuengatudl Wudu udruiindeyatnsluayaduiinniessuunuasaume
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5.1.3 whsnumeuenindesesowdatnsgande (Vistor) assqeiiasnsadiulidaounasniaii
aglu iy, uwazAuUnsAnse (Visitor) NewesnaINeIA1TVeY THi.

514 @whiisnwnensdaonde (sUn) dewmsinaeuiiede gunsal wievasnatooniiayatuiin
V3RTEUUATAUNA QNGBS

fauaszuu Fesmuaumsidi - senfiuiidnfivioyanoufianes (Data Storage Area) lallsitlaifiava

Andeld Tnefuuefiufinsdseududuagfiufingniouviedsznevgunsalasauine

(Unpack Area) flouthidnituiidaiiutoyaneufiunes (Data Storage Area) uazfoanIuAuns

9 - on ilendnidesmaihdsssuuansaumaasdoyamsaumalanlalliiueunyn TneUfoa

>
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ANSAANISNSWERU

WgUITEIA
L] ileusmssamandndauansaume saudnissann nsldau audanisendnida Taedinnssyy

)

Funsndvatesdnsuazivuamiiianusuiaveulunsuntewmsndauasaumaogamunzay
{Suravau
[] HAUATZUY
L] \rveadeya
[ fida
31999IM U
L] et 4 nsusmsdnnmsnsndau (Asset management)
wuUZUR
1. wihiianusuiinseusensndduansauma (Responsibility for assets)
1.1 wWveseyauaziauaseuy feesauiudnvidyinsnddu/mzidouninddu (Asset Inventory)
waznumunslounsndauetsdeslar 1 ads viedlefinsdsundadidioddy
12 wesdeyauazgguaszuy fosseydivemsndduasaumannsnents ilesuiinveugua
ANusiuAsUaDnfsasauINAnaonsase g3l
13 dveseysuasiguaszuu fosdenfunindaumsaumadiodugaviondsuntainsdrany
14 fliudedldvindauasaumares vy, agreseinseds ualfifleufoRnuves . ity
suadesliURnungmine sudeu fetedu wazuloune ves vl
2. MItuunUsEIAN IS ndauansauwme (Asset classification)
2.1 1 N0eTyakaTALATEUY Fasduundssavnindaunutuneud sy, fivun warnunau
MsFuunfInaegsasiiawe

22 Wwereyauariauaseuu aesdnintetenindduasauna (Labeling lidaau wieuviadalvidl

o
[

1nsMIguanisinuauiunsUasnfeansaumaiiaenndosiuusznminddunusysuty
ANEUT .
3. msdamsdetiuiindeya (Media Handling)
3.1 Wwesteya fauaszuy wazilioudesauaunisldnuuazdnfivdetudinuuuaenniesoniag
fuipSosnonfinmesld (Removable media) Ml 53, fviun
32 ihwesdoya duaszuy wazdlinudosianedeyaddylugunsaidetuiindeya uiluteya

Autuneui s Amun lagldaunsadaudeyanduunladnieuszidngunsaidinaivse
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#1515 Mg deyavudetuiinteyausazuseian sl

Usziandatuiindaya Wihae
ATEANY Tualgmsainangenans
Flash Drive 1) v‘hmasﬁayjauu Flash Drive muunsgnu

DOD5220.22M ¥8nseNs 1N vlansgossm
FulumsBewivdeyaiiuvaissou
2) TEvurseunlidene

Wiy CD/DVD TiuaeiAIoinaeLenans
Wy ¥y unseualidemenseninats
ginfan 1) vhanedeyauusIsafianaasmgIl

DOD5220.22M Ua4NT¥NTHNAWNENITFOTN

Fadunsdeuivdeyaduvaneseu

2) TEvuiseualvidene

33 Wwesloya Hauaszuy waelltou dedinsderiudeduiindeyanlddniuloyaansaume Tunsdl

Y

'
A

nfnsedeudnaielesiunisidniislaglildsuoygin gninluldauiininguszasd sauds

Uestudeduiintoyalililasuanuideme Ineshuinnulaensdvaisaunaniudunaun sy
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N159ANT NITWAUT WATNITUIFIINYITTUUEITHUWNA

[

ngUsTasA
[ lemuaunisdam simun wazthsssnwissuuansauma Winmsmuainsnmanisinwianusiuag

Uaensy iedesiumnuiianain agyme uaznsideunvawunlassuy

[

Hiurnvau

N TR Y
[ fouaszuu
RURT)
31999119551
[ vanadl 10 Tassa$remsdom mawann warNsUNFISNwsEUUENSaUmNA (System acquisition, development
and maintenance)

] saedl 11 amudusiusiumissiunieusn (Supplier Relationships)

wuAUZUR

1. JUsdudyn desmuauliiinisivuatennasiayausuiaveuiieesiuanudeiiuauung

(% '

Uaenduansaumaadludyaniugliusnisaeuen laglinseunqueiuiaguinaiame

AU

AuasTUU sasdavierivualagssyfsnsmuauauiuasaensiemiumsaumaiisenrqasiuuleue

N
e

wazwUfURnuAMuuAsUaeniea saumMAYeIeAng Wy Ienmswuudasndslunisiauiluswnsy
AUUIM5FIU OWASP (Open Web Application Security Project) Top 10 %13831%15§71 CWE (Common

Weakness Enumeration) Top 25 w3au1nsgiuiisensuluainaniamvuagadwisiindunesdu

agalasumssUanua?

A a

3. fauaszuy desiinseonuuuszuuifiensisaeuteyatiaziuiinguounaiaty doyaiiinainnis
Uszanana uazteyailogszninensuszanana Lﬁamaﬁ]mLLam’]mﬁ'umwulﬂgﬂﬁaqﬁlﬁmsﬁuﬁ’wﬁaga
WU ieANd1au (Buffer overflows) Msldiiudsiauszian wazissilunnsnistesiunseniuny
ANUAUMAITENIINTUTEINARA (Rollback)

AuAsTUURBdinImuaNNsniwarauAumMsitdsuLUaweu lussuumNdunu S, Muum

~
e

o—

= A a X
NWBAIUANNANISNUNLINATU

guaszuudesdinliinisdsuulasla q devenduisnldau (Software Package) lneiUfisunas

w
@22

wngfidnduingy uasaiuaun 9 msiasuwlategadunnmudunaun swy. e

valaa

AkaTEUUARIINiANadNEe Sourcecode Trdniialaaneniianswintu

e e

auaszuudatmIvandeyaiiinanlilunisnaaeussuy (Test Data) egramunzan lagliitoyadss
wmageu nsddndudedddfeyasiefadldsveygndeyasnidvesnowhunlinu uaziharedeoya

DYNUMUNLAUAUTUNOUT SWY. NTAUA

4



10.

11.
12.

13.
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e
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e

o v a £ a o d Y | v 19 | {
wardindvsMsAnRsendwIsiessuuasaunasng o danugnassasudiuiayigeds
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e eXe
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7
&I L Y = U ¥ 1! Yo
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Hiuinvau
[ fquaszuu
[ dmesdioya
[ ¢dan
31989115
[ vndt 5 n1seuaunaidds (Access control)
[ snnd 8 amusiunsuasasedmsunissiiueu (Operations security)
vaned 9 anusiuasuasnsdodmsumsdoanstoa (Communications security)
wuULUA
1. msmuAunsifsssuuasauma (Access Control)
11 dweseuauaziguaszuy dossauimundvslumsdifessuumsauna (Authorization Matrix)
Amnzanuazaenadesiuihiinnusuiaveuvesilinu wagvumuiledinsudsuuas
1.2 Wrvesdeyauazauasruy fessiuiufimunseaunseyds (Authorization Level) n1sidiis
szuuwmalulagansaune
13 ivesdeyauazdguaszuu desdalilinisuisuenuiinfiannusulinveu (Segregation of Duties)
Tumsifsssuumaluladansaumaegtawsnzan Wy Smawaenmifissrinmsudsesnsyasd
msndaasniseydAnisidnga 1usiu
1.4 %umauﬂﬁﬁ’&ﬁamﬁmﬁwﬁmﬂa
Fwesdeya dauaszuu uazdldan dosUfoR el
141 wsssandoya il
1) doyauazansaumadmivatvayumsiadulavesiuivis Iiun deyaasaumnaddl
anuddndeiinnusndussinidesinnuetiddnddafioustnounsinaula
Weulgung Muruauleuty Lagn1sIUNUYRINUIIITERUEs
2) YayauazansaumAT ALY NSAanS (Strategy Data) laun Teyauavansaumneids
Fmsiileatvayunisdudununuiusiauasemsmansves s, Wussguwune

Yo

FIIeyamNeunILAgSUUINIAEUeN

4
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a

3) deyauaransaumanatuayun1sufURnuUsEan (Operation Data) laun Uaya
advayumMIulues sy,

1.42 douvssziuanuddgyvesdeya sendu 3 svdu fe

1% =i

1) deyaniszauanudifngn vineds Yeyailddviuaivayunmsinaulavesuims

o
1% d'

2) doyandseiunnudAyUNa1e e JoyanURURNuAMENgaU kU nos

Y

=) 1 I3
wsedhengluesrng

'
(Y] °

ayanilsgduauddydes vungis deyanintdnau/gninnelu suu. awnse

u
=< o

WnesunulausaaunsameLng be

e

3)

1.4.3 daudsdiutuanuduvestoyaniui s, mMuua

1.4.4 FALUISEAUTUNITHUIDG

v
v o

1) sgavdudmSuguims iWdslanudnantihiuasasianlasuteuning

o
)

2 sRUtUEMSUURTR I ddsdeyatlds uieumnesmss waiig
3) sydududmiudauasruuvidedilldueumune fanslunisuimsdanisssuuuas
iihadeyailduneumnenusnaniig
1.5 191909U0yauaaua sEuUABINIuARaINI SN ssUUaTaume
16 fauaszuudesiiinaromndidsszuumeluladarsaumaniugomis il
1) w3eviemeluves v,
2) \w3eTenguen 1.
3) 1Feteduiitalily Wy szuuAdeviedeansieya GIN

1.7 fauasyuudesifugua Default Permission wadlia (File) uag Wawes (Folder) assulvidng

Sritmavdlunisdnds

18 iwesteyauaziquaszuu desimsandeimunsiie 9 Awanangmnedafdosiunsinm
asiupsUaenStansaumAves T 1wy werTwUnyalR TornruanIInNgvine tenvualudayay
wazdatmuamaiueuiuasasasedu o WWudu et muadnsnsdndasaunauas
syuuwalulagasauneves swa.

1.9 Wwesteyauaziuassuy desiinisaeumuanslunmsidnfeszuuimaluladansaumasgig

alawe wiounaiinneudvsdlonuwiudvsn igniewudnslumsdia (Authorization Matrix)

4
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2. msuvimsianmismsiniisvesildau (User Access Management)

Wdnsmuaumsametdoudldanu nsusmsdan1ssianiu msusmsianisansnisldanussuy

wielulagansaumna wagn1smuniuansnisiifsvesldanu

2.1 miamzdeuldau (User Registration)

2.2

o

211 fuaszutdioanmsdansuazmuaulinyddedliau (Usemame) flviinmsldnudadde
fldamumiu viell ludhuvesniinau/gnine sviu. Wsmmedeffldary (Usemame) s
inaspuenvanedidnvisednd E-Mal) Mtluosdng

212 L%’waasﬁagaé’aaLﬂuﬁaqﬁﬁm'sa'%ﬁaﬂzy,%sjﬂi’fam%msn (Temporary User) uagfoq
fratanamsldauiidudu

ﬂ’]'ﬁU%W]ﬁ'@ﬂ'ﬁiﬁﬁﬂi’]uﬁﬂ‘i’fﬂ’m (User Password Management)

221 douaszuuimunsiai et ouuuuiinmileeliisnisdy uastaduliinmadey
saruidoffldamdlduszuulundusn

222 Hauaszuy fesimualiinisidsiateyasviaiulussuy

223

224

AUATEUU HoeInlAiNITAIUANTHANILBE LA

v

auaszuuAesindelydveRldau (Username) wagsianiu (Password) wagldanu

U
o
Y
o

Y o

Y ax - Y

myTsnsiaeady

225 FARaseuufeInIuANguaseuuU]iinis g1uteya wagssuuIuaIsauIne
(Application) Ndaiutiayr e uwazsiaruetadunn Inglidndsldamedauaszuy
nlasueu vy

A v oW =

226 fauaszuudioatmusismavienseunmsBuduinunsaiidusiaiu
22.7 #ldu Feddafaruegieiuasasndy fail
1) Amusstaidesetegistion 8 udn deszneusy s fuau Lavsnusy
NAw 10U (@-2) (0-9) (@, #, &, “, ¢, % =, <,>,%,S, +,2) 1 Judu
2) Amusstarufiiedenisandt uidedlifudiianunsaniaanliie wu e
Tumaunynsu “querty” “abede” “12345” Fo-umana Juideudiin fleguieiues
nsdwnt (Jusiu
3) sedaldmusiaiulenssurumadildoilaednlud® liun mefvndn “Remember
Password” 1Jusiu
a) deafusiainulifumiuduanizyana lidameligausunsu wasdldnu

@

dodlifumsian s nuazdawe Wy Ruisianwsievtdldnueudu Jusu

5) doslildtyTedldemnazsianiusmiuiuidu widydtedldnuarldsuns
ounandwesdorldnuyanatufinmg

6) Fouldvunlassiaudulszdieddosyn 6 o

7) douvdsunasvimiusleinsudaufeunnszuy veadeinsaruaasilasyana

: ~ 7

U
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23 MUSMNSIANISAYS (Privilege Management)
231 fadudymdesdmunliiidunouufjoRdmiunisameideou nisifinooudnd
nsAsuLasdv’ uasnsnuvaudvSveaflinuessaduaednuaisngs
232 Amusansivsnzanivgldnunuanudndulazasnadesiunirfinnusvinvey
wagdnfiuusedR (Log) nsameidou mafinaeudn? wasnisdsuulasdniuves
Al
233 Wwedeyauaziguaszuy desdnlitinsmunuuazdidndys lumsldnussuunuana

o

Fndulunisldanuwingu

—

) @nslunsadredeya (Create)

s,
¢

avslumssudeyansaisungdeya (READ)

N

s,
A

avslumsusuuseteya (Modify / Update)

W

avslunmsaudeya (Delete)

N

o,

dvslunisuoununednslunsadunisuny (Assign)

U

<,

avslumssusesnnugnAesasuiiuvasiaya (Approve/Authenticate)
Tifidvi

234 Lﬁ’]’waqsﬁa%aLLasQQLLaixuuﬁaqLﬁumauumm':?Tﬁ‘ﬁm%LﬁaLéz’J"]ﬁqmiaumw%swu

Y 9

&)

)
)
)
)
)
7)

waluladansaumela 9 eghaduarednualdnes

va So

235 Wweseyauazfguaszuy feadrindiusugldauivihuih dduglransugldauls
tfouflannuAnumIzaL

23.6 Wwasayauagauaszuy Aesdiasvezianisidaulussuumalulagansaumnaves
9. wivithgaumeueniidrsnufoiReusauiu s,

237 dwesdoyauaziguaszuy desdnliinisnenneunieidsuuasdvinisidrieiud
slefldnunden Wasuwamifimuiuinvey Wasuwamsienu vielifam
Fululunsldnussuumaluladansaune

238 fouaszuu sesauvsessiunsitnudvsvesldnununiuszuy (Default Usen) Tunseli

D e

o

fanusdudeddnudesimuasiariuessiuasaonse
2.4 msnuynudnsmsiindeesdlfau (Review of User Access Rights)
241 Wwesdeyauaziguaszuy dosinisaeunudvnisdndsvesldnussuuide s
finswasuuasszuumeluladansaumeselasiainseadng
242 fauaszuu Fedimsaouvuuazsiunstd ol Bdldnuilldldouiy 180 fu mn
i rudosmanduarldusdesdudusamulil d. vy il sveznanilaildlda
voetydgldnuentasiusgfuusarssuasauma

Y

3. mstesiugunsalilififaua uaznsaivaunishinsdunindansaunaddglilunilivasase

4

1

3.1 mstestugunsalitlififigua (Unattended User Equipment)
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£

311 fouaszuudesdaliluininisdmivdesiuszuupeuiinnes ssuuiaseriedeans

z

Jaya warszuumalulagarsauwme lnen1simune1ve3szuy (Configuration) T
msdenvthasdmiugunsalilifindinnugua viedengunsalediave

312 fldnusazmsnunsuen desdenviheesalutmdlelifinisldnuszuumalulad
asauAYeY T, Amszazaimuun nefewinminee (Screen Saver) Smlusla
vdsnnitlifimsldauremianesiduszeznauunit 15 i {lnuasmiemumeusn
wldnuseldilefinsldsiasiuiignios

313 ldauses Log Out sentniatesresiiamesiledanuiiudiesasiineiomwreufiomnes

314 fldnudesdestulaliduligunsal 1wu ndesidsia in3esdiunionans ndosauny

wnanslaglilasuounn

32 nMImuRudunndansaumawaen1siinuszuuaaNimes (Clear Desk and Clear Screen

Control)
321 guwudaisnmunbidySulaeubimsguasn sy - daunnd vieasmenedi - een

v a °

v a s =~ < v i g =
JMUABNDDNINNIZTUUABUNILA DT (LOg out) Nu LN@QWLUUW@QU@@UWQI@&INQJ

=y
e

3.2.2

el @
=
)]

e

4 v v 2 ¥ o w ! [ val (Y ' ]
323 glinudedanudeyadidguendimn wazdesiulilianulasnsivetaneiiies
o v ° 4 a cou Ada ¢ <
324 glinudeniienaiseanatnasesiiuiviunniuieueasa
M3AUANMSIUNRNATeYY (Network Access Control)
Idinsmuaunsidauuinisesedne msauaunsigaldmudmiugldnuiieganguen s,
nsAuANMIiigatimugunsaivunIetie msdesiunete (Port) NlddwsunsiaaeuuazUTuLsia
JPUU NUWUMENLAT0U"8 (Segregation in networks) BEIWNNEAY N1TAIVANNISBNADNILATEUEY
WAZNISATUANNISAILAEUN I UATBYY
4.1 mslduuinisiaIetie (Use of Network Services)

411 AAUATEUUABIAIUANNSIHEUNTLHUNITEUUIATRYI8dea15UaYa (Network Diagram)

=

yuiislaseads IP Address Fo3zuu wazdegunsalansaumanngilallisueyanvie
MhguMgUen

112  fouaszuudesmununislinuszuuieietnsdemsioya iedosiumadnfeszuy
iwietnedeastoyauarusmavesszuuiaieredeansieyalaglilisuoyane

413 fauastuudesmuaumsdenseireriemeuen wieltnudumesidn denadurems
Timhsnumeuenidriisansaumans essuumalulagansaumaves sy lnedildsu
R M

4.14  gldnudeudsnnuuszasdlunsveldnuuinisiesedieun dvmn. wagannsaliuinig
wintglivaanlasumseysifain wvm. uda

415 o dediliszuueSetedemsieyaiiioiiutesmalunsinizszuu (Hacking vie

msaunuYatbmvesssuulnelldsuayyn

Y
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4.5

4.6

a7

-19 -

msfigadinuvesltnuilegmenon s, (User Authentication for External Connections)
HauaszuufeaimualiinsiigUfinus1usEUY Active Directory 989 sWal. fiauaugynli
duiiegmeuon s, hldnueietsuazszuvasaumavos s,
msﬂqaﬁﬁamwmqﬂmzﬂuszwLﬂ%%haé"amﬁaga (Equipment Identification in Networks)
guaszuudesimmslitimsfigauf e Unsallussuuied evedeansdeya liun nsasivaeu

MAC Address

eXe

nstosnunesnilddusunTivaaunazUsulaIszuU (Remote Diagnostic and Configuration
Port Protection)

% v a s PP o & v v d‘ a ¢
ﬂLLaigUUWQQ§SQ‘UU3ﬂ’]§LLﬁ$W@§W (Port) VliiJiJﬂ’J’liJﬁ]’]L‘dumaﬂ‘ﬁ‘uuLﬂia\‘iﬂaNW’JLmaiwia

e

gunIniATeTY

Q' ”LLaiz‘U‘U(?faﬂam(;lgxﬁwum’mﬁ'ummﬂjﬂ (Instrusion Prevention System/ Instrusion Detection

System) UBITLUULATUY

NIUUSLENLATDUNE (Segregation in Networks)

461 HowaszuunesdalidnisudiueniaIatngnunguvesldauy nTenguvesszuy
wallafasaune Womuaunslfauluusazaietsgoses \awnzan Tnsfianson
PNANUABINSIUNISITWoYa seRuANAAYeItala TIAINITHNAITUIAY
5101 UsgAnBw wassansenumsdunnulasafedwelud
1) wetefieynyliidndanmeuenuasiaiereilimelu s
2) wpveuaUNAIAT (Application) AiflruddyueSete 4 Aiflauddalesndy
3) wietedmiuiaTasliing (Server Farm) fuwietievasdlfo easdinsfins

gunsalfasnsouUaLeniaT et elél 1wy Firewall vi3e Switch fianunsaius VLAN 16
D

162 fouaszuvasimuadumsuueiorisfidunn Wedrianisdifssseslnaluianis

wieteditunindy

4.6.3 fuaszuuAasisan (Configuration) gunsaliATevne Wy Firewall vive Router dlvianunsa

e

Uimsdamsanmeusnieioteld Vuuslunsdignidudeiodldiuniseyginanggua
sEUUIIL

mimUﬂumiL%WiawmLﬂ%asd’la (Network Connection Control)

471 fouaszuudesirianislinueietisvesldnulumadonseiunietioves s, 1
Router vi¥o Firewall \udfu nieuafadassuumunuitendunsestoyaiisu - d i
Web Filtering, Email Filtering 1Jugu iievhlinisideusefinnulasnsy

0.7.2 fauaszuuiasione Firewall sevrinaeierneves sviu. fuetetiemeuen sl msfinag

Firewall fiaafiasansasanaluil

4
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msteafunisasasainmeuen desgnivuslildidumsiisiu First Tier Firewall
fiflanuifunsasafoiiietesfunindauasaunaves sy, uarlassadisiiugu
Al dyanmsihdenlaildsueyge

Firewall fosszyimuuazigaufnuvesldnuieuiiosans msdndsdumesima
(Interface) iteMsuUImMsdnnTs Firewall

Firewall fiassaanlszfusndflfnundmndanumeneuiitndigssuulsidisa
5 a%s mssnianmssEiuFesiumslag dym.
llougmlyiiguilfiimsnmBumesiva (nterface) 1153013 Firewall :nszeylng
(Remote)

AAldsumatoumnean dvm. whiuiiandfesudsumsdiduanuaonse
YU Firewall

Firewall fosmsrnliiufinmansaliuanusiunsaonse

Firewall #iosl@3un1saeuniu viadey uasasIvaoUaEsALNLALD

Firewall fpsgnuimsdanissiunisnisissedeansiifimsidnsia
FesUnuimsuazedn (Port) flidndusediuu Firewall

Firewall Ussinveansiund (Software) Fosiasauieiospeufianeiuttousndnomn
Firewall siosanunsadasiudiesainnislaud DOS (Denial of Service) laagngiu
Ping, Sweeps %38 TCP SYN Floods wJusu

Foalfinostureswonsiuas (Software) Firewall uazszuuyjoanisiiives
nandaudslinsativanu

Haua Firewall Aesinnadayatestmianngliing (Vendor) tiesunsutnians
A5 Uperade wazuiiag (Patch) isdu uazdosindeuding (Patch) wanuad
At

4.7.3 HauaTzUURDIAand Firewall liveuusien Zone Wisin1sld DMZ (Demilitarized Zone)

19efaIRaTUSeIRImalUl

1)

2)
3)

W3RN as LU e NS NSHIUBUIesIdn WU FTP, Email, Web was
External DNS Server {usiu fosinaaaglu DMZ
nsihiannseezlnadesiiagauinu Firewall wSesuusnsiieglu DMZ

DNS Servers dedliayamliiinsuaniudsulsu (Zone Transfers) iuusiivindndu

4.8 MIMIVANNTIVILALEUNIIUULATeY1 (Network Routing Control)

HAuasrUuAeInluANNITAIUALdun1svuaTedleiiie Iiiuladinisieuseinses

ARUIMaTIarN1sIagwrasasaumnaAuLAIeYIY tnedinalnlunsnsivaeuneguaienis

v A ' | . a & v
LAZAUNWNUDINIVDUAND bUYU ﬂqiﬂj‘Uf’pﬂﬁﬁl Firewall 159 Proxy Wusu

5. MIAUANMSUResEUUUjURn1T (Operating System Access Control)

4



-21-

Tidinsmavaun s fessuudfuiinisegaduasiasnde N13AIUANNTTTEULAENEIFINUTDS

Y
Aldeu MsAuANTEULUIMSIANSIRa1U nMsauaumsidaulusunsuseinngiian (System

o

Utilities) nM1savaun1suuaiainsidauszuumaluladansauna wazaiunun1sdnfinsseziia

ASBUABSEUUMALULAS AN SAUWA

51 YuseulfuRlunsinieszuuegsiunslasnsy (Secure Log-on Procedures)

52

53

5.1.1 Hauaszuu desdnlvinisairvaunisidifiessuudjuinisednsiunsasndelng

Juneunsiingsruudeulnmedeyaiiefiussuulidesngaivenanideufldaun

Lilasueun1e Fatunounis Log-on Aesiiansa fall

1)

2)

8)
9)

mnnszuumsigsyuulidnie stuudedivanseyavesszuuvisauaundindu
(Application) ﬁi%’ﬂma&ui
suufpsuanstorioudldruinansaildnuriesneuiaunesfan s
Avawidiy

vnnszuumsitngszuulidnsa seuudedivansteyaiianunsnseydinuues
#UU WU ieetneflinu amuiideessuy vieTainieweufiaumesusitne Wudu
sruusatliuansionuiidemeavnuesmadigssuulidnge wu liuansdeaui

UnyBdlduin vse sWanuin s
vutngszuvanndydldnudiuyanatfsaduuinniinia Session Tuszuy
ey

ssuudiosstadwauaddlunmensundngssuuilidiga ussdesfinnsandeuly
solud

(M madviufinmenadgssuuiaidisauasbidia

9) wszeznattunsnlgussuuassely

(v)

(M) mafansiTensie

(@ mauansdonnuifouiivinvevesiuasruudlefimadrdssuuiusuiunds
fiinls

ssuudioauanstu a1 lumadhgssuuiidsaluadadou wiomisuiinduiuads

e lidnfatuusiniadngeruuiidisaluaditouvodldo

spuudlidesiarIuwu Clear Text HIUsEUULASEYIMERANSTDYE

[ v o

NALASTUURBINUUAIUIUASINeaulAldsanuAnla by 5 ASa

KVRY)

mﬁz‘qLLﬁzﬂQﬂﬁ@l’mu%ﬂﬁﬂ‘ﬁ}&’m (User Identification and Authentication)

Aouaszuy fesda g ldeuiddlldauveiwdaryanaiveldiigaudmulunsidnfessuy

welulagensaumne waws adlt ssuumaluladansauveiigausmeFanulimsitsyuul fUanns

lAUN1UIEUU Active Directory 138 Lightweight Derectory Access Protocol ¥1nATY Wiauws

Juiindayansiinda g
ﬂ”r{lﬁzmuiﬂnmmmzmwgmam (Use of System Utilities) DM /

a
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AUATEUU AasnuAnsidnulUsunsUssnmg AR uusEuUTIFIuass (Production System)

v
=1

AU

e eXe

5.3.1 Ao Uy lusunsudselangian (System Utilities) Niiruldanu

v
aaa

5.3.2 mvuaanusuiiaveulunsldlusunsudseinngfias (System Utilities) wiazsens
st stalauuariomslifndemauiiiefeu]un

5.3.3 Wilmsfigausnu uazinundnslunisldaulusunsussavgfidfanznguauds
wihfisuiavey

53.4 fmstufinvgman (Log) Msldaulusunsudssavgfiah uazfesdeunuaingaua
szuveEaLae

535 Feshmaifinaeuviossulusunsudszinngfidadlaidndu

54 MsnuanaIn1sidusEuvaIsaume (Session Time-Out)

5.4.1 fguaszuuiesinmn Session Time-Out wesszuumaAlladansaumedbifimstdnuntely
szovan 15 unil el dsvuuiildannsadanisdedeuuusalud@ly fvualild
Tusunsusinuaefidesldsiasiuniermualsiinisdenviinae

5.4.2 fauaseuu wazdliou doslsrnliiusunsuinmiaefidedldsiaiudniuineq
poNfimDSAIUYARD IATBIABNRLABTLUUNNIN LazAToanauRmasusid Tiall
TWsunsuinutmesmualidousiaiudmniidnsiaaiostnarililaglifimsldo
Dunan 15wl

55  mIifnszeziamsdensessuuaIsaumA (Limitation of Connection Time)

551 fauaszuu fesidnszeziarlunisideusossuvasaumaiiainudidnygs lag
desdasvoznafisniulunssuaumsduiiununsgsia Wi svuelidldaulaly
Fasnaviinsues s, 08.00 u. - 17.00 U wasndeuraiiielfnuldadarlaiAu 3 9ol

552 fldan wndanudududeddnuuenamitimmedesmeoysifinngidutamiiu

6. msmuANNMIIAUIUNTIUTEENARAzanTawwmA (Application and Information Access Control)
Trifimssndansidifsensaume uagmsuensyuumaluladansaumandauddnygaliluunmi
AIUANDNIY
6.1 MIRAANITIRsENTawna (Information Access Restriction)

6.1.1 iwesdeyauardauaszuudesrunansmadidundldouyinisndudoddluns
UfURau nenslidvidesinsantudosiwielud
1) msialdlifldmauden (Options) Alildsueygn
2)  MsNieN15IDe Command Line
3)  msiamsindweyauasilindunislynuueaeundiad (Application) AlilAendas

fuvthilausufinveu
) mssinsziuandlumadndsag wu sruegrafer Wudu
5 M15AIUANNITHANTIY Msiniiadeya n1suteyaeenanTEuUAITAUmA 1Y

4
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6.1.2 iwesdeyauazdguaszuy arsivualiiszuuasaumasessunsimuadnsiunns
vihdauuungule

sugnsEUENIaUmAR Ren 5T (Sensitive Systern Isolation) finansznuseaunglvg) vide

syuuifianuddaysominedu Foewidiunseail

6.2.1 Wvesdoyauardauassuy wonszuuddlirenssunIuoonINTEUUAY 9 WazAIUAY
annuanaenvesszuulnelaniz taun s3UU File Sharing S¥UUANTAUINANIINITRY
uAws¥UY Active Directory Inednivléisgunsaineufunesuazdeaaiadouiinas
nsufuRnuaInnIeuenasdns (Mobile Computing and Teleworking)

6.22 fauaszuudesniuaugUnsalneufiumesuargunsaiindouiinaznisujiaauain
mevenvitheay (Mobile Computing and Teleworking) fivieatoefuszuusings

6.2.3 Lé’waﬁa;&aﬁLfJuL%’waﬁzwmsauLmﬁﬁmmﬁwﬁ%gqaﬁmﬁuﬁaqigm Tunsdifiszuy
ansaumaiiinnuddnygsdemsnduionihnusmivssuumsaumeduiianud iy

YJpunii

7. mMsmuAuNsUURIUIINAT8Uen S, (Teleworking)

7.1

7.2

7.3

7.4

7.5

Hauaszuudesivualuiinisiigaudinuneun1siday Lazideurer ureImeiiiny
Uaondefidmaluladidnswatosty
@:@LLasw‘uﬁaqﬁwmiaamaau%méiumsLﬁi’hﬁwaq;ﬂ%qwumﬂmauaﬂﬁwﬁ’mm dloasusnun
3wmmﬁﬁuaaﬂgzw

Aldau mndrdudesdinisujifauanmeusndinnuves swu. seslasuniseuginain

AU

[V

Ausiudregraluatednvaldnes lunsdhiseatuaunsadilunisneu Ingudali

fosdutiymiunsuse Tneddutyrdesfiansandeulslumawonnis feluil

1) anshuasasafonsmenmuazanmadeuvesmsufiinuannouen s,

2) anusiunsUaendovnanisdeans TasBaanseiuaudidy (Sensitivity) vestoyaiiay
g fanavdsiudeimianisidousedeals (Communication Link) 5218958 fy
ANEaIAEY (Sensitivity) vo93zUUN8TY SWL.
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