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v

1.4
wiaums Public IP Address Tsltfasndn 1 Class C Inglifudnsaonsosves vy, Sedusatnisleann

Lﬂ%mha%jxf@iﬁmﬁﬂanmumﬂ?’hmﬁq wazaaneideuliegnels Public AS Number vas swiy.
g 4

L' I National /\73?7‘?%1'{
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15 dSuddesdndunsaavzideunsoneaglamm (www.mrta.co.th) Inglsaninisdonses
\uwes viu. naeaszeznadlduinig

L6 diudndsduidunsaavzdeuluiusesnmnuasasenedidnvsedng fleenvioaysialag
CA (Certificate Authority) WUy Wildcard Tunms3usessunnuvasnde iefusunisisnuraiives
Vuled w3 E-Mail uazBudunruauysofvesnsidrsiadoyansdidnnsedindiiu Secure Socket
Layer (SSL) wuy Organization mel@lawmuius (mrta.co.th) saunsadraslaanniaderesumesitn
vhlanmunsldnuess Inelddvdnnsienseaduves su nanszEzATlduSNns

1.7 fFudedoadam fads wazufuusiedn (Confisuration) gunsalAumdunne (Router) gunsal
nszedayan (Layer 2 Switch) wazgunsaiduq A5y Inednnugunsaluasiivseansnmiioame
TunsTiusnisdumedidnis 2 1993 GLURREE G ﬁ'fqmmsaﬁuml,ﬁumqL%’\g{'m%aﬂhaﬁumaﬂﬁm
W1uluslnnea BGP IﬂEJsz‘uw’fmmmmaﬁ’mwﬂﬂ‘lﬁmuﬁmqaaiﬁvi’wmuaglj'lﬁ“luﬁ’uﬁ NIN249951a
2wvsviislianusaldauls

18 fiuindesiiszuunsivaeuadinisléeny intemet wuu Real Time wanaraluguwuunsm
Multi Router Traffic Grapher (MRTG) Ez‘fﬁwuﬁawi’w m’a‘LLEJmqﬁ]iizm'wwmﬁaaﬁmalu Useine
(Domestic) uawsineUszne (International) lnsuenseazidendeyansldnuvssusazisasidettngy

[

L9 §Fudrediesdnmszuu Web Server uazszuu Database Server IneilsieaziSundsil

19.1  f5ud1edeednan1szuu Web Server $1u2u 2 1A3 89 d1nsunasleauiSulas

(www.mrta.co.th) wagn13lEeu Back-Office wes Application 51y, Tneudag Server AoslinaueauTRLdy

aghrdoudeil

1.9.1.1 a1w1savineulugunuuees Enterprise Virtual Private Server (VPS) n3e
Dedicated Web Server #3ofini1 finreUsvanananans (CPU) Midunuuszanana (Core) saulsitianin
12 unu waziiveaudinsluedes RAM) laitfosndn 32 GB

1.9.1.2 fifluiidwmiu Content laitfosndn 500 GB Tag sl aansadanisiiia/an/
Wasuuuas Content Iénasnszezinaniildusng

1.9.1.3 94n15@ ﬂm'gﬂ Software Nginx, Apache HTTPD, Internet Information Service
(IS) 308U 9 AisesiusossunsiauTesn I PHP, ASP.NET wiexluslnnea http, https uag sftp

1.9.14 ﬁmﬁa\i%"um’:tﬁ’mu’lugﬂl,wu Shell Script

1.9.1.5 Sspuuitamnsaudusianis (Control Panel) 19U Plesk, Cpanel wag WHM

1.9.1.6 saaiumsvihunmannsguivleinings vosdnnuiRLsFUIaRia
(BINMINWL) : &ANS.

1.9.1.7 ﬁm%aﬁaﬁm%ﬁuiaga (Web Analytic) matsusuniuleduas suly. 1wy
Fruauns Sruaumih ssesnanslden Hudy

1.9.1.8 fimsidsiateya (Encryption) iteliumuvasaselunisdearsvieds

‘ﬁagaﬂ%?a"dwﬁumaﬂﬁm WUU Secure Socket Layer (SSL) %50 (https) naeaszeziiaflausnig

W P Phand

: Ma Telecon /192 QJ%JU'%If]\'j...
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Yo v

1.9.2  H5UINABIIAMISEUU Database Server 31U 2 S¥UU dwmsunsigauiules swa.

Y

(www.mrta.co.th) uagnsle Back-Office 483 Application it ayau3nssalwiln MRT lneusiaz Server
rosdinaanifiluegeilonnsil

1.9.2.1 aunsavinauluguuuuves Enterprise Virtual Private Server (VPS) %30

1 = 1 ‘J (1% "4 1
Dedicated Web Server #3811 inueuszanananans (CPU) Ailunuuseaiana (Core) saulitosnin
' ° o K |
12 unu wazdnulsanuinnigluases (RAM) lideenin 32 GB
ad do Y a Y] R |

1.9.2.2 ANUNEMTUUINI5IANIT Database lutiounin 500 GB lng swu. @115
1Y) = o v 1% de v oa ) ° P
dansiity/av/dsunlasgudeyalanasnszeznafliuins wavsessunisvheulaluouwan aui

TNAL. FBIN13
1.9.2.3 anansavinmluguwuuresgiudeya Microsoft SQL Server 2019 Tuly uay

MySQL Version 8 July

1.9.3 Mﬂ’]i"\]ﬂLﬂU Log File 7 ﬂﬂ E)\Wl'lllWi"’i’]‘ljUiUiUG\’J']ﬂ’JEJﬂTiﬂS”VHﬂ'J’WQJNﬂLﬂ gu

T U

ABNMILADT W.A. 2550 LavnseswdylAddiennseyaudaisrtuneufinnes (@iuil 2)
WA, 2560 (Meatuiifinateiuld)

1.9.4  a@usaldurIuATeune Intermnet Protocol Version 6 (IPv6) 161

1.9.5  f58UUN135 Monitoring lagausansIvd@ouan1uzn15vi1aIuls Wy Monitor Host
Server lun1snsaadoUsanIuy Uptime Wwag Monitor Services Litel4lunsnsiadeu HTTP (TCP/port

v Y

80), HTTPS (TCP/port 443) Taailowulymsemndndosnudumaly swu. llausaldauld seu

9
A

v ' y ) v e v v o v o v
fosde Alert Wu E-Mail wag SMS TUFuvasinsdnyidetovoudninf sy, I8 nasasyezinaily

usns

7Y

110 gfuindesiamszuudesiunislaudiivled Web Application Firewall (WAF) wag Web
Application Firewall Support for SSL Websites saufian1sdasduduanatuainnislandiivlesd
(www.mrta.co.th) vee . Tasannsatlestusvanauldesies Mreluil

1.10.1 ﬂaﬂﬁ’urdmlfdﬁ‘ﬁguﬁlug’lu Ao SQL injection, XSS javascript, 139 CMS LU WordPress,
Magento, Drupal, PHP, Joomla

Y

1.10.2 Uasfuivlesiseduasan o OWASP (Open Web Application Security Project) 10
Susudedmifidmanssnuunssrouleundiadu

1.10.3 UasriwIuled DDoS Attacks Tusesu Application DDoS

1.10.4 TnefSudneaziesdayin Policy Configuration n3eUSULUE By Policy mnufl swy.
AU

1.10.5 mniAanslaufiiulomifinu awfoudufiou swu. nsum E-Mail vio Tnsdny
vize SMS luuvesinsdmilledevendmthil s, ufiiAnmanisaiiu wazdnvhsrenuudanaiiie
NNT1ANA

111 fSydnedesiinisnsiadeu DNS Security Wifulatuumes svi. (mrta.co.th) naeaszegiiand

b e rgighunl

i L, Teiecom /1.12 §udn...
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1.12 QTSUU 2199 8943 AN1TLUU E-Mail Security (E-Mail Firewall, Zero-Hour Antivirus, Spam
Detection Wag Virus Protection) @1usuldUasnusguu E-Mail (Mail Gateway) Wevduazaoen
naudwwnds Mail Server ¥a9 svlu. Tnsarunsatdesiu Mail Box vas suu. lalideenin 600 Accounts
wioutsdndeseauagUnaidiu POF File Tty sy, naaanaedidnvsetinduazdnrenuasidy
lenasdtiauesionnznIsunInTIasUNan Wulszdmnifounaenszeznatilduinis lnednds
meluduit 15 veudoudaly
113 fFudadesinmdumsna (SIM Card) iiedstemnulugstnsdwidiodoldynszuuiliuinnslu
Usainelng Tnganansadedonudu (sMs) #lsidesndn 12,000 Formu/Al

114 gFuinedasdanaunsalnszatedugranasorielians (Pocket WIFI) wiaudunisa (SIM

Card) Tnganunsaldauduwesidalalidrdnusununisideny srwulitdesnin 3 Y

a o o ' o a 1@ o as ' = o &

2. Usnsweuleeszuuiasedigszuindtinnulngiudinaudes dseazidennil
Yo v v ) o v ° v 9 v ! :l v A a s
21 giudwdesianneasdeansteyadmiuldidudesndeansioyassuuinietnoneufines
v89 594, fetnalulad Multi Protocol Label Switching (MPLS) wuu Point-to-Multipoint §117435
o < ' ' v o X s ° ° v o s a ¢ o
domnsauiageiulasegloniniuas (Fiber Optic) 3muau 15 293 fwundumsfigudrenfiamasndn

4u 5 91A15 1 59y, Tnedlsteazdenlatsying ANE) uaswesaldaume fansieselusl

12 ERlGHGL
§10U = e
Uaeng AIULIY | WOINLTDUAD
1 | viewhadheyiiins Wun.) 4u M 81a1s BEM 100 Mbps | Fast Ethernet

onsiiualiy K9 dhesnwanudasadeuazife (Wsn.) usian
2 N o 3 3 Mbps | Fast Ethernet
UsZanIaan — 900 TWN. N NATUOULIAIUGTTY

salWfuruas anewausvuna

viesiwiheshvanulaesndeuazdne (sa.) 4u 1 91as
3 . . 30 Mbps | Fast Ethernet
99050 dnnaudinusssuuisusenalne

@

vieringiieinuanulasadeuazdne (1sa.) 4u 3 0115980
il - Y 30 Mbps | Fast Ethernet
snanfananim

viesyhaudreshwanudsendeuaz iy (5a.) Tu 2 aanil

5 . q 5 30 Mbps | Fast Ethernet
MUNILNYTNINONT 1 QUUIUNGNYS
salufumuas aewiusvuena (drudeveny)
vieamuANEneUf URn1s e1anseensa 10 Tu esinasinuy 80
6 - o 20 Mbps | Fast Ethernet
anniividnaes
vesmuAueUfURNg 91A1590ns0 8 Fu YoswsInwL 47
7 20 Mbps | Fast Ethernet

C;a}ﬁﬁwé’ nADY

|
i’ V%f’? ._ i{iﬁonat /\?ﬁ?‘%{

2

(o]
(- )

(=]

i
§
9
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3 FRLHGLL)
Uangms AN | WasnLYRUD
salWAIunIuAT 818Ra095U5N

viewhaueheudinng (|un) 9u 2 91A15AN Admin gudyen

8 . . L . 4 30 Mbps | Fast Ethernet
U139 Snwlasenissalniranediag daeuislug - unetio
Vowhanudeuiams (Hun.) ermseenseaanianuusnuidivg

9 "y , 4 e ~ . | 30Mbps | FastEthernet
lassn1ssaluihaneding dasunlg - veTe auuiaundiuas
viewhnueuiinig Wun.) e1n1svensaanduenuumys 1

10 30 Mbps | Fast Ethernet

AUUSHUNSIUAS

veninudeufUAnng (Hun) e1m1svensaaaniiuninies -
11 30 Mbps | Fast Ethernet

33 auuTausiuas

12 | viesmuaudeufuianig vinseaailasmiunsedaund 60 Mbps | Fast Ethernet

Tasenssalifranediden daavnadn — azwiuln - AAn

vesmuAueIATIensaaniidnan Indaarlmsiagsinan

13 . 20 Mbps | Fast Ethernet
aUUA1gNNT
WeeAIuANeIA13IenTa d@ail nu.25 Induen Ave. auy

14 - 20 Mbps | Fast Ethernet
wialesu

Tassnssaluianediles daeuude - aynsusinis

15 | vissmuAuauaensaaa1inisiane auuAsuAIUNS 20 Mbps | Fast Ethernet

v Y £

22 f3udedesdam Anfs Uiuusad (Configuration) gunsalfumidumis (Router) gunsal

nszaedygnlidesnda (Layer 2 Switch) uazgunsalduq M9udu lnelidTuiuguniaiuasd

g

a a d v a o w o VIR 1% %
Usgiindnmmiiisawalunisliuinisnyn dwsudenlesssuuialsdunanaztatenie Wanansaldeu
SuiuszuunIedeneuiinesaelures swu. Iegefiuss@nsam visil v, anunsaldawianig

fu-defeyaldnnuszinvlaglidrinTmavesdeya Hlusnsldnu wagduudldou aunsaldauls

e v a o & Yo v v v o a wa
Glaaﬂi%ﬂsL'Ja'Wﬂ’UU?ﬂ'ﬁm']llﬁfUuﬁy'] DU Q?UQWQQ%G\@QU?SﬁWNQWUﬂUE\!@JLLaa"IﬂqiaﬂqUV] LLﬁE‘UQUWmWﬂJ

v o a v Y o o
suiludaniviun ﬁ]ummmmumUma‘lummﬁmmLﬂ%ﬁ] AN TWL. NIAUA

[V

da ay 1 Yo o v aa wva v
2.3 . ﬂﬁﬂﬁiaﬂmaaiUﬂqﬂlﬂﬂﬂﬂ']’)\jﬁ]iﬂ 88139 E]Q;ljﬁﬂllﬂmaﬂl]m LLa%ﬂ’UqNLng‘LUﬂqilm\ﬁqu

v a a o 4 a a < ' ¢ a ¢
MIUVD 2.2 LWNLﬂﬂlmuauqﬂﬂ LW@L‘U@NIENigUULﬂi'E)‘U']EJF’]E]QJW']WI@?‘ESVI’J1\1@]”8?’1@1]%]'“5]@5 AT

'
a

a U a ﬂ'}l ‘J o o (%4 1 I
walulagansauma sy, WERaRafemud swu. fvua Uarene) s1uaulidesnda 2 2995 7dl
AnuEIsazeslifasndt 30 Mops Tne swu. lideadudlduinislag Wuduidunasnszozinani

Tgusnsmudyan
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= 1 ] L o d 1 L2 d’l
3. UIMsideulEesUUAS aY AU UUTIENUSLUILT9nsad 19U Real Time Ss1eaiBensil

v Y L%

) = 1 ° v v 1 d’ 1% A a s
3.1 TUQ'NC“‘]E]\‘Wﬂi’i']’)ﬂ‘ﬂsaaﬁ']i?]@ﬁ;l}ﬁa']ﬁiu%uLﬂu%@ﬁwqﬁaaﬁqimaﬂﬂaig‘UULﬂ'ﬁ@‘UWEJﬂ@lJW’JW\@i

e el

¥99 39, A2ewmAlulag Multi Protocol Label Switching (MPLS) wuu Point-to-Multipoint §112425
fomsanuisiguindassigleuiniiuas (Fiber Optic) MuAAUNAUdABLRUADINEN T 5 91A73 1

L v a o 1 =} ! [J (% 1 n’l’
syl TudaUanema memalulagnisi@iouds VPN LUU 3G ¥50AN31 97U 12 2135 A 1emelull

T
v AOIUNAAAS
A10AU =
Yarenise A5
v a ' a = v a - o a
@JLﬁ‘ULQUﬂ’]Uiﬂ’]if\]aﬂiﬂ‘UiL’JmVl'NL‘lH—E]EJﬂVI 4 a1UNTANUTVANALYN (Vv
1 . - 2 Mbps
SYANALEN 28)
AAUtuAIUSNI5I9ASAUSIUNINEN-00n 71 1 a1ulsasadan1diiev1e Anaduen B
2 | ps

NIYYIN)

giiuduAruinissensauinamadit-een 7 1 ausensoandeudiansssuums
3 o ey T e 2 Mbps
Uszinelng (ndusniieusiuing)

L4 a 1 a a v A € 1
giiuiduAuinisaensavsnunadi-eend 2 a1uvnsnanlaud TusIsuume
q ol = 2 Mbps
Uszmnelne (easumiien 6)

U a 1 a a d < G ¥
(E]Lﬁ‘UL\?Uﬂ’]USﬂ'ﬁ‘ﬂaﬂiﬂUiL’Jm‘V]NL‘ﬁ’]—a@ﬂ‘ﬂ 1 ATUIDATOANTULNYIYS aﬂaLLﬂﬂ@Iﬂﬂ -

5 2 Mbps
LWYSY3)
v a 1 a a v o 4 ' a
Fiiududinmsensavinumadi-eend 2 ausensaaanigudmsussauusiani
I P A P 2 Mbps
N9 MmuauuiyAen UIhadlenAaedng
AiAulua1usn1seensausnamadi-oeni 1 a1usensaaniaiugiu drunt
7 P 2 Mbps
nalng
1 a ' a a v ] v
AiiuiduAuinisensa vsnamadir-eeni 2 arusensnaniinszsudi (ges
8 . - 2 Mbps
JFAANLYN 2)
9 | fiuRuAuiniseensauiinueimstensaandnassunli auunigyauniven 2 Mbps
10 | diiuluruinissensauinneimssensoaniamuenuiivg auusnunsues 2 Mbps
11 | fifiududuinissensauinaeiaseensa andusnuunys 1 ouufaundiuas 2 Mbps
12 | giiududinissensauinaeimssensaaniiuneinies-mdy auusnudiues 2 Mbps

3.2 #3ud1edesdnun Aame Uiuusedn (Configuration) gunsalfiumiduns (Router) uaggunsal
d’ ado & dao ¢ a a a a Y a o v A & o
au N MliTwugunsaluasiivssiniamiissnalunishivinisynge dmiudenlesszuumiile
AunsiazUanenie Wainisaldausiuduszvuiasevrersuiamesatsluaes suu. Idegnadl
UszdnSaw el s, anansaldauisnisiu-dedeyald vnussianlasliddnusuimesdeya
“Mu%j?mu wagdnugldnuanunsaldnulanasnsseznamldusmsmudyan

'
"0 T nationa’
{ B & Teleco: /3.3 SWu....
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33 svu. ddnsTesveuinelidanieasdearsdeyaiilnuantivazanuilunisldau

v PN a < o 1 a g o L7 v [ J
aude 3.1 sduldlueuan ewenlesszuunietieneuiinnes dwsuldnuiuszuunsnuiuiu

AANINIUN

3D

7129A307°9UUU Real Time sewinsgudnouiiames drawmaluladarsaume svu. luggn

q

v
a o

T3 Mvua (Uanena) Sunubidesnin 10 21995 e s, lideadealdusnislan wuduvisdunaen

segzaildusmsmudoyan

4. U%msé'mLﬁu%'nm%'ayaasqmmaﬂauﬁqmas‘uasmiLﬂﬁssﬁ'ﬁ'ﬂmmmﬂaaﬂﬁasxumm‘[u‘laﬁ

I a

ANsaumA L5azidunnail
41 Fiuindesinisdaiudeyassiasmisrouiames (Log File Collection) 15z a1y
Uaensemaluladansauwme (Security Monitoring) nsuszifiuauidissliiussuunazgunsalingg veq

o o P a o ' &
WU, AIUNNIAUA IﬂEJlJS’IEJa:L’eJEJﬂmmS%‘imE]'lUu

IUALBYAVDIUINTG
f10U s18n159Unsal : Log File Security
Collection | Monitoring
1 Active Directory (No.1) v v
2 Active Directory (No.2) v v
3 Active Directory (No.3) v v
a4 Mail Server (No.1) v v
5 Mail Server (No.2) v v
6 Mail Server (No.3) v v
7 Advance Persistent Threat (APT) Appliance v v
8 Network Firewall Appliance v v
9 Network Load Balancer Appliance v v
10 Intrusion Prevention System (IPS) Appliance v v
11 Identity Service v v
12 Wireless Controller Appliance v v
13 KM Server v v
14 E-DOC Server v v
15 CRM Website v v
16 CRM System & Social Listening v v

aAa ay

viell sl fiavslunsifeuudassenisaunsallunisienad svu. fvus wardidnsdosvelu
nMaisAnaInsensgunsal Sruauliltesnds 2 swenisgunsal e sviu. lifeadeanldusnislag
VRN ERRaenTEeznaINgUSNsUda

fog % /\7’::769%1{

L' A ,:_,“ 3§1tional Yo v
% Telecom /8.2 B3UAN...
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[

4.2 gFuinededivinsdaivinndeyassiasmsasuiiames (Log File) uaztiirseSaniny

Uaendemalulagansauwne (Security Monitoring) Ineilsiuasidundisil

£ % a

4.2.1  sedigudufiinndseTateanamusyuumaluladansaume (Security Operations

[
(3 I

Center : SOC) ¥nisaglutszinalny Adszuvuinisdanisainuvasasearsauma (Information
Security Management Service : ISMS) fil#§uannsgiu 15027001:2013 Lﬁ'dﬁ’ﬁmﬁmﬁu%’nmﬁaga
35195N09ABURUADST (Log File) uaziirseTamuvasnsomaluladansaumne (Security Monitoring)
Tifuszuuuargunsalieg awd sy, fvuamumsslude 4.1

4.22  feednnsavNISAUTIUTIN Log File (Collection) leignipsnumszssiayeffiingae
msnsginiafieatunenfiumes aduiiinateduld

4.23  @1w15avn1sAnNTadlanie Log File ﬁ'ﬁmmﬁﬂﬁ’m (Filtering) N1557u57 Log File
1ngUnsainateUsziam (Aggregation) Tasnsdaiiiu Log File Woglusuuuuieasu (Normalization)
Msindduaudifgyvesvnnisaifinsawuain Log File (Prioritization) wagynnsiiasizsiiilom
AUMEYRAMANSaiTARTY (Correlation) 990 Event Log 1§y Real-time

424  fonhmIIATIEYINgNISEl LazuaRNALUY Real Time Wlauandrfuimanisalsine
il riumuUaensty (ncidents) lngau1509UUNTZAUTEIAINTULSS (Severity) Lazauddry
(Priority) veaimansalmadesiiiinduls 5 sedu Wuedaos

4.25  dewniuseazieauazimunsyiumiudAnvesgunsaludazsiensmude 4.1
Ineldinasinsdadiiuaruddyiiaonndostunansznuniegsia Business Assets Value Sodn
Confidentiality — Integrity — Availability : C-I-A)

4.2.6 ﬁaqﬁwmsﬂaqn”un'l'imﬁ'ammmiauuaLLasﬁwmwﬂ'ﬁﬁ’m’i’aga (Encryption)
Lﬁaﬂmﬁ’uLLaz%’ﬂmmmﬂaamﬁwaﬁa;p Log File

427 devhnsududoudmi sy, Tutud Lﬁ'aﬁL‘VW]jﬂiiﬁLﬁﬂﬂﬁﬂVi%@L‘MG}ﬂ’]Sﬂjﬂﬁuﬂ
qﬂizuuﬁﬁizﬁummzﬁ’wﬁzyw‘%ammqmm@q Hunalnsfne wse E-Mail

4.2.8 @9adiviu CSIRT (Computer Security Incident Response Team) W?}'auﬁ'wﬂﬁﬂla
wihitlumsneuauesemgnisainisynsnszuuldsuuegation 4 ad Tneileiinimgnisainsynsn
szuulAeUIgReNameiYaY THu. uaz/v3e Wy Aeamsautaemiedsudredendaduiunis

YV Vo v

! & v o | [V} v ¢ v ¢ <
anufives sWu. Melu 4 Falus Judeud s, Il sudrmsunensdnst nsdnvindoud
] 3 = A o P ° 1% ) Y
IVﬁﬂ'ﬁ 199 E-Mail 5?Mﬂﬂm@ﬁﬂ7§ﬂ753@ﬁ7?ﬂu€] AN TN, ﬂ’muﬂﬂﬁqmu hJL’JU'JUViEJﬂ

[

4.29  J3uindesdalifidmdinviimindlumsuszaiusu (Helpdesk Support) Tify

'
o

9thil sy, maen 24 314
4.2.10 §

v v v a -

VAN aﬂ%ﬂﬁ?'ﬁ’]&]ﬂﬂﬂi%ﬁ%ﬂ@u LW85’]EN’]Uﬂ’]‘SLﬂWS%’a’\‘iﬂﬁﬂmﬂaﬂﬂﬁﬂmﬂiuiﬁg

]
v 1

ansauwe (Security Monitoring) Inediseazidunfinasdnadly suy. saselui

v v
& W

o fa Q‘J =
- aqﬂmmumamimwmﬂnmwmm’uumwm

o cal s
; - ayudwumanisaliiu Critical

_ _@/_ | S

/- @5UduIu...
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- agudnumgnsalnmuegnAmszuy Tngduunauaniug ALY
(Critical, High, Medium, Low, Very Low)
- aguduumgnsal et uluwdas iy Tneduunaiuaniuganus ey
(Critical, High, Medium, Low, Very Low)
. o 2 a fa a da :1?/ o v W
- @y Signature Muaumglunisiiawanisalinun® MinTusnndian 10 susu
3 = Y
- ayusenisgunsalves sy, MEhsyiadeanaw
° . da X o o N
- @yuduu Ticket MAnduluseuidiou lnesuunmuaaiugues Ticket
- aUngasiBean1syineu Mleseiugnisel vesuday Ticket
- asunsisenldiiy CSIRT (6ndl)
cd a & < v oW o v v 1 !
- aguman1saiaduuniga 10 SUAULIN TMUNAINAITOA99 1Yu Rule
Name, Source IP Address, Source Port, Target IP Address, Target Port
visil Aosdndesisnudananidu POF File Wy sviu. ma E-Mail uazdavhsissuasuidy

o 1 o v o L ] U A A s
lenansiiiaueonmznuMInTIsuias s Wuussdmniteu Tnedndeneluiudl 15 veudoudaly

9/ a

43 AfuidedszuunansaniuzmsIiusnIsHIuNe Web Portal Tnefidouaaniuzaainiside

Y

waztn Tickets WazanUzYDs Incidents TiAnTuld
4.4 HSUINABNIININATBUNSLIEIZUY (Penetration Testing Waz Re-Penetration Testing)
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31 Interface Port wuu RJ45 s1unulsliiosndn 12 Ports
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1.9 wamsvaasuwNugAuluTiiIuIN

1.10 Foyafuanausing q fnsintulusinuazdagtu suviaseanauildsuudaainmiaesy
neuen

1.11 namsnsaaaeumsufiinuulouisenuiiunsasadelnsgnseasuneluvielasgmnsiaaou
Sasziunuiiuasasnieanaeuen
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WasukUain13dnnuy aasnduaseninisdegnaiuuazdymningitesiuanudunsvasndeves

syvualuladaisaumaiioanauideaduinainniselae n1saatng Nstdussuumalulad

v o =

ansaumaaingUszasdnazaudanatnlun1sufuanig Feeadawansenunievinly sulu.
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KSuRavau
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[ waedi 3 mmﬁ’umﬂaamﬁaﬁm%’uqﬂa'ms (Organization of information security)
[ vl 4 nmsusmsdnnsmindau (Asset management)
] vanndt 9 anwsiunsuasnsiodmsunisieansdeya (Communications security)
wuUUR
1. msadeanusiunsUasnineunisineau (Prior to employment) Litednassynainsneuiiazidnun
VTR wazifieananudssainnisujifnuiianaia nisulue nisUssunlas wagn1niszuy
asaumaieningnsasaumaves vy, Wlilumailiangan safadelifldnudlaluniid
AMUTURAYDUYDINULEA
1.1 minsaeuauaniRvesalias (Screening)
deniwensyana viedne/diin Afifuguaciuiifingginframiisaunisuendesnsiadey
ananiRvesasing (ansdinmsdaduminn gnie myidonbenunisueniiteyjifienls
sy, uvieddnindnyfine) Tnsfatasdediiinensgifangmne suiey ety vie
93u533n Twnelifvssialunisyngn uily iate nielasnssudeyaluszuuinalulad
ansaumannou wazfinuantRnwd s, fwus
1.2 mstvuadeulanisdneau (Terms and conditions of employment) n15318nel#ildouls
nsdanulviaseunguluFesseeluil
12.1 fmusniifirnusuinveusuaiasiuasasafofuasaunaegnaduaednunldnes
(Information security roles and responsibilities) wigldau Ingfvualiaanadss
fuulsneamsiunsasniovesssuumeluladansaumaves sy,
1.2.2 Awusbilnmannuludggrinaghilameainuaduuss svy. (Non-Disclosure Agreement : NDA)
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w ¥

Nationa! /\7:5‘05"\)3141{

-
¥
¢ @ Teleconm



124 fanuaaufuinveunisunasing mngldnuliviuamumlousnisirmanuiuag
Usoasfevesszuumalilaansanina s suiis nguane sudeu dedeiu viedertmundu q
fidedestunsinuaruiuaasafovesssuumaluladansaume

2. msadreanutunsaendeluseninanisdnssiu (During Employment) ieadianaunseminu
fdamuneatufeiietestumsufdRaumnsaume saddirmgieliansotesiusednanld

21 Mﬁ’]ﬁlumiu%mﬁmn’l'ivmﬁ’lummﬁ'umﬂaaﬂﬁﬂ (Management Responsibilities)
fusvns sulu. ynseduduiintifatuayuiardaaiudostedelud uigldoy
2.1.1 Ysmelsuemssnnenuiuasaeadesuamsaumeaues s, \umednuaisnuslivmnau

FunnuwazUfURnu

2.1.2 Ylalfld el iRmulouemsinmamiiunsasnfufuansaumeaues s,

213 adwanunszmindemuiunsase fusuarsaumaiiieiteatuniiiienuivinvey
VYDINUBILATVBI TN,

22 msaduenunsgwiin mslirnng uasmseususueusiunsUasaseliungldan (information
Security Awareness, Education and Training) msadrnuaszminlumssnuanudunsasndte
oeaaiiawe
2.2.1 gouasruunadlIuiauiuaAnaAy wavdoslmifidsmansenunenuiuaasnfovaisyuy

welulafansaumeaungliouiifsdes uenanidewudadoulsfldoufemusedase T
anudewing 1 1wy h¥aneufumes wallanisvasndenisdsainen (Social Engineering)
wazgeslmiviamaiia Wudu

222 v, fesdifiunisiineusn viedssnduiusiieaiuamunsemiindunusiuacaonse
vessruumAlllagansaumeunglinudulszdmnd

223 s, seudefldaulymsu defimsAsuwandeuismsimnasiunsaondoasaume
99 39y, TveSUIERANTEIUINMSUABULUAsTana T

2.3 nsMruaUNading
23.1 ANUSURAMUNVINY

ulgursiazuuufoalunisinwanuiuasasnsoduasaumaillldnelfiinand
yanguanefivilsigldauiuiiowias iU vRmnlensuasnuisilumssnwarstung
Uaensansaume wazhlinunnaduseniiaglidniunisla 4 nenguanese sviu. Jals
UtRnusadoud udeghdlsiaumngldaunseyinsazfiavionseifananleue
wazwnUfilunsivanuiunsasadvansauma snafunnuiiamaidouas duiveg
Tignaslnemaddels swu. lifidwsuinveuienisazidaningdumstlyaiinainnis
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2)  wherumeueniinseviarafia f\Jzﬁi‘mwmﬁszul”ﬂué’m@mm%gﬂﬁﬂaauﬁwéﬂWSI%QWu

FdRLduMsIMUNYMUIETAEITe

3. MsAuganIeNsiUigulUaIn1331991u (Termination and change of employment)

WeimuaniinnuTuAnve uiledugavieildsuniainisdnanu Feulufanishiunsnddunas

N1509ANBUAND bUN1THUD

3.1 MswdasaugaviseUaeuLlain1sinesu

3.1.1

drgnswernsyanadeudsbidiemaluladansauinansiviuivanwiinauiinig
aeen londne B videdein Wekhamaluladasaumaaglinsagounazuims
Famsavslunadiessuumaluladansaume
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WasuuUaIn1591991u

3.3 NS0OANBUANG LUNTHUIDY

33.1
3.3.2

333

¥ py e
L @ B Nationa

¥ 8o Telecon

Aauaszuudesenneudvlumainiesldnu defuamieabuuamisieny
nsnenaeuAvs UM T vnesInEs memenm (Physical) wazmenssne (Logical) 1wy
nagua Unsuannu Unsusediagldau wasdndldenu Wi
unsdlfifldauiidugmvendoumamisdisn fmslitafdldnusauiy Shared User D)

v v W v

fugldamidu gisdudyguisalisusiaiuiuiivdsanduganiodisunuainisinsau



dun 3

M3SnEIANIUAIUADANENINATUNEATNLA RaLInd oY

1%

gUszeaA
[ iemuauuagtiosfunissnuanuiunasndsiliieadesiunsidhiisenesaniuil uagiuidoud
Joyanauines (Data Storage Area)
KSuiavay
[ fauaszuu
[ fgumensihedatouasuinms

39BWINTFIU
[ il 7 anusfumsvasndonaniemmuasanmunday (Physical and environmental security)
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wuUfU

1. {Auaseuu Aedeenuuy wazfnasgunsalviesyuuatiuayu (Facilities) ietesiunnuliuasuasnde

e eXe

AUNEAIN WU gunsaldunas seuudrsealui sesindaluiy szuvusueniauazatuay

AT FEUURBUAEUITY uagdeasinIUngsinwegwalaue

2. dpuaszuusosianisgunsalansaumeluguin (Rack) visanunndinnuduasasnfouaziinisUnden
3. gauasyuu sedinstesiuaambanldiventsdeansviseansl Tvilinsansudyana (nterception) vise

fenudemeainiu Insesdoaiumendaiuvedosmeviomaiuaeiitunaendemnnsdite way
Liduaneruiuiindiiddesnasisae sumaeadadeasuazans lwiihdosuenainiulned
SraginaTingay

4. mstmuausnifinenmanuiuasaonde
fvuafiufivesszuumaluladansaumaning q sdravnzan wedunisidisey T AIVAN N15INY
mnusiunsUasnfeangildlaueyan sumedlesfunudemesy q foradaduld Tnsuvwuen

Usnaiunlgussuumelulatansaumeaoanidy
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4.1 fudiviharu (Working Area) vnefls fufiindaedoseufinmesduyanauazneufiunes
wawUsydlfvyiney
42 fuidniuioyareufiomes (Data Storage Area) vanefia fufigudvestoya (Data Center)
5. mImuANn1sidieen 81ns anuil
5.1 fvunavisvesldnunasmirsnumeuenlunindrfeanud Tnsudsenld i
5.1.1 fauassuudesimundnsunildauiianiidi - oon uagvuatisszesnaniiiang
Tumsidh - eenusasiuilfnuszuumaluladasaummetiedniay
512 Wmihfinwanuuaends (sUn) azdeslimisnumeusnvioyananieusnuandas
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5.1.3 whsnumeusniunissedssiaasiAnde (Vistor) assafiaunsaiulddaiunaeariari
aglu svlu. washiudnsiinse (Visitor) feussnanNe1Asves SN,
5.1.4 Wwihiisnweaaseds (Un) dewmsimaeuiinsie gunsal wieuawmeaniiaymiudin
VEREANTGREG PR GIARTEN
52 fguaszuu Feswnuaumsidn - senituiidaiiuloyaneufames (Data Storage Area) lailViglaifiavid
\adald Tnedmunitufinisdawevauduaziufinineisuniedsznougunsalansaume
(Unpack Area) ﬂ'auﬂ']Lsﬁﬂﬁuﬁ%’mﬁwﬁ'ayjaﬂamﬁuma% (Data Storage Area) LLazéfaamU@mms
1 - een ilevEnidBsnsfsszuvasaumaALas TeyamsaumalnglléTuoygn Tasufin
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ngUsTEeA

] lousmstansnindauansaume fausinisdam n1sldau sufamssninldan Tasfinmssey
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Hiuiinvau

[ fpuaszuy

[ desdoya

L] fldien
3198911A5g U

] vanait 4 nsudmsdaniamingdu (Asset management)
WuIUGHUR

1. wihiienuiuiieveusensndauasaumne (Responsibility for assets)

[} [

11 Wwesleyauaziguaszuy sessindudaviiydvswddu/meidounswdau (Asset Inventory)

& oA daov o w

waznumumzilouninddusdraleslas 1 asa viailedinsiuAsuulasiifituddy

12 Wvesfeyauazfquaszuy dessvyidrvemindduamsaunansionis esuiinveugua
AnusunasnfsasaumAnaaasaTegn sl

13 Wiedeyauasiguaszuu fesdenfunindaumsaumadieduanvedouuamsirany

14 fldonseddnindduasauneuos sWa. edaseinszds wagldieufiRaues sy, whid
suReaUfRnungrane sudeu dedeiu uavuloung ves v,

2. MsuUnUsEINNvaInsndduansaume (Asset classification)

v '
[ a

2.1 Wvesdeyanazgguasyuu AesdiuunUssinvminddunmudunoud swu. fvue wagnuniu
mMssuunfangtetsasinaue
2.2 Wweoyauazguaszuu desdmindredenindauasaune (Labeling Tdau wiaunadalsdl
mmmi@LLaﬂﬁ%’ﬂ‘mmmﬁumﬂaaﬂﬁamsaumﬁﬁaamﬂﬁaaﬁ’wixan%’wéﬁummzﬁufﬁ”’u
AUAUT Sl wiun
3. msdamsdetufindeya (Media Handling)
31 Wieseya fauaszuu wasdldnudesmugunislénunasdnfvetuiinnuuaeavieseri

AulAseIrauRImashs (Removable media) MUl sW. f1vun

'
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Flash Drive 1) yhanedayauu Flash Drive AuinTgu
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Uaendy Wetesiumuiinnain gayve wasmsvdsuwlasunlyssuy

{Surnvau

[ ftiadutign

[ fanaszuu
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319991195 § 1

[ venadt 10 Tessadamsdam mswamn warmsUngeSnmsEUUENTaUWmA (System acquisition, development

and maintenance)

[ vned 11 anuduiusfumiesunisuen (Supplier Relationships)

a va

wuUgUA

1.

Jiiaduliyn Fesmuruliiinmsimusdennasiazaufuiaseuiiisrfestuanudesiumiudunas
Uaenfgansauneadludyariudbiuinisneuen lnglinseurguaudedSudnmaie

Hauaszuu desdmirderimuslneszyfainsmuuammsiunnaenfoduasaumaiidenndostuulaue
wazwnUfURMuasiuasaenfsasaumeavesesAng wu 3msuuuvasadelunsiaunlusunsy
AUUIMTF1U OWASP (Open Web Application Security Project) Top 10 38119155114 CWE (Common
Weakness Enumeration) Top 25 ieuinsgiuisensuluainaviomumuagenduasliiduneddu

angalasun1ssuinnuen

A a

fouaszuy fesdinnseenuuuszuuiitensisasudeyafiazuiirgueundiadu feyailiinainnis
Uszuana LLam’;’a;&aﬁ'agﬁsmwmsﬂszmawa Lﬁamsmmu,az‘ﬂanﬁummiaignﬁaaﬁlﬁwﬁuﬁ’uﬁaaﬂa
\wu wheAnuTay Buffer overflows) Msldfudsiaussian wazdesiinnsnisdosiuvienmunu
ANANIATENINNTUSEINaNE (Rollback)

dquaszuudedinsmusumsidisuazemusumsidsuiaseudlaszuunutuneud svy. fvun
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Auaszuusdialiimavasunladle 9 sevowdwisnlden (Software Package) IneiUasunas

e

wngidnduwindu wazeauaun o mswdsuwlategadunanuduneun swa. fviun

guaszuuipsdian1sidia Sourcecode Tidfialdianzdfiansiwingu

Y

e e

guaszuuismuaudeyauuildlunsmaasuszuy (Test Data) atamuizau Ingldvrdeyasse
wwagey nsfiduludedliteyastsdedlitvougndeyannidwesiouiunlde uasshansdeya
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AUATTUUABIUENTEUUATAUWATIMSUN TR Vedey wazldusiseenainiuiioanninuides

D eXe

fAaanmsiasuulasssuvasaumalaglild Sy n wagdosdnsmunins madhessuu
ansenueivinn vingey vieldnuese essuuasaundlu wavmsusulsadlussuumsaumaiy
Houaszuuddlimsimustunsumsvedeussuumsaumeaneuiluldnuese idlunsdiusugassuy
R GI IC T B P R P EAR T Qe i VR SR

Hauaszuusesindaenidul Fuussuumsaumailiuinig (Production) audunewit swly. Avua
uaziidvEnshnserensSilelsruansauwmering q flrnugnaesnsuiunazindede
Hauaszuusenhwondusiiliazdindvaniufndauussuasaumaiflsiusns (Production)
{quassuudoshiuqualifuifoinudygymiedennasnisliuinsissyly Tnsnseungu

)
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WAL UM LAY Y1 N SELEND
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nsauANNIsidfssTuumalulagaisaume

IngUsTeA
Liitemununisiirfaszuumeluladansauimadausnisimuaans AvualszLAvvestaya Jad1au
mmﬁ’wﬁ’mﬁaﬁﬁu%@mmﬁwaa‘ﬂ'm‘ﬂa sgiutunIsdnds naniinadld wasdomnenisidnga el
demunuuaztlasiunisidnis n1saasy uaznisudlussuvansaumeuns s, nglulasuaygn
KSuRavau
LI ¢fquaszuu
[ émesdeya
[ ¢lda
8199911M5 Y
[ v 5 m’iﬂ’m@uﬂﬂivﬁﬂﬁ\i (Access control)
[ vseit 8 anustunsaendodmsunisdiiuay (Operations security)
[ vaindt o mmﬁuﬂaﬂaa@ﬁaﬁm%’unwﬁamﬁaga (Communications security)
wuaURUR
1. msmuAuMsdntasEuuasaumne (Access Control)
11 Wiveseyauazguaszuu dosufuimuadvs lumsdfassuuasaumne (Authorization Matri)
‘171"mmzamLLaxaamﬂé’aaﬁwﬁwﬁmm%’uﬁmawaq;ﬂﬁ’fﬁu waznumuiefinsiudsuuvag
12 wWwwesdeyauazdguaszuy fessamtuimunssiunseysd® (Authorization Level) msidnils
szuuwmaluladansaume
13 Wiesdeyauaziguaszuu dedaliiinsudaenmiriieniuiuiieseu (Segregation of Duties)
Tumadfssruumaluladenseuwmeoghamngan Wy Imsuwawenriihfissramsudsanasease
nmsnfawagnseydRnisidnds Wudu
1.4 %umauﬂﬁﬁﬁﬁamﬁmﬁu%ga
Wwesdoya dpuaszuy wagildau Feau juR weil
14.1 wisUsziandoya fail
1) deyauazensaumadmivaivayunisdadulavesiuims leun deyamsaumnaiid
anuddyviedimudniussiuiidesfinnuedidlnddnieuszneunisdndula
Beulouns AMvunuleuns wagn1TURLYeIUIMSTERUES
2) deyauavensaummauayuTsgvsmans (Strategy Data) ldun doyauazansaumends
‘iﬁmmﬂ,ﬁaaﬁ’uauumwﬁ"]Lﬁua’mmuﬁuﬁﬁml,axqmsmam%maq iy, Wiussamane

?{’ suvisdayaikeunsuigSuuinisneuen
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3) deyauazarsaumanatuayun1sujiRnulsedi (Operation Data) laun doyad
atuayumsviaunaliues s,

1.4.2 Iaudsszauanudrfguestoya eoniu 3 sziu fe

[ o

1) Feyahilszauanudnmnn vanetis Yeyanlidmivaivayunsiadulavesduims

2) YeyaniisvaunudfyUiunans v Toyan U URMuamENgUO UNUN Nog
& 1 3
seden1eluaeAns
3) deyafillszAummddges vunetls deyaintdnau/gninenelu sWu. @awnsa
Wrdesmnulevisaaunsawewns e
1.4.3 daudsiduduanuduvesteyaniui swy. fviun

1.4.4 FARUITEAUTUNISINEY

v
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1) syeutudwiuguims Whildausnnaihiuaznsiaflasuseuning
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2) wautudwivuf iRl Witseyailisumeumnemus nnaini

Qe

(Y [V

3) syaududmivdquassuunsegnlauaunuie fanslunisuinisinnisseuunas

'
)
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guasyuudieariugua Default Permission vesiva (File) uaz Ilawes (Folder) fiadradulvifingg

[

]
FENSluNSIENEa

Wwesleyauasgiguaszuu sesiansandaiivuasng q Aflnavengmnedafedesiunmssnm

o

ruluAsUABABENSEUMATRY T LU Wizdyel® Jormuamenguing dermunludoyan
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wazdafinuanesuaNiunaenfedu 9 Wudy iedmuednsnisdiisasaumauasy
seuUwAluladansaumnAvag sWy.
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MIUIMIIANIMntsvesldau (User Access Management)
Tiinsmugunisamadeuldon msudmsdanissitaniu msvimsdamsansmsldnussuy
meAldlaBansaume waznsvunudvsmsiindevesldan

2.1 m3ameilougldan (User Registration)

2.1.1 fguaszuudesuimsiamsuazmunuladterlion (Usemame) fldnsldmuiaide
Fldaugiu il Tuduvesmiinemu/gning s i wusderldan (Usemame) oy
wwsgruanneddnsetind (E-Mail) ldlussdng

212 wWwesteyadeudufeylifinisadrestydildaudansi (Temporary User) wavdos
frintranansldnuwiisuiu

2.2 MIUIMSIANTIaR UG L¥ (User Password Management)

221 fguasruuimuasifariuesldmuuuuiinsilagliitnsdy uasdiduliinsivdey
svarnudlofldnudilinussuluadousn

222

223

224

eXe

guasyuu feaimualiinsithsiadeyasanulussuu
LATTUU Aeednlvilinisaunusanuegsduenn
uasvuuiosdndeladfelldau (Usemame) wazsarinu (Password) uAgldaru

eXp eXe
e D

feBmsiivasnde

225 fauaszuudesnivguguaszuuyiiinis grudeya uazssuvauansaune
(Application) Adaiudndilfruuaysitariueeradunn Tnglidndals AN EEuaTEuY
fildsuayaminiy

2.2.6 fpuaszuudiestimuais MsvsensyuImMsBuiusmunsaiiaustany

227 fidon dedldsiariuedaiunsuaonsty fil

) AvuasaiTufsaIegatios 8 ndn Fauszneudie fsnys ey wassnuse

WAy WU (a-2) (09) (@, #,&, “,“,%=<,>,%,$,+, 7)1 Jusu

—_

2) fwuasviasiuiherenisand uideslidumitaansamanilédineg wy Fileg
Tuwauynsu “qwerty” “abcde” “12345” Fo-uwana Fuiouliin fiogvierues
Insfwi s

3) sedbil¥nusiailaenssuiunmadildoulaesalusl® ldun mstwunen “Remember
Password” \Jusu '

4) deufusiariuliidunuduiansyana ldUameligdusunsiv wasdléo
pedlifisisaiuludnunsame wu fuisfaiusomihgldnuadu o

v a

5) sedlailigIvelinuuarsiarinsuiuivgou iUy ldnuazlaiuns

o

BUQINANIIVeTOR LT UYARaTUAR Y
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6) seuddsuulassiinuuusydregadosyn 6 ou

7 seudsuuassviiudielimsudafiounnszuy vieadeinsviariuaisilayeea
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23 MIUISANSANS (Privilege Management)

231 fsfuliyvdestmunliitunoujoadmiunisamedou nsifinnoudnd
nswasuwasdvs uaznsmumuavivesdldnuegadumednuaisnus

232 fwundvsivanzauiuglienuauenusnduaraonedosiumifinnufuiaveu
wazdaiulsedd (Log) nmsamedeu nisifinaeudn? waznisiasuulasdvives
Al

233 Wweweyauasdpuastuu fesdnliiimsmunuuazdriedvslunmsldaussuununna

«

ndulunmsigaruwingu
avslumsasnatoya (Create)

—_

<,
=

)

) @vslumseudeyanieisunglaya (READ)
3) avislumsusuussdeya (Modify / Update)

)

)

N
fa\)

<,
e

avslunsautoya (Delete)

N

o

avslunmsueununednslunisauiiunisuny (Assign)

S,]

<,

6) dvislumsiusesnugnsiesnsuiuvesteya (Approve/Authenticate)
7) hiflavs

234 Wwedoyauasdguassuudeudugeusnslianiifiedideansaumeniossuu
waluladasaumeala 9 sgraduarednualdnes

235 Wwesdoyauasdauaszuy deosirfaswaudldaivhminddudliavdtudldouls
tovfiganuanumanya

23.6 Wiesleyauazauaszuu fesinsseznanslisulussuumeluladansaunaves
W, wnvhsnumeusnidisnURTReuT iy s,

237 Wedeyauazfguassuu desdaliinisnonneunieiasuniadninisdndaiud
dlefldundons wasuwannhiieruiuiavey Wisuuasmisieny wishifia
Fudulunslénuszuumaluladansaume

238 gouasyuu fesuvsestiumsldmudvdvesdldiumuniussuu (Default User) Tunsedif

D D¢

o

fenududeddnudesimunsianiueguiuamasnst
24 msmunudvsmsihfiswesldan (Review of User Access Rights)
241 Wweleyauadguaszuu fesinmsaoumuavsnisidnfavesldnussuuidle su.
finswasuwasszuumaluladansaumanelaseadneesdng

24.2 fouaszuu deslimsaeumuuassiunslinudaddidanuililaldnuiu 180 Su wn
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Alaunsanmsnduinldauazdostiuduimuly dvn. now el seesnanflalaldeu
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3. mstestugunsalilaiiffgua uaznismuaunishifsdunindasaumaddn i luiinlivasasy

9
3.1 ﬂﬂsﬁaﬂﬁ’uqﬂﬂiiﬁﬁlﬂﬁﬁqua (Unattended User Equipment)
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Auaszuusesdnlvituinsnisdmduiesiuszuumeniinnes ssuunsetiedoans

e eXe

Joya wazszuuwmaluladansaune lnan1siiunA1vesssuy (Configuration) 193
msfenuiheedmiugunsaliilaiiininaugua viedengunsaiegiaue
Fifruuazmhenunisuen fesdenmiheednlutfiflelunsldnussuumealulas
avaumAves Y. muszazaiifivun Tasdesinminge (Screen Saver) Snluila
vienniilifinmsldoresiunesifusseznanminit 15 wit fdmuasmisnumeuen
wldnusieldilefinslasimnuiigndas

Jldnusies Log Out senniaiesneuiiamesidlofimmusludeasianiowreyiomes
FidnudesdesiuliliiBuldaunsal wu ndesiivia edesduunienans wesauny

enaslaglilasuaygn

3.2 nmmuRudunindgansaumawaznsldeusruuauiumes (Clear Desk and Clear Screen

Control)
32.1  fdeulinperiwuebisigsuiismeulunsguasemmndmssu - dawing v evemanedh - sen
3.2.2 fldnudesesnainszuunouiinmes (Log out) wuil Wednludesdesiislaglyil
Houa
vy
323 gldnudesdafudeyadidguenionn wazdestulitinnuvasaseetroneiiios
324 gldnudeninenanseendniedesiusiviuiinfinianuasa

MsAUANNSIIDaATaYE (Network Access Control)

bifimsaugumslinuuimaiededie msmvaunisitgaifamudwiugldnuiiegmeuen svia.

mMsmuauMsigadinugunsaiuuaietne mtlesiumedn (Port) Alddmiunsaeunasusuuss

YU NSUUUENLASBY18 (Segregation in networks) e 1avinzan n1sAIuANNsITeuraynaaietie

WAENIAIUANMITIMUALFUNIIUULAT Y

4.1 msleuUsNISAIeYIY (Use of Network Services)

411

4.1.2

413

414

415
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RRuasEUUABInURNMSIELNT WNLssTUUIAS oY e EeansToya (Network Diagram)
Tuitialasiaine IP Address Toszuy uasdogunsalansaumeuniililisueygavse
MgugUen

v

guaszuudesmugumsldnussuuiaietnedomsteya tetostumsdndessuu
Lﬂ%aﬂh&Jﬁ‘amssﬁaaﬂaLLazU%mﬂaﬁswm?a‘zjwa?iami%gaiﬂalﬂlé’%’uaqapm
Aquastuufesrunumsiiensaiedotnemeuen Weldsubumesidn Fenaduresms
Tmhsauneuendriseansaumerdesyuumaluladansaumeaves swu. Tnedldsu
AR W

Aldnuipsudsmnszasdlunsveldauuimsiaiotieun dnn. wazanansolduinig
isetnglivaannlasuniseydiian dvm. udn

fidan fedhildszuuirietnedomstoyaiietudemmsdumsianesyuy (Hacking ke

nsaunuealmivessruulnedlasuaygn
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4.3

4.4
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4.6
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msfigauimumesldnuiiegmeuen swli. (User Authentication for External Connections)
NpuaszuuAosimualyiinisiigalfmususzuy Active Directory vae swal. neuaygal
fdnuilegmeouen sy, Wldaueietouarszuvarsaumaes s,
miﬂqmﬁﬁmu‘uaaq‘UnszﬂuswuLﬂ%@‘zjwaﬁaaﬁ%’aga (Equipment Identification in Networks)
Aquaszuusiostmualilinsiiguifmasgunsallussuued et edoastoya Wud msmaaeu
MAC Address

mslestunesaiilddmiunmaanuuazuuusaszuy (Remote Diagnostic and Configuration

Port Protection)
HaLasEuuReaseduusnIswaznase (Port) nlifianusndudesdduuindosnauinmesnse

LV

gunIniiATaTNY

;3'@LLaizUUﬁadﬁﬂﬁzﬂiwumﬁﬁﬁfummﬂiﬂ (Instrusion Prevention System/ Instrusion Detection

System) UB3TEUULATOUNY

NIWUENLAIBYY (Segregation in Networks)

4.6.1 fpuaszuudesdaliiinisuuseniadedismunguvesfldeu vienguvesssuuy
welulagansaume Wemugunislinuluutaneietedesodamnzan Tnofisnsan
ynanesmslunisdriisdeya seduanudrdguesdoya samfamsiansaundu
1A UsedvSam uavnansynumesuamudaendufuiolui
1) wieteiloygabidnisanmeuenuaseietieiidmely svi.

2 wiseteueUnAru (Aoplication) ifleud dryfuirsetedy 1 Aflenudwatiesnin

3) et mIuirsedliuinas (Server Farm) fuiedetnevesfidan esiimsings
gUnsalfianunsautsueniefen el 1wy Firewall vse Switch fiannsauta VLAN 1§
Dsiu

462 fouasruvazimundumasuedetiefidunn Weditamsidrdeszerinaluioms

wetne it muainiy

4.63 fpuaszuusinuian (Configuration) gunsalieiente wu Firewall wie Router Sifanansn

vsmsdamsnnmeveniesetield Suuslunsalandudedeslsunseynnanggua
ssuuihiiy

nsmuAuMsIausianiaaietng (Network Connection Control)

471 gauaszuusesiriansldouadeisvesldsmlumadousefuedotieves s, 1y

Router %38 Firewall {Jusiu w%fauﬁy’aﬁmc?]y’ﬁswmuquLﬁaﬂé’uﬂsaqﬂagaﬁ%"u - @9 1gu
Web Filtering, Email Filtering 1Judiu evinl¥n1sidouseiininuvasnse
4.7.2 fguastuuiesions Firewall ssvrinuadetieves sv. fuiletieneuen il msmns

Firewall AaaRasaus0esasaluil
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mitestunsasasaInMeuen Aesgnitvualuldidumeiiin First Tier Firewall
nllanuliupsUaeadeiiodesiunindduasaumeaves sny. waslassadaiugiu
nanudAgannsianiilasueug e

Firewall fiasszymmuuagigaiinuveslinuneufiorliidvimadrdedumesina
(Interface) 1iteN1TUIMISIANS Firewall

Firewall #assarlyissfutiildaumdaaniianunenenuiisdngszuulidise
5 afh msenidnmsseiudesiiiiumsiag .
Lioygwliiigausinusnumdumesivg (nterface) Msdanas Firewall :nszezlna
(Remote)

Q’ﬁlﬁ%’umiuawmamn Wy, wihnufifiaviesasunsarduanudasn e
YU Firewall

Firewall o liuiinumgnisalifiuanutunsUasnads

Firewall fealdSunisaouniu nageu uwarasivaevesaiiaue

Firewall fiesgnuimsdansrunemsinsedeansiidnisidnsta
fesliauinsuazwedn (Port) Alisudusedduu Firewall

Firewall Ussinnaensiuaf (Software) fesfindeuniaiosnesiaumesisivnenensnamin
Firewall Aasanunsnasiudaesainnislani DOS (Denial of Service) lepgay
Ping, Sweeps 138 TCP SYN Floods \Hudu

rosldireituvesgenduas (Software) Firewall wagszuuUFUANTHIEIv04
anAungslinisatuany

faua Firewall fesiinmudeyateslnininglifuins (Vendor) iiesunsiugiiens
n13 Upgrade waguind (Patch) fisndu uazdosindeuding (Patch) Havundi

GERNRN

4.7.3 Hauaseuunafinml Firewall liawlanen Zone Tiin1sld DMZ (Demilitarized Zone)

TneRInNaNsuLToRma LUl

1)

2)
3)

LATBIABNNILAD SUNY BRI NSHILB UM Sidln WU FTP, Email, Web uas
External DNS Server (Uusiu siasfinsseglu DMZ
msiieanszezlnadesiigauiinuil Firewall wieruusmsiieglu DMZ

DNS Servers siaslalouaalvidnsuaniudenlau (Zone Transfers) Guuiivmdni

4.8 mImuAUMIImUALEuNITULATEYI8 (Network Routing Control)
douassuudesaluaunIsiimuaduntsvuaiedneifieliiuladinisidesudeinies

ADURILMBILALNNS ALY IANTAUNAUULAT U8 T,maﬁﬂa”l,ﬂ‘lunﬁmwaauﬁagiﬂmfwm
WATAUNNYBINTTBNAB 18U NM3AIUANlAY Firewall 3 Proxy Ludu

5. MsmuANMSIReszuuUURnIs (Operating System Access Control)
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Tifinsmvaumsidrfeszuuliinisededuasasasde nsmuaumsssyuasigadfnuves

a

RY
ALTaU N1IAIUANTEULUIMSIAMSIaRIL Msauaunsldeulusunsuussunneian (System

Y
Utilities) nMsmuaunisuuanainisidnuszuumalulagatsauna wazmuaunsdrinsseziia

Ms\PeumasrUUmAlLladansaume

51  TumewufiRlunmisidifiessuvetadunsiaonsit (Secure Log-on Procedures)

5.1.1 gauassuy Aesdalilinsarvqunisidifsssuuudfnisedraiunslasndelag

Tumpunisiingszuudeulawmedeyainerfussuulidesigaiiovdnideldaud

ludldsuougyn Jstumounis Log-on fesiarsan fsil

1)

2)

8)
9)

winnszuumsiingseuulidnsa ssuudedivandoyavesssuundeuaunaiatu

(Application) ﬁ“l%muagui

suufpsuamomuieudlfnuiansadildueiemoufianesldangiia

Aty

mnnszviumadigszuulddnde szuudedlivansdeyaiiannsaszyfnuves

seuv Wy iedeteildnu anuiideesssuy vietaeiesreufiameduainneg Wusy

suusedivansormmiitiamsmgesmadigsruulidnse wu liuansdomad

Uny¥gldaruin vive sarufin 1usu

wdngsruvanTgddldaudiuyaeaiderfuninniinis Session Tusyuy

eIt

szuufesirfndwauedlummeneudrgssuuitlidiia uavdosiinnsandeuly

soluil

() nsiutuiinvanmsdngssuuisiidnsouaslidnge

(@) mihszeznanlumsidlfnussuuadadely

(M) msfinnsdeusie

(@) mauandoruieuiimihteveguastuuilefimaiingszuuiiusauads
Ly

ssuudauansiu nan lunsdhgssuuiidisaluaddeu wiewheuiinduiunds

mengmidnlidiiatuwinsdhgssuuiidnaluadeeunesdidon

szuusedlidsiaruuu Clear Text sussuuiAdetsdeansieya

v v

Huaszuunpsimuaiuuafiigenlildsiaiuiialaliinu 5 ass

52 myssyuaziigauimuvesltan (User Identification and Authentication)

Rguasyuy desdaliifldauilindflinuresazynnaiioldfigaimnulumsiddssuy

winluladansenund wassieddsruumalilaBansaumeigalfmgldmilunsddssuuiianas

lngsMusEUY Active Directory %3e Lightweight Derectory Access Protocol NNATI NIBUYIY

Guiindayanisdids

a

53 msldaulusunsassnngiian (Use of System Utilities)
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uasruy AesmuarmsldnluunsiUssamg iaRuusyuuldnuasa (Production System)

De e
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5.3.1 FesdavintnyFlusunsuussimegian (System Utilities) fithanldon

5.3.2 ﬁmuﬂmm%ﬁﬂmaﬂuﬂ'}ﬂ‘iﬁﬂﬂl,ﬂsmﬂssmwgﬁﬁﬁu (System Utilities) unags18n1s
stednuazdomsliifedommuiiteoufua

5.3.3 Wilinsigailnu uazduuadvslunisldoulsunsussamgiamanznguauiia
wiisuRnveu

53.4 fmstuiinmnmsal (Log) msldamlusunsussumgfidh uasdosaauniuangaua
srUvegNaiaye

5.3.5 fawhnsifinneunessiulusunsussiagianmlasndu

54 mauanamsldaussuvasaumna (Session Time-Out)

5.4.1 fpuassuufesimua Session Time-Out vasszuumpluladansaumanlsifmslfnuniely
sgeian 15 Wifl il dsvuuiilidannsasansidourouuusaluddle favalild
Tusunsuinmhaeiifeddsiasinuviermunlitnisienwinee

54.2 fauaszuu uasdldan deskealiilusunsuinuiefidesldstariudmiuntes
AeufImesAIuYAnA IATpsABNTABsLUUNANT uaziAdpIRaufmesiaitne 11l
Wsunsuinmieerwusliteusiarumdsniidnsiaesostana Blnelifinsldoy
Junan 15 wiit

55  msinszeznaInsidensossuvasaune (Limitation of Connection Time)

55.1 fquaszuu desdrtsveviarlunisifendessuvansaumaiiinudidygs lng
foshieszernaidudilunszurumsduiiunumsgsia Iiun smelidaldalaly
Faanavhmsves v, 08.00 1. - 17.00 u. wasdesdaiiteldaliadaliiiu 3 $2lu

552 fldou madimmswdudeddnuuennaiiimusdomwesysRnngisudyrwiniy

6. msmuaunsrtslusunsuUsEnAlazansaume (Application and Information Access Control)
Tisimsandanisinisansaune LLa::miLLEJﬂixwwquIaE‘JmiaumﬁﬁﬁmmﬁwﬁmqﬂﬁuﬁL:}zuﬁ
AIUANDNIY
6.1 N33MANISIIBIENTaUWA (Information Access Restriction)

6.1.1 Wwesleyauazdguassuusesimundninisirdungldnuriisuiudeddluns

UfRe Tnensliavissesiansantuidessdeluil

1 mshialdlildiauden (Options) Alilssueygn

2)  MsNNANISAHY Command Line

3)  msdriansdhddeyauasilaidumsldnuuesueundindy (Application) il endes

fuvthilausuiinyeu

4)  msiiaszivanslunadndsng W swegraien Wudy

5  msmuunsuandte msidfsdeya nisihdeyasenainsyuvasauwme wu
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6.1.2 19vslayalasauaTyuy asvualfszuvasaumasessunsiuaavslunis
dWhtawuungula

MsUeNsTUVENSAUIFT IR enssUMu (Sensitive System Isolation) Sikansznusiaeungalvin) w3o

sruuifiauddyemineny Fosmuilunsieil

6.2.1 Wwesteyauaziguaszuy uenszuudslienissuniusenannszuudu WAZAIUAY
AN NIIAABNYBNTEUUTALIaNTY LTALA 52UV File Sharing S¥UVETEUNANIINITEY
uazszUY Active Directory Tneiinildisgunsaineufinmesuasdoansiafouiiuas
miﬂﬁﬁ'ﬁmumnmauaﬂaaﬁm (Mobile Computing and Teleworking)

6.2.2 fuaszuusesnuaugunsalnenfinnesuazgunsalindouiiuaznisufifauain
Meuenmineau (Mobile Computing and Teleworking) fiiigndasiuszuusanans

6.2.3 La?]’"maﬁayjaﬁL*fJuLa’l’waassuvm'ﬁauLwﬁﬁﬁmmﬁ'}ﬁmqqﬁmL‘T;Jué'mgzym Tunsdifiszuu
ansaumeifiadngedienusnduderhamusufussuuasaumed uiidenud iy

Tounin

7. msmuANn1sUfuRauannteusn suu. (Teleworking)

7.1

7.2

7.3

7.4
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Aauaszuudesiivualiinisiigaddinuneunisidanu waz@euderudomnisidinaiy
Uaeadenimalulagitrsiatosiu
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€
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Y 2 = 1 v
NM13AIVANNITLUINITSUY sedngliane
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dA

e mumnasmslunsauannsifessuuaietigliany (Wireless LAN) vo v, Tagnisinmun

a

andveslanilumaditeszuulivngaumumirfianusuRaveulunsuf iR sawisiimsmuniu
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Weasemusiuaslasnievaensidaussuues oyl Sany

HSURnYaU

v

L]
[

HAuaTEUY
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AN 5 N15AUANMILINEN (Access control)
waail 9 anaiuastaeadedmiunmsdeansdaya (Communications security)
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v o v Y o2 P 1 v = v v v v
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N . egrafuanednualdnus
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£
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Quaszuy foavussuiansrigunsal Access Point (AP) lllidyanamesgunsaliiilvasenty
venuinulden iwetesiuldliglandld Access Point (AP) vas swa. §u - dedyaynodlél
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guaszUURaUALUA SSID (Service Set Identifier) ignfvuaiuen Default WRINEHARTIUT

U Y

1 Access Point (AP) 1nlganu

eXe
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uaszuuRBuUAuATe Login wassiiarwudmiunsssinnsviauvesaunsailiane uasgguaszuy

e eXe =)
e

A

foadenldde Login wazsvaruifinnunanldsnietestuglanilildeunsanmienis
sdlalaedne

AquaszuusasmIunm MAC Address Fofld (Userame) azsviaru (Password) vesffldeiidans
Tumadhlinuszuuedodislians Tnseygmamedldnuilisveygalidldinteteldaneld
ohagndaviniiy

fauaszuudesnsieasunnuiuasaoniovesszuuiaierielianeedsashiane wazduiinunnisel
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