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-WA1TUIIINTBANAITEA UNISIAUS N5 (Service Level | $awas 5 (50 Azuiw)
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5.1 ﬁﬂuﬁamuaéfmﬁwﬁaﬁaLt.ofiﬂé'lgqn’mﬂuﬁ'aLmu*\i"wnjwLLax'Lﬁu’%mSLﬁmﬁ'uqﬂnitﬁt,l,awszuuﬁl,aua
Aude 6 NGHER ﬁamnawwmﬁmﬁm'LuUismﬂlvm Imaﬁaaaan’lﬁﬂamﬁuﬁaLauaﬁ uaz waaauumaauma
“l,:umu 90 Ju (FAduiu) YudnantuiioenauiieTuiidudoiaus Tneas gRpLUUEITENg UL Saufunng
Sudaaue

5.2 mawuaLauamaawmwmwwumﬂmmusvwmsamaaamwama‘[ws fUBadng ilavhmiiisenuuy
mmmaﬂﬂsm T,ﬂaLu’lw.ﬂmﬂmmmamanimumasvuumiamwanwﬁ suu. InediluSuses (Certificate) CISSP
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53 gunsaifithiauesoaduusa agluanwildanlés Lﬂuiuwaaaﬂumamimam (Product Line) wa
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541  sealadumsiusesnasgiunuuaendenialiin ausnasgiuananidy UL wie EN use
EC Wiiuaghaiey |
542  Fedddumsusounnsgusuianndey FCC vi3d CE vio RoHs wiaiisui
55  punsaifiauadasinuanifinsinu Catalog w3 Brochure TasuTWmiHAnTAUBUUYIDIRAN
Tneflszuunan uaz/vioasdussnoundn 7lildUszney uaz/viefaudas tisldiamsdutoauenisd Tneddu
Torauavzdoeszydiouaziuvasndndomiiaus wiouianoad Catalog w3 Brochure ATadulS wiavih
iy wiewhderhiugunsalflausly uazdavhnsaiouiisuguaniivousasidosgudmou Tay
wsosuvdiumdngunmioufunisiudelaus
56 gunsalausfosausaldnuiussuulaiin 220V AC 50Hz Anasguvedinglilnglifesld
gunsaliasszuulwih uasudnlwiwesgunsaimnsenseedoaduein 3 1 Endwmivaneiu)
57 gunsaiShwimudasndbvesszuuinietneldiea (Next Generation Firewall) fiosoglu Gartner
Leader Quadrant ¢u Enterprise Network Firewalls U 2018 v3alvainin

6. TarvunAudnYME
6.1  fuuznmsiudaiaus ({une) fesdamgunsaiinumnudasnsisvesssuuiadetngliidoa (Next
Generation Firewall) wieufings $1unlaitfosnd 2 un Tnefigudnunsothalosviefnind

6.1.1  {ugunsal Appliance fleonuuuidmivinmanulasnssvsansetielasiame

6.1.2 Wugunsalinwmuuasndeuseinn Next Generation Firewall (NGFW)

613 ldanUnunssunuu Single Pass uaziin13veuwes Control Plane uag Data Plane
waneananiu udeidugunsnififl Security Processor Unit (SPU) w3 aflitputindilisy
nseonuuuLielasiussuuiasatelngiany

6.1.4 i Application Firewall Throughput Livsendn 6 Gbps

6.1.5 3 Threat Protection Throughput laitfounin 3 Gbps

6.1.6  awnsnsesiumsitouneldgean laideendt 2,000,000 nisidouse

6.1.7  @1u1505095Un15id ousolny (New Session per Second) lelatfasnyn 84,000
nsieure/Auni

6.1.8  fiwesn 10/100/1000 wuu RJ-45 visadndt Litioendy 12 wedn

619  imosm 10 Gigabit Ethernet wuu SFP+ laitfaunin 8 wosw

6.1.10 Tweafn 10/100/1000 1dwiu Management wuu Out-of-Band lidpenin 1 wasn

6.1.11 aunsovi High Availability (HA) wuu Active/Passive s Active/Active I

6.1.12 i Storage wuu SSD Liveunin 240 GB

6.1.13 il IPSec VPN Throughput laitfesnin 3.2 Gbps uazsosdu VPN Tunnel latiaenin 4,000
tunnels

6.1.14  @wnsaviarunuy SSL VPN Taeaiuisaldanu|lalitsenin 2,000 Active Concurrent
Users

6.1.15 anunsaldnu Client VPN (Remote Access) TneasiinniantRagatiossraluil
6.1.15.1 i Application fienunsaldarusussuudfUins Microsoft Windows, Mac

05, 105 waz Android & Tme Application fana1daadudieidefufy
gUnsnifiiaue
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6.1.15.2 #0130 Integrate AUT¥UU Authentication LUU Multi-factor Authentication
(MFA)

6.1.16 @1u1901019%a (Encryption) WUU 3DES, AES (128 bit, 192 bit, 256 bit) kayseeTunns
Authentication wuu MD5, SHA Isiuatiaiee

6.1.17  @wnTansIvEsy Traffic Mdnssanuu SSL (Inbound wag Outbound) wae SSH L4

6.1.18  annsadundeyaiignoansiia (Decryption) uasdsralwaunsnid unsrvasuldeiu
Mirror Port ¥assigunsaila

6.1.19  @1U1505895UNINTFIUNITUINIURNGY Fanaludl VLAN (802.1Q), NAT, DHCP Relay,
Dynamic Routing (OSPF v2 and v3, RIP, BGP), Multicast Routing (PIM, IGMP), Syslog,
SNMP (V.2 and V.3)

6.1:20  annsovhenlugnuasdaoluils
® Layer 3 %39 NAT/Route Mode
® Layer 2 %39 Transparent Mode
® Tap Mode %38 Sniffer Mode

6.1.21  @wnsnvin NAT (Network Address Translation) &

6.1.22  @w15avin PAT (Port Address Translation) e

6.1.23 mmmmwaawﬂ%’mu (User Authentication/Identification) ffusguu Microsoft Active

Directory, LDAP, RADIUS, Microsoft Exchange tduagnatios iieldlunisnsinaaunis
wldaugunsnila

6.1.24 A w15nAIUANNTT I Application Lﬁlwuaamw 1,900 application lngAsauAgui
nau Application A14°) lapgnatios 4. il

® Files-sharing %38 Storage/Backup

® Encrypted-tunnel %38 Remote Access %58 Proxy, Gaming

Instant Messaging %58 Social Media

Internet Conferencing 58 Collaboration
@ PpP2p

6.1.25 @mn50vi1 Application Level Gateway (ALG) %38 Session Helpers dm3iuluslnaoa (u
FTP, SIP, H.323, RTSP, Oracle/SQLNet/TNS uag MGCP lalluagnaoy

6.1.26  @w130¥i1 QoS WUV Guaranteed, Maximumn W&z Priority Bandwidth Tasmuuaulauie
n159N1 QoS (Traffic shaping policy) M4 Application, User, Source, Destination,
Interface uas IPSec VPN Tunnel lsifusenaios

6.1.27 @wnInmvum Virtual Router w3 VRF lalifaendn 10 yn wawseedu Security Zone 1l
UsBNI1 60 Zones

6.1.28 diszuulasiuduanaiu (Threat Prevention) lneidl IPS, Antivirus Wag Antispyware (438
Anti-Bot) laga1u1309895U Throughput ‘Luuaamw 3 Gbps dlodavihamdeuiy uasdl
ﬂmau‘umamwaemmalﬂu
6.1.28.1 aunsonmndunardestusvanauldegnion fi

® Vulnerability Exploits

/Buffer...
L



® Buffer Overflow %38 Evasion Techniques WUUAMN

® DoS/DDoS

® Non-RFC Compliant Protocol

® Port Scans

® Host Sweeps %39 ICMP Sweep

® Malformed Packets 130 IP ProtocosL with Malformed Option
® |P Defragmentation %38 IP Packet Fragmentation

® TCP Reassembly %38 URL&HTML Obfuscation
i?uﬁﬂﬂ’mﬁﬂﬂilLWNEULLUU‘ZJENﬁEJﬂﬂﬂW:J (Custom signatures) lanuAa 1Y
ABINS
6.1.28.2 aunsndesnu Malware Ussiananeg laun Virus, Spyware, Trojan uag Botnet
Iduegneios
6.1.28.3 ausansravusazdeenu Virus vuluslaaea HTTP, FTP, IMAP, POP3, SMTP,
SMB et
6.1.284 @ 131505 DNS Sinkhole #3 @ DNS Filter vt atfaaiun1sid1§a Malicious
Domain wazihseFaldatinsEenldauluga Malicous Domain
6.1.29  @w13avaunyY URL filtering vustgunsaild Tnsdnisuvaduledeenidungy
(Categories) wazauisaniuun Whitelist wag Blacklist Lo
6.1.30  awnsotesiumsiifaiuledilioynalaemaden Humnse Search Engine Cache (1w
Google cache) Waz Translation Site (19U Google translate) g
6131  annsadesfunisuansuaiiomiiliimanzan (Adult content) 3nnnsAumIUY Search
provider #dn< 1u Google, Bing ay Yahoo 1dusiuy
6.1.32  annsamunuUssinnvasindfieygnlidehussuuiniatieldmuiaansateatuns
$rlvavestoyasenansruuiaietny 1y mnelavtnasin wazamnsaasegULLUNS
nT299U AR WAINFABINTS
6.1.33  @1M130UIMI5IAN159UnIlUUU Web-based Management (HTTPS) was Command
Line Interface &
6.1.3¢  awnsafudeyanisldens (Logging) isannsada Syslog ludntudegunsainauenls
6.1.35  @U150E31951897U (Report) @199 14y User Activity Report, Application Report,
Threat/Attack Report, Bot-net Report, Anti-Virus Report, URL Filtering Report ta{u
agtiow lavanunsavhmsuFuusassau (Custom Report) wavdsoan (Export) liiaglu
JULUY PDF, XML waz CSV ladusthaias niesessunmsvhausuiudussuudaifu
toyanislinuiiteatusesmlsansneg I
6.1.36 il Redundant Power Supply Luu Hot-swap %38 Hot-plug a819vioy 2 Yn
6.2 fuwRasmmssuuuiminmsgunsaiinyianulaeadeuuiaievieneuaines uuugud s
(Centralized Management Firewall) Swualsitfosndn 1 szuu Tapassesdinuuansiodneiosviofninfail
6.2.1 Lﬂuiwulugmwwum Virtual Appliance %30 Software fipanuuuL A BUS NS TANTS
gUn30] Next Generation Firewall fliaueululabensi Inetawny
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6.2.2
6.2.3

6.2.4
6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10
6.2.11

6.2.12

6.2.13

#ansnseeiugunsnl Next Generation Firewall lalaitdoendt 8 gunsal
@11130@319 Configuration Template la wazimualivitn1susuuse (Deploy) luda
gUnsnifiauols |
annsauimsiansmaheuuesgunsal Next Generation Firewall finiausld
aunsadsureiugUnsal Next Generation Firewall fivniaussnluslanea SSL u3o
g
ansansIvaaUn1sLilung elud sunlaan1snaan (Configuration) we9gunsal Next
Generation Firewall
d74190 Upgrade Firmware ?Jaaaq‘dnim( Next Generation Firewall 16 wazauisn
AmuALaItunig Upgrade 1o
AaIoNgRINVBIUATEUY (Administrator) Ingldg1udeyanin Local Database
war RADIUS Imiusgnatioy
annsaimunansuarseduaudAglvitugauassuule
anunIauImIsInnsaunsalkinu Web Interface waz SSH laiusthaios
anunsnilengasudayaves Data lugunuurasnsmdald lawaunsauSuudeseauais
n5l447u (Custom Report) uaz Export Wagluguiuy POF Iéiduetedas nioui
annsosaarlunisdsenudn Email 1¢ Tngannsavhsienuseg Ieghaliossai
6.2.11.1 Top Application, Application Categories
6.2.11.2 Top Source, User, Destination
6.2.11.3 Top Threats, Attackers and Victims
6.2.11.4  User Activity Report
anunsaudeyaasasaoniamesingunsal Next Generation Firewall pehatioessil
6.2.12.1 a@wnsadaivdoua Log lutfoandn 5,000 mpnnsaisia3undt (Log Rate) was

anunsadaiudeya Log lutleendn 25 GB Aadu
6.2.12.2  @nsnvi1 Forensic Analysis lngnsshusisuazAnnsaungnsniIndoyala
62123  auwnsafiuoyasseseenfiuneifeluils

® |P Address suvn4 (Source IP Address)

® |P Address Uanennd (Destination IP Address)

® Service Port Ua1eve (Destination Port)

o Fuuazamasnsilouss

° %Q‘l‘ﬁmwﬁaﬁmﬁsuﬁmu (Authentication)

e Application Aildsm
6.2.12.4  awnsauanateyan1slieuuuy Real-Time uag Historical 16
6.2.125 anunsnAuvtoyaved Log figansle
6.2.12.6 @w13na$1sIeU (Report) Yayaanngunsal Next Generation Firewall 1gi
6.2.12.7 awnsanmuadviuazszdunisithiisteyaliiudguassuula
nsdiflianunsavihmadodmund 6.2.12 Idnelussuvgaidoadu frieasdosiaus
gunsaluiossuuianmsavildmudermundanan
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6.2.14

o o v 2 dv oo v v
JeUUNULEUDReaUuEVaAEINU U 6.1

6.3 Nmamawmm Software Module 1/11.1?1'3"\3Jﬁ11ﬂ‘5ﬂ114ﬂ7'51/1’1 Security Inspection %38 Decryption
M3y SSL/TLS Traffic %9 Inbound uae Outbound ¥999Unsal F5 31 Big-IP10800 §1ulusgation 2 YN
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