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4.  VBULAYBNUTIIIIF95nEN
4.1 fFuiadesdalsifimsuszyuEuanulasans (Kick off Project) Srudugifeadodulasenis
wagnondndsneazdenusunsidiumilasans aelu 30 Ju dunniufiFusuimusnadaeuias
42 fFuieidunisgua n9aeu Lar13esnmsEUUUIINTUTAINGSAD (BDS) 71 T9iul
THueglutiagiuliannsalinuliodseilomasnszezinanstiadnm
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4.4.2 n5AIfTEUUUIMINUTAGIAD (BDS) iAmmnn1salliund (Incident) audawnalyt
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411 msfamudgun arudanduasudlodgm dedndunsaiaseusosndn HSUAN
sowdaalifudmeu warnusulunenuasunswdadlgmuagnisudlussuuuimsnuinugsna
(BDS) st 5viad. v
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ssusenuaslidunestudaarildsunmssinauda il

1) Open Web Application Security Project (OWASP) Top 10
2) OWASP API Security Top 10
3) Common Weakness Enumeration (CWE) Top 25
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4.23 szuufifidnvasidu Web Based Application mﬂ,mmm miﬂﬂmaa Hypertext
Transfer Protocol Secure (HTTPS) Tagldlususes SSL Certificate #1 Wi, A istl minlususes
SSL Certificate viun@1g H3udnesosUsulgslviseuu Tdanusi SSL Certificate 7l vl Hoengwsialy
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5) wNuNIN Use Case Diagram iag Use Case Description

6) wrunmazUn1seRNRUUAtuYassEUUNMY (Class Diagram)
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8) 1ena138eNkUUgIUTeYa (Database Schema) Lazlona1sesuIeTIgazidenvaya
(Data Dictionary)
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3) 891ua5UNIRIT LAz TRAlYsTUUUITMTNUILIIAY (BDS)
4) 9897UNaNTUAYRLNITEUUUITMISNURRIUIGIAA (BDS) (Mndl)
5) s1eunzLiguUnsngdu (Asset Inventory)
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lunsfinsamansdaidendaiauomsianissnussuuuimsnuiaugsia (8DS) aded svia.
sgiansandndulaelindninus s1a139u Aidusiairngn egluraiusuyssann way (Ougd
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9. dnmAiy
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Tunsdfinsdadesiudutgmidaududou B SU93gdasdaviuaunsanduaudnds
Tiunanenssunsnmaiuitans Annsanlianudiurey sieil wmnldannsadudunsudloldud
w@Sanaunue (nelu 3 Yu viemuiiauznssunisanaiuian s lianuiurey udusnsd)
Asudnsazseaderusuduseiuludnsriuay 2,000.00 v (@esiuumion) wwwesriulifadu 1 Ju

9.1 Tunsalisruvuinsuiauigsia (BDS) tinwanisalladnd (Incident)
sudwnaliszuu Wawsaliuinisld d3udnazdesnsisaeuuazuiluliudvadaniely 3 Ju win
An Incident Wfuen (Adsfl 2) fEudsasdosiianeimnanunfiuiiass (Root Cause) wazufluly
gndfes siail vngSuidliansaudluldannamaiiuia3a (Root Cause) wardsnalviAn Incident
Fudn (afefl 3) fFudsasdoademusuinaulusng 700.00 vin/as (Fnesumdu)

9.2 Tunsalilduliianunsaldamszsuuudmsnuiaungsia (80S) Téursdau (Problem)
Asudnanzdesniiiunisnsivaeusazuiluliudiaianielu 2

9.3 Tunsdlil 59, udsveurlyszuuudmsnuiaungsia (BDS) (Change Request) §3udng
geiaadnviununsAlunudnddiunnuenssunsnTIsuiEn fansanlinnudiugey
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MASS RAPID TRANSIT AUTHORITY OF THAILAND

SpiavianelamAuYIsguuATIINITNILNIANUIAY
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

Usznranassalwinvudentasuuislsemalng

1394 wlauenisinwanuduaslasnisvasszuunalulagansawna (aUuuiuuiensain 12)

fensgsTnguinivuard ninasiuagisnistumsingsnssumnddnnsetindnasy w.e. 2549
11951 5 fualinienuvesisdesdariuuiulsvisuaziuiufoalunisinviauiuasUaonde
fuansaune welinsdudunisle q dedinmedidnnsedndiunhsnuvesigriolasminenuuesiy
frnnusiunsasafouazifeiield Srdmalviszuumeluladansaumavosnissolwivudanavuwissenalng
(5l11.) Foadinsnwiauiunsasndsvesszuumaluladansaumasgnsudiuiiesrssligdannudu
(Confidentiality) A3ugnsiasAsuiau (Integrity) wazaninnsaulde1u (Availability) vesarsauina SRR
@mauﬁaﬁu LouA ANYNABILTIAZE (Authenticity) AIuTURA (Accountability) NsvuUiasanusuRavey

(Non-repudiation) wag et (Reliability)

Usenenaznssun1sgsnssumeddnvsedngd Beannulsueuaziunu]iflunssnwnanuiung
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Uaendusuasaumavesiiienuyessy @Iuil 2) wa. 2556 4o 14 fvualiviisnuvesigiesimun
AufuRnweuiitaau nsdlssuumsuiumevieteyamsaumainmiudsmeviosunnela  uiesinsiie
guilela Suidloananaunnses azae e HumsufsAnuuleuisuazuunufualumsinunanuiung
Uaeafoduansaume i Tuimssedugeaauesiiiseu (Chief Executive Officer: CEO) ilugfSufingou

AOAIMULELS AIULEYMNY WIDDURSIENNATY

91 UInINANTUNIRS 25 wiianszsrlaaRnisalwivudsnasusisUszmelng
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1. TmguszasAuazroUun

diolinslfnuszuumaluladansaumnaves s, Wulvsgramngan fsdvnm fanuifunasnsy
wazanunsasdfiuauldeedadies uidlestullymuazanmansenuannsidaussuumaluladansaunea
Tudnuwaiiligndemiennmsgnanmuaindesits o Jeddfmuauleveiemuaumsinmanusiuacasns
vassvuumaluladansauna fail

1.1 madndaisemuaunsidnuasaunansauag 4 A1 Ao

1.1.1 nsinfeseuvasauwme (Access control) ENG]‘J’J‘\]E‘{E]‘Uﬂ’]iﬁ)uwﬁlﬁﬂﬁﬂ’liL‘U’mﬂiuUULLau

AAUATHENIU msaaml,wuc’ﬂﬁzmul,wai 18 il QV]Q (User authentication) L‘Vﬂuu‘ﬂﬁ’]lﬂiﬂ
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Witlessuuld sddmafuduiindeyamaidifiasssuu (Access log) uavleyadsasneresiiames
sl nslavsmslinusruuasaumadugediardosamnzauuaniivme (Need to know
and Need to use)

1.1.2 madifsszuueiolns (Network access control) faafvuaduinsideusossuuasuiames
33U - dv viemsivaisudeyavieasaummaziowiiuszuunisinweuUaendefiesdns
nassld 1wu Firewall IDS/IPS Proxy siemsasiaseuhianeufinmed iludu Wemunuuaz
Uasfiuduanmuegrndusyuy

1.1.3  nswndessuudfusnig (Operating system access control) Lﬁaﬂaﬂﬁumﬂ%’ﬁﬂiwuﬂﬁﬁami
Tnglaildsuayan InetmualidinisBususnuiossyfhnuresdldou sufaitmualdd
mssrfnsvezailumadeudeifieliliauiunsaenfomndeu

114 madddusunsudssandviseweundintuwavansauma (Application and Information access
control) fsrimunavsmainfessuumaluladansauma lagliavSiane szuunuasaumed
FosfiRnmumidivhiu sutalimsnunuansmadnldoussuuasauaessaiiae

12 fsrvvansaumauazszuvdisesiogluanwndonldon suteduusieunionlunsdanidunie

nsdiildanunsadiiunisauisnisnisdidnnsedndld ielviamsaldsuasaundldnuund

g sLiles

1.3 M579@0UwarUsy i uAINUELIURISEUUASAUMNADE 1983 LaN D

2. wunuftRlumsinmanusiuamaenfovesszuumalulaBansaumea u.
wUfURluMsSnwauunsasnsevosssuumaluladarsauma suls. THuuinisuaznszuiums

$19Bemm 1) Usemanaiznssunsganssmsdidnmsedind Feauulsunuazuunuiuilunsinumerasiung
Uasadefiuasaumavenniienusy we. 2553 2) Ussmeanuznssumsssnisumedidnnsetind Bos innsgu
nsfnuiauiunsUaenisvesssuumsaumaAnuISNIuUUUaen ey A, 2555 uag 3) 11MIFIU ISO/IEC
27001:2013 Tnguvsuuaufofesndu 16 drummenarsuuuineysznia datelud

2.1 Wevisnsvimsiamsanusiunsasafodmiuguims @wi 1)

2.2 avwiiiuasUaenfofiieiuyaains (@wi 2)

2.3 mafnwiAnusiuasUaendmanoamniazdswanden (@wil 3)

2.4 msdamsningau (@i 4)

2.5 M3dam mafau wagnsiissnwssuuasaumeA (daufl 5)

2.6 MymupsMinfeszuumeluladansauma (dwi 6)

2.7 Mm3ruauMaidsszuuedeiisldae (@ 7)

2.8 MIruANheuMsuenuazldau (yananiouen) Wisszuunaluladansaumea (@i 8)

2.9 milinuedosnsufinneiiazgunsalindeuiives . (@i 9)

2.10 nslgnudumesidatardedinueaulall (dun 10)
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211 msldnuaavanedidnnselind (@wi 11)

2.12 msdrsestoyauarmsifuinudeyasasmeneniiomes @wil 12)

2.13 msnsadeukarUsTIiuAIEES (daudl 13)

214 msieleu wazmauaniUdsudoyaasauma (@i 14)

2.15 mseuRunsinsia (@i 15)

2.16 msthgunsaldsiunlden (Bring your own device) (@i 16)

wUtalumsSnwinnusiunsasafoszuumaluladasaumandeo 2. daduinnsgiudunisiung

vaendelunmsldnuszuumaluladansaumayes swu. Jsynainsves s, mhesuneuen suflduing

JPUUANTAUMAYDY SHY. MAeITesasieslfifnueg1anienia

3. nsdlszuunenfiameiniedoyaarsaumainaudenies niesunsiela q unesdnsniefuilsgle
Suieawnnanuunwies aziae vizerdfunisujiinuiuinlouisuaziuil§ialunisinuanudiuag
Uaeasdaimuansaume iinsmssabifihudanasuwisUssmelve (Chief Executive Officer: CEO) ug5uiinteu
sonuides Arandome viosunsefiAntu uasdidunisnsaaeudeifiansnsdilssuuneufuneivie
foyaesaumaineidemeriedunseln q uimbomuieuile sastdifasanadmenumnduans
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Hufsuiinveudeyatu o violdsunanssmulasnsmmndeyamatuiagyme
wmsgu mneds vssiaguivedultlunmsufoanmsesaiielildnunusrasdvietming
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szuuReBNfAes (Computer system) Mg gunsalvieyngunsalvesnenfinmesiiiennsyineuy
dherulagldfinmsimuadds yaddaFediduln wasuufoRaulvigunsalvideyngunsalvivii
Usvaradayalnednlulia

szuuiietnedeasdeya (Network system) vinefls szuuiianansaldlunsissedeansviemsdsdoya
waraTEUMATENINSEUUmAlUlaBaN SEUmMARS 9 U89 S9N, WU Syuukau (LAN) ssuudunsie
(Intranet) sxUUBUMOSLER (Internet) Wudu
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VYBINUIBIU
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(Integrity) wazanmniauldau (Availability) vesansauna iauﬁaamauﬁagu eun ANUYNADINVITSS
(Authenticity) muSURA (Accountability) M3viuULasA1u5uRn (Non-repudiation) Wz ede
(Reliability)
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w1 ulsuigpnuiuasUasndvansaume (Information security policy)

wuIURUR

1.

% °

Jaldnmsiumagmumuieusudsaleueanusiuasasnde uasuuuFoATatuayunsinusis

oatioslay 1 ads Inefinrsanaintladeniandi e

11 nagndnisailunuyedsddns

12 doyangmne sudeu detsdusing q Adesfifnm

13 msvfugalenemnusiunsasnfodniulanly
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15 wansudadeulassyuuieaiunsyngalulifiinun

16  navesnsaasudeyanisUndedlud (Patch) dwduszuusing 9 Tudiiiuan

1.7 msdniuagdedyanungesnwssuukazgunsaling o

18 unumsesuUsIIIFuANsuAsaen Ay sy ldesmiamsaannunsymin

19 wamsveaaeuLudAuludiun

110 Foyafeanausng q Mnsiinduluofinuasdagiu sutfeanauildsuudanuemy
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AMuduAsUanfeingINUYARINT

IngUIzeen
= deliildeudilafeunum wihdewiuinvey sateunsdienu senitenisiienu arduganie
Wasuwlamsinenu aaenunszuindafoanauuazdamitisifestuanutiuasuasadoves
svumaluladarsaumeaiioanninudsssuiinanniselue n1sdelns nasldauszuumalulad
asaumaiaingUirasAuazanuianainlunsu U dse1adsmansenuniovinly vl
AnALdEIY
{Surnvau
" unemsihemaluladansauma geemsiieninennsyara §8wismsie/din fituguanuid
Myhmnuneuen
31989

" ywaed 3 AnuduasUasnsiudmiuuaaing (Organization of information security)

WIAT 4 NMTUIMIIANTNINGEU (Asset management)

" yuedl 9 AnuduasUaensiudmiunsieasteya (Communications security)

wuIURUR

1.

n1saseaudiuaslaenienaun1591991u (Prior to employment) LiloARATIUARINTABUNILLUIAN

UURMU Lagiieanmudss91nnsufuRnuianatn n15elue n1sUasunlal wazn1siiseuy

ansaunavsendnensansaunaves sy, Wldlumeitlimansay sunaielvgldaundilalundan

AUTURAYDUVDINULDY

1.1

1.2

NInsRaUAMALURTeIalAT (Screening)

dren3nennsyana vieihe/diin fifuguauiiinnsiidmiisnunsusndensaaey

AuantAvesaiag (lansdimshadunineu gnine myhiomienuneusniiteufoRauli

s¥u. T dAntnAneiinew) Tnedadasdeslinenseyinfiangrans sudey Fedsdy vie

W3u593w TamldfivseTAlunsyngn udle iane wielasnssudoyalussuumalulad

asaumAfoy wasdauauiAnwd suly. fuus

nnstmuaiioulunnsd1aeu (Terms and conditions of employment) n1sindslsidideula

nsteedliinseunquludesiwielud

121 fsusmiieusuRaveusuausiunsasnfodumsaunasg 1l uaednualsnus
(Information security roles and responsibilities) wngldnu lngimualiaenndes
fuulennemnusiunsasnssvssszuumaluladansauaves suy.

122 smusalrinisasuinludygyrirazlallameaiiuduves sWu. (Non-Disclosure

Agreement: NDA)



1.23

1.24

sruumalulafasaumafiaoieiannlnogldnulussnimsindefioduduning
V09 I,

Avuarauiinvounieunading magldsnwliufoRnuulouiemsinuanusiung
Uaoafuvasszuumalulafarsauna sus. 5999 ngvane ey detadu wie

ToMmUADU 9 MABITRIAUATSNEIANLLUATUaRRABYRITEUUWMALUlAE A TaULNA

nsasennuduasUasndeluszningni1991997u (During employment) [ioa319AUA Tz UUALA

Aldnuneriudenifgtesiunmsujifnuamsauma suddianuiielviansalesiudednanle

21

22

23

24

WM NMSUSMsIMIMeuanuLiuasUasnis (Management responsibilities)

HUTMNS 9. ynseavtuiintfadvayuiasdauatuisesieialud uigldoy

2.11

212
2.13

Ussmeulonnemsnveasiunsaen s uansaumemes s, uanedmuaidnuslvivnau
SunsusasUURnu
yilaligldauuftinuuloviensinuanusiuasasnfesuasaumnayes sy,
afemnunsgnindennusiunsasndsuasaumaiieadesiunifinrmiuinvey

YDINULDILLAZUDY TN,

msadeanuasenn nshianud usenmiseusuiuanuiuasaeadeliunglden (information

security awareness, education and training) MsaseANAsErniuNMSnwANNNUAUaen Y

2819&LEND

221

222

223

Hauaszuudeaiuieufoanaiy uazdeslnifidinanssnusenuiiunsUasafoves
sruumaluladasaumannglinuiiieades venanddoudafeulildnuiue
sesinsrTenmandssng q wu hifareufuned wmalianisnasnaenisdainen (Social
engineering) Lagdoslninamnaia Wusu

9. Fesdnlunisiinevsy wieussudusiusiioainannunszninduausiuns
Uaensevessruumallagansaumenis idaulusedmnd

Ay, doaudeldaulimsu Wellnswasuulamloursmssnwinnusiunsasnse

ATAUNAYDY T, TINVBTUIENaNIZNUINNSUABULUAIRINE

nsudanansallaiund

Alfnuspaudamnnisalldunfidumnalulagarsaumaninusiugeaned sy, fvualaedifian

ASAMAUAUNEINY

24.1

ANUSURANIUNYMINY

ulsusuazuuiUfinlunssnwanuiuasasadeduasaunadllldnolmanans
yangranefivilgldenuiiiauiagliufoamuuloneuaswnufolunmssnmmissiueg
Uasafuansaua uazdldunnaduseniiadlisuiumsla g mengranese s Sl
UftRnussdeuil uiegndlsfmumndldnunssyhmaasidianiensevhiiamanleuns

waznujuRlumsshwanuiuasaendvarsaune e1aluanuianiaiveuasdume



24.2

A a

Tignadlnwmaddels svu. ldfidrusuiaveudenmsavlianinddunislayarfinain

nsldszuunsuiames

M siasaninenseinin

Jldnuiinsgsinanuiia dvm. szfingaudnsnsldaunareraduanuiinmaite wie

AnuAan NI Agates

1) winew/gnisiduvieasdnulovensinwmusiuasuaondevesszuumellad
ansaumA svhL. dosgnaslnumansyuIunImateves sy Sudengreneiifeides

2)  mihenueuendingziinuie %ﬁimwmuﬁszqiﬂuﬁ@mﬁaQmﬂﬂaau?m'é

N5l sawdaidunsaungrEnene1tes

nsauanvison1siUaEUwUAINITIY (Termination and change of employment)

Wafruantifausuiinveullieduanrsoldsunlain1sdnenu Feswludensauninddunas

A1508ANBUANT LUNNTIIND

3.1

3.2

3.3

MIRANTAUGANT ORI ULUAINTINNY

3.1.1

dreninensyaraisandslithemalulagansaunansiuiuimnnidnauiinisalsen
Tonéne nBea edeTin Werheweluladansaumneyldnsndeuwazuimsinnisans
Tunsinfsszuumaluladasaumea

dre/didn Adrfuguanuiiinisindrmiisnunsuen Fosudelidomalulad
a’rﬁaummiwﬁumuﬂsiﬁﬁ{{%’u%’ﬁamauaﬂguqmé’iyzyﬁﬂw%aﬁmisml,aﬂé’igiyﬁ'm
deld dnn. asrsaeunisldussuvatsaumanazoenaoudnslunisidiiessuy
ANSEUNAUDY T,

MsAuAUNSNEVa 53,

v

(%

HauasEuUdamsRaauivesunAudumIndves sy, 1ndldau Wemsduasvsenisiasuuuas

AU

MInennauaANSlUNISIND

331
3.3.2

333

Hauaszuudosnenaoudvslunad-feesldnu dedugaviewdeuutansineny
MMsoenneuAns s EmnesNds nanieam (Physical) wazn1emssne (Logical)
U Neyua Unsuanenu Unsusedidagldau uardnydglden Judu
Tunsdlfgldnufiduandodsumamsin SmsliaBdldmusuiu (Shared user ID)

v v W 14

fuglfanudu gUshutyndealdeusiaduiuindndugariolfsuwiamnisiney
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WA 7 Anusiuastasnienisnieninuazaninuwinasi (Physical and environmental security)

wuaUfUA

1.

o
o

AUATEUU Aedeenuuy wazfnnsgunsalvsessuuaiuayy (Facilities) iedesiuanuiuaslaonsiy

9

e e

AuMenN W gunsaliumas ssuudsediniin isesiulaliiih ssuuuueinmiAkazaIuANANNTY
sEuUWauA: uagdedinsinzeinwegadase
AuaszuURasRantgUnsalasaumaluguin (Rack) vidoanuiniiainuiuasasniouaziinslnton

Y 9

eXp eXp

Auaszuy feainslesiuaandanldiensdearsviseansln Slndinsansudayayia (Interception)

a

visellmudemeaiieiu leasfonfuanaindeiuvietesanevsemaiuaneiiduniasnsoanmsidnag
wegliiifuanerinuiuiinddddesesisay sawaeadadoansuazanslwiihdosuonaniulaed
SzogiaTiTay

mstruaUsnaiifinsshwanuiuatasn S

fuafufivesszuuimalulafansaumang 4 sgnamnzay Wedunsithsets muay mssvea
siunsuaonisangililisueygn swstlosfumnudsmeay o fenaietuld Tneudwenusnaiug

THnuszuuweluladansaumasandu

o
a o

a1 udviheru (Working area) mnefls WuiRnsaiesrouiamesduyanauaznenfianofnnmi
Usgdldzingu
42 fuiidaiudeyaneufiumes (Data storage area) vaneis Aufirudvostoya (Data center)
srIuRuNsLiioan 81A13 danud
51 dwundvisvesgldnuuagmissnumeusnlunsidisanud Tneuvsuenld il
511 fouaszuudesiinuadnsungldauifansidn - oen uagdnuatisszeznaniifians
Tumsidn - senuasiiuildaussuumeliladasaumaogadaian
512  Wwthilsnwenuvasnsds (5Un.) axdedimienuneusnyieyanameusnuantng
fannsnszyfanuresyanatu q feudisenaisues s, 1wy Srsussdauszevu

Tuougndul WWusu udrduiindeyatnsluayatuiinvisesyuuauasaune



5.2

513  wmhesnumeueniindesesesindasiinse (Visitor) ssqaiianansadiulidaaunasaiia
flaglu . wazAutnggAnse (Visitor) fousenaIneAIsves T,

514 Wmihiisnwanuvasnds (Un.) desmsieasuiiinsie gunsal nouasansendiayn
Tuiinvisesyuuasaumnalignsas

fauaszuu desmuaumadi - senftufifaiutoyaneufiames (Data storage area) lalliglaidand

\ddald TnfuuaiiufinisdaevaudiuastuiinisinisuvieUsenougunasiansaumna

(Unpack Area) ﬂ'auﬂ’wLﬁwﬁuﬁﬁﬂLﬁU%’agaﬂauﬁama% (Data storage area) WagfoIAIUANNIT

i - pen LlevAnABIN S TesTUUMsAUMALaz TeyamsaumAlag lailFSuoya e TasuFoR

ANUTURBUN Y. ANUA
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WIAT 4 NTUIMTINNIINSNEAU (Asset management)

wuIURUR

1.

wihfienusuRinveusensngauaisaumea (Responsibility for assets)

11 Wweslayauazgguassuy feesiuiudnvidydninddu/meilouningdau (Asset inventory)
waznumunsfounindauegnaleslas 1 ad viedlefinswdsuudadidtod

12 Wwesdeyauazdguaszuy deeszyidivemindauasaumannsionis esuinveugua
AnusiunsUaansuansaumanasniasenygnsldny

£ [%

13 Wnesdeyauasguaszuy FesSendunindaumsaumaioduanvioifeuntaimsineny

14 fdnudeddmingduasaumeaves . ogasziinsg Ty uadldifeufoReuves s, wihy
suvdofiRmungmng sudeu fetadu wazulvune ves vl

MIfuunUsznTamIndduansauma (Asset classification)

21 Wnesleyauasiguaszuy FessuunUssamyingdumutunoudl sy, fsua uasnuvaums
Fuundsnanednaasiiame

22 Eweroyaussipuaszuu desdeitedonsndaumamumn (Labelng Widamu wiouidaiilinnsns
guanisieriiuataenasaumaTidenndasiuUssammIng Aunse AUt uedud i,
Avun

nsdnnsdetuiindeya (Media handling)

31 Wiwesteya fauasyuu uasdlinudesmuaunisidnusardnfiudetudinuuuasaviasonias
fuisesaenfiamosle (Removable media) mud sy, fviun

v o= Y

32 Wvedeya Hauaszuu wazgldnudesiatedeyadidglugunsaldetuiinteys uiludeya

Y

Mutunoud sy, dvue taeldanansadrudeyanduinladnieuazindngunsaifnainse
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Usziandatuiintaya Wihane
ATEANY Tunlgmsainangenans
Flash Drive 1) v‘hmasﬁa;ﬂauu Flash Drive muunsgiu

DOD5220.22M ¥aIN5ENFHNAMUENTFaREM
Fulumsdewivdeyaiiuvaissou
2) W yuviseunlidenie

Wiy CD/DVD TiuaIeiAsoinaeLenans
Wy ey unseualidemenseninans
ginfan 1) vhanedeyauusnsafianmusmsgIl

DOD5220.22M Up4NT¥NT 1N NENITFOETN

Fadumsadewivteyanuraleseu

2) TEvuviseualidene

Wivestoya fauasyuy uaedldnu dedmstesriudetuiindeyalidaiuieyamsaumea Tunsdl

Y

1% =

nfnsedeudreatasiunisdnielagldlasuaugia gninluldnuiaingussasd sauds
Jestudeduiintoyalalilasuanudems lnesnwiauvasadeaisaumaniutunoun sy,
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WeAIuANMIIAM Wawn uarrssshwssuuansauna lnisivuauasnmsnssnwianuduag

Unondy wetaaiurnuiianain gayvne wazsmsasuwdasuilussuy

HiuRavau

LY

WUl

e eXp

AUATIUY

31989119537

vnan 10 lassasansdovn mswann waen1sungssnwnsyuuansauma (System acquisition, development
and maintenance)

WY 11 Anudunusiumisauneuen (Supplier relationships)

wuIURUR

1.

AUy Aespuaulvidnsimusdennasazanuiuiaveuiingitesiuanudeswiuauiua

Unoadvansaunaasludyaiudiiusnisaeuen Inglinseunqusiuiiaguinaiene

Y

C YY) v

Wudyrresmurdlyivennas (Sign off) newEuldausyuuase (Production) 3eneusy Go live

e eXp

Auaszuy AernvindeimunlagsrufansmuguauiuasUaeniun 1w saumAnaena et uuleuy
wazhuUfURAuANiuntaenfpansEumATEDIANT W A5 skuulasndeluniswaunlusunsuany
1105574 OWASP (Open Web Application Security Project) Top 10 #381195§1% CWE (Common

Weakness Enumeration) Top 25 M%ammgmﬁﬂam%ﬂumﬂa

[V =3

AuaszuufeseanuuulasEnIsinIessuunulasiaueUsAudysuiuveuneulsy Go Live

A o
= « a a

AUATEUU ABalin1seanLuUsSTUULBnTIvdaudayaiiazSulidueundindu Joyailiinainnis

e eX¢

' v
v = = o Y

Uszanana waztayaiogseninanisussaiana ensamuazlesiumnuligndesiiintuiudeya

u

v

Wi ndeAuTdu (Buffer overflows) nsldudsiiaussinn uadedlunasnislesiunianiunu
ANHAIMAITENININ1TUSEINARA (Rollback)
Hauasruusiosdinmanmuaumadifauasmununmafeunlanieutlsruunudunoud v, fwvuaiile
muqmamwuﬁﬁm?’fu

Jauaszuudssirinliiimsidsuutadla 9 sdewemsiuasildau (Software package) Insiasuudas
s uduminy UAYAIUANYN naidsundasesnadunamuduneud s, fvua

o
2 1w

AUaTEUUARIINAANTSNRY Source code halaamegniianswmintu

e X

@JLL@S%UU%J%’@VT’I Source code review LlavdaianaIAnIedRaUnARarUSUUTY Source code

TdAn
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17.

18.
19.

20.

21.

22.

23.
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AALATZUUABIATUANNITINAS Source code HutRInIsidiuntUaandouazidutomien suu.
mvualrldanuingy

I3 1

guaszuudesadedeyadiuyana (Data Masking) TativegluszuuuasaunafIgisnisi

X2

N/ UGN

o w ¥

AouaszuURoLanideyaveslinueg1sianu wu nstatedeyadAnveldau (Sensitive data

masking) tUugiu
nsflvesuoundindunldiuiiugunsaliafoun (Mobile device) Widguaszuusniums Ml

o w

131 Undamineidlegaueundindu (Application blurring) LﬁaammmL?%mﬁﬁi’iagamﬂzyﬁuaq {lduay
$ilva

132 Yednsdminensndeusnisineuaundndy (Application permission) Uuqﬂﬂiiﬁm?{auﬁ
vosglinuniniisniu uardinssvrunsmuniunisvednsiulssdniletestunisaziingns
Anududivosyldau

Aauaszuudinsnupudeyaiithanldlumsvaaeusyuy (Test data) agrammnza Taglsihdoyaasen

nadeu nssidudeddtoyasseaslasveugndeyasinidvesnauiiuildau wagvianedeya

oEaEaANAITURauT T viun

Hauaszuuivalenszuuasaumadmiunsiau naaey wagldnuiieenantuiieannnandes

Annnadsuuasszuuasaumelaglild Suoyam wasdosinistmuedvdniaddesuuansaumnead

fann veseu vielinuase Mssuuasaumall ussnsufuusudlussuuasaumaiy

AuaszuuRainsiutunsun1saaeusruvasaumanauinlulduase Midlunsaluiuuseseuy

e

ansaumARNLazN SR STUUATAUINALY
fauaszuufosiamesensuafuussuuasaumailiuinig (Production) maduneudl sy, fsun
uasniiadvmsRadereniiftelisruuasaumerng q faugniesnsuduuazinidetie
puaszuUSaseensua ST lias dadvavsinfadunssuasaumailiuins (Production)

Y

e

waszuudsemiugualiig Suis Jifnudyayivietennamisiiuinsiszyll lneaseunquis

e e @
fZa0)]

|
o

AuaNuuaUaenYEsaUNe LLasmiﬂﬁﬂ’ﬁmu{?umauﬁLﬁ'ms’u’awm 9 91 59 fvuald
Aauaszuy Fosfinm psvaeuT eI ietufinnsliuinsvesyaravievisnumeuenitliinisun
whenumudygidieguaiiae

fauaszuy dosqualimingauasaumaldfumstisainyuasdenusuniuaudiomis suagasd
nstuinUseiansvihnuiauni nMstseinm LLaSﬂﬂiﬁﬁauLL‘quﬂﬂiiﬁﬁu 7 g1saIAND
Houaszuvasdedavodimvesuuasaumeni seiuanuguussussivingd (Gitical uaeseFuANLFULSS
sedfuga (High) iavmnrauthluldanuaia (Production) si¥eriouidy Go live Inslamzszuuiliuinig
Hasetnedumeditn (ntermet facing) warsvuufianuddsenisadurues su.
Hauasruudesfiorsandontd Version wes Software fafl



14

23.1 sl Software WRaanlglunsInmusaimuIsE UL 8689 INaN1SASIAE0 UYL ILATHANTS
VAABULINZITZUUNIUTENOUNSRANTANAAENNesTuTes Software dae wiotestulylviAn
FodlwiiusadieannszanlunsUngesluiiug

23.2 nsaldu Software Alsiaetinrldanlidonld Software nosduaran
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nsauANNsidfeszuumalulagansaumd
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ngUszaen

v o w

" iemduaumsinfesruuinalulagan saumaneuinisimueans dvuadssinnvesteya dna16u

[
=2 g

AYWEIRYMTORIAUTUAINAUTRITRYA SERuTuUNITdnTs naiddld wazdeanisnisiige viall

D¢

L)

Wemuauuazdeaiunsidnie n1sasd uaznsuiluszuvansaumaves s, Inglalldsueyyn
{Surnvau
" dauassuy
" wereya
"l
31989119537
" el 5 MsAuANNEdd (Access control)
" yaedl 8 Anuuataenfudmnsunssiiuaiu (Operations security)
" yunadi 9 mwmﬁumﬂaaﬂﬁaﬁm%’umﬁami“ﬁaga (Communications security)
wuaUfUA
1. msmuaunsiifiassuuansauna (Access control)
11 Weesdeyauazdauaszuu destamdudmuadvslumsinfeszuuansaumna (Authorization matri)
fmnzauuazasaadesiunthiianufuinvouesilisu uaznumuiledinsvasundas
1.2 Wweeyauariguaszuy fesTiuiuiivunsyaiumseydd (Authorization level) nMsidndiasyuuy
walulagansaumne
13 Wwedeyauaviguaszuu desdalitimsudsusnmihiiainuiuiinvey (Segregation of duties) Tu
msdfsszuumaluladansaumeeg nawsnzay Wy fmsuduenvinfissrnensudemsszainng
dhfauagniseydPnsidnde sy
14 nadlvesweundieduiilinusugunsaiindoudl (Mobile device) fauassuuasufji weil
1.4.1 111'6)1,;iymiﬁqﬂﬂ‘iiﬁmﬁ'auﬁﬁw’iwuﬂﬁﬂam’ﬁé"laﬁﬂ (Obsolete operating system) LUlE U
weUnaLedy viavmneyqwlildusmsldmstiinnsnssesiuiiieanmnded s, axlé3y
safsannansenusedldaumumumIzay Wy Mafinasnstususinu Wus
142 ldeugwligunsalfifinisuduusamsdrdassuuufiiinig (rooted/ailbroken) iildau
ueUndiadu Wieanmundesiglivszasdfamnsadnideyaddyvosltonuazaziia
vievanidesnnsmsmasnmansiunsasaden s, Awunly
143 lioyaaligldanldueundiadunesdudining s, fuun dieliueundinduiinig

SnwimnuiuasUasnddulununinsgiuves swa.
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JupsuUfifiienisdniiudeya

Y

£ (Y]

esdeya dauaszuu uazdldan dosUjoR il
151 ulsUssivdoya Gl
1) doyauazansaumadmivatvayunsdadulavesiuims 1dud deyamsauman
anuddndeiinusnduseimidesdinauetidlnddafiousznounsinaula
Weuleuty AMvuauleung WagnITIURUTBIEUSINTIEAUES
2)  YeyauazasAUmARIUAYLBENSAEnS (Strategy data) kN Teyauaransaumeids
Aymsiiieaiuayunisiiumnsiushauazvismandues vy, Irussgdmng
swidoyafmeunsungsuuimanisuen
3)  doyauaransaumaniatuayunisufifenuyszdn (Operation data) léun Teyad
atfuayumevinawluves sy,
152 daudsszauanuddgyuestoya senlu 3 sediu fie
1) douafillsziumudfapnn mnes doyailddmivatuayunsindlavesiuins
2 deyafillsziumudfaiunans vanefls deyafildufiRnuamengunu wun neq
vsorhenegluasdng
3)  deyaiiszfumwddylios nuneds deyaiinidnau/gnirenielu s awise
whilesuiulavseanunsaweunsla
153 dautshdutumuduresdeyanud sviu. fvua

1.54  IQLBUISEAUTUNITNDS
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1) s¥aU
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W wSuduIng Whildldamudunanihfiuagasanlasuteuning

e

[ o

2)  sivtud iU uRnunill diieyanldsuseuenemugunavtiin

Qe

(% o

3)  sgiutudmsuduassuuvsegilateuning HansunsusmIInmsseuuwasidnge
Joyafl A sULoUNNEAINEIWIINTNT

LN VDI YALAZHAUATEUUABIAMUALIA NS AT EUUA AU A

¥
[N =

Hauaszuudasdingesminmsidniassuumalulagansaunanuyeanig fadl
1) A3enenglurey T

2) ATRUIWALUDN TN

3) nsetneduiidnlil 1wy suuieSevnedoansdoya GIN
fauassuusioatifugua Default permission wedlld (File) uae Trlaino$ (Folder) fiasadulsis
mssinanslunsitae

WUDIVBYAUAZA ALATEUY ABIasaTannunig o Nilkanngmneduneitesiunssnm

va ¥ J

ANUTUAIUaRASBATAUWIATEY SN, WU WIzsaTyald Yermunnengvine denivunludee



17

uazdamuuansuAmNsuAsUaend By o uAY o mundvian1sINtsE SaumMALAE YUY

waluladansaumaAvod s

1.10 ¥vesdoyaiaziauaseuy feslinsaeuniuanslunisidifsssvumaluladaisaunaotng

alwaue wieunadineeudvddlenumiudnsiligndewnudvsiunmsidngs (Authorization matrix)

miu%miﬁmm3ﬂm%’15wawﬂ%’mu (User access management)

Tiinsmununsamadowdldnu nsusmsianissiaiiu msuwsmsdanisdrsnisldamussuumalulad

ansaunNA Wagn1snunIuansSNsIintave it

2.1 m’ﬁawuﬁﬂuiﬂ%}ﬂ’lu (User registration)

2.11

212

HauaszuudesuImsiamsuazmuaNdadderlten (Usemame) Tliinsldandadde
fldanudniu il Tudiuveswiinau/gndne svu. Wiwusdefldu (Usemame) anu
inpsyuemvenedidnvisednd E-Mall) Mdluosdng

Wvestoyarealufeysifinisairstaddldnutingn (Temporary user) wazsiosdnin

1 v I Ao &
ﬂ?ﬂL?ﬁWﬂ’Wi&L‘U\‘i’]um’mﬁ]%ﬂu

2.2 MIVIMTINNIIRaRIU (User password management)

221

222

223

224

225

226
2.2.7
2.28

229

2.2.10

AauaszuudasivuasiaiuuuiinTlagldTsmsdu wasdeiulilinsdeusdeariu

A

o ldeuthldnussuuluasausn

ALATTUUABIMUUAAIINYNIVDITHARY Giai]

ey

1) HAWASTUUIANYNIR819UBY 16 Bidn

Yy

2)  Hlgeulinue1Ing19tes 12 vian

Y

e

AuaszuufssmuualiiinsBuduiinuwuunatedade (Multi-Factor Authentication)

ATUANULUANTEN

Q

£

Aauaszuudesimualisiaiuiianududeu Ineusenausie dsnys fuay uasdnuse
ey WU @2) 09) (@, #,8&,“, % =<,>,%,5,+, 7 Judu
Hauaszuudoatmusliinisudsuudassiariu dad

1) fauaszuudeatdsusiiaiun q 3 Wey

2) fldnudesdsusiarinumgn 9 6 e

3)  flfudeszuy (System account) TiIsanuasusiasunuA WA

wasvuudRsMvua N s siateyasianuluseuy

e

wasEUUResdnlrEnIIAIuAN AR UBE 1 TNIA

eXPp eXp eXp
e

waszuUResdndsyTverldeu (Username) wagsaniu (Password) fe38n159

e

.
)
©
o]
)
e

AALATEUUABIAIUANUATEUUULURNS seuugiudeya uazssuusuansaumna
(Application) Adaudadildnunassaruegradune Tnebiddddamedauaszuud
I§suaynawiny

dauaszuudesimumismesenssuumstuduimuiiuasnds Wy nsdifidusiasinu
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2.2.11 auaszuudesmuualiglduinis ldsiarusgadunslasndy dsil
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[

nstwaUnawmTunall

1)

2)

3)

fvuaANNEITERIUDE1ates 12 dn JsUsznoude fidnus fiay uaz
Snuszivee Wi -2 (09) (@, #,&,“, % = <,>,%,$, +, ) Jusu
swasudesliidudiiaaanldde 1wy disglunauiynsy Je-uwana
SuifloutiAn fieg vidowueslnsdmst iy

ivsuliuAsusiariu edtueg fuauadinslalumsdsusiariu uassuy

Assossumsasusianulunsddng o awisnsivasnsy

nsdluaundwnduildnuriuginsalnfaui (Mobile device)

1)

2)

Arvuasian1ulaeld PIN code wSosWan1undudou (PIN/Password
complexity) Tnansel PIN code Aaslasianu 6 nantuld
LideAulviasusanu vedvueyiuauadaslalunisiwfsusianu wag

szuUAessessunmsildsusiannulunsdlang o meisnsivasnde

2.2.12 douaszuukazglteusedddsiariiuegauasnsdy Al

1)

2)

5)

Fostmuasiasiuiliamsanmnildie Wy dieglunauynsy “querty”
“abcde” “12345” Fo-uwana YuieuliAn fieg vioiveslnsdmi Wusu
Aesldldnusianulaenssuiumadildnuleedaludd laun n1simuaei
“Remember Password” 1Jusiu

Foafusianuliidunuduianzyana Liameligdusunsu uadl
faisvianindudnvaz o 1wy Ranisiar el aumay s
#oslailiva TP efldsmuazsiarusiufudiugdu wiiyddedldnuazlssy
mssygnnidesdedldauyanatuin
FoadAsundassiarudlefimsudaieuninszuy vieasdoirsiaiuaiilng

UARAADY

MIUTIMIVMIAVT (Privilege management)

19

%

231 gUirutgyydesimualiituneudiRdmiunisameidey mafinaoudns n1s

Y

Wasuulasdns wasnisnumudnsvesdldiueganduaednualdngs

232 dmuednsiunzauiudldnunuanuinduiaraensdasivniianusvinveuuas

v @ va = a a £ a a £ 14
FaiudseR (Log) MIawmzileu nsidinaeudns wazniswisunlasansvesldnu

233 W1vesleyauaviguaszuy Aesdnliinisaivguuazdrdadanslunisidaussuuny

Ay dulunsidauvingu

1)

)
3)
)

s,
¢

avislunisas1adeya (Create)

s,
¢

avslunisenudeyanseisunateya (READ)

o,

a a

avslunisusuugatoya (Modify / Update)

avislunisauteya (Delete)
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235

236
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5)  avdlumsueumnednslunissiiunisun (Assign)

6) avslumsiusesanugniesasuiuvesieya (Approve/Authenticate)

7 liffans
Wrvesdeyauaziguassuudondudeydanisliandideitrisansaunaniaszuy
weluladansaumele 9 eghaduarednwaldnes
Wiwestoyauazguaszuu desdrindugldanuiivivi i dudlranstudldnulides
flapmnueavsnzay
W1veIteYAkATHARATEUY AasdninTrerianisidaussuuinaluladansaunaves
¥, uivtheuneueniidiufoRausuiu sy,
dwestoyauardauaszuy deadaliiinisnennouriendsundasdvimainfieiui e
Flénundon Wasuuamihfiauiuiiarey Wasuudainisinsau vielifininy
Sululunsldnuszuumelulagasauwme

guasTuudesaunsessiumsldnuansvewldeiuniuszuy (Default user) Tunsalitdl

ey

AnuIdudesldaudesinrunsianiuegesiuasUaonsiy

nMsnumudnsnisiingaveldan (Review of user access rights)

24.1

24.2

WveslayanazEnuasru Aesinsasunudnsnisidnfieesldaussuuidle snu. d
msdsuwdasszuuinalulagansaunavielasasnieains

Anuaszuu Aesdimsasumuayssiumsltnud i ldamun bilaldamuiu 180 Tu ynngldamu
Aosnsnavnldnuazfosdududnuli dvm. nsu il syezanfldlalduve sl

[

Hldaue1az Nl Auldar sEUUaTAUmA

Y

3. mytesiugunialiilififaua waznismuaumshindunindasaumaddgylilunnlivaenss

3.1

3.2

nstlesiiugunsalnlififgua (Unattended user equipment)

3.1.1

3.13
3.14

douaszuusosdnlifiinmsnisdmiutesfuszuuneuiinmes ssuuirdetiedeansioy
wagszuuwmaluladaisaumnd lnensiinuaaA1ueeszuu (Configuration) Tiidin1sden
iheedmiugunsalfilsifininsugua viedengunsniogiaue
Jldunazmissnunieuen Fesdenniiaesnludfdlelifinisldauszuumalulad
asaumATes S, Auszeznafifivue nedesinwiee (Screen saver) §alusl
vdsnilifinsltnueesfiamesiuszeznannumii 15 il flfnuasmienumeusnay
Tsusslsidedinmsldsiariuiignies

fldnusios Log out senmniatesresfiamesiledirnusndudiosasiineiomoniiomes
Jldsmdosdostuldlgduldaunsal Wu ndesiivia ta3esdiuitonans ndesauny

wenanstaglilasuousnye

s

mim‘Uﬂ:u’?iuw%f‘wE?miaumﬂLLazmﬂ%jmu%UUﬂamﬁ’JLmai (Clear desk and clear screen control)

3.2.1

322

Y Aaa @ ]

AR udnnderimsliiiySur sreulumn uase T MsSU - dawind viewmaned - een

Fudeseeaniinsyuureuiiames (Log out) viuil Weduludesaseiislaeliiifaua
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323 gldnusedaiufeyadiAgueniovnn waslesiulifinnudaensdeeganeiios

Ada ¢

324 gldnudenitenaiseendniesesfiuiviufinfiuiauad

NSAIUANNTINEUATEUY (Network access control)

Tdnsauaunsidauuinmsesedie Minuaunsiigadimnudmivdldnunegneusn sy, ms

muRLMsiglimugUnsalumeietie mstesiuwesn (Pord) Ml¥dmiunmadeuwasUTULASTYUU N3

WUIKENLAIRYNY (Segregation in networks) BE1MANZAN N1IATUANNITIBUABNIUNATEVIY UAYNIT

ATUANNISIVUALEUNNUULATEUNY

4.1

4.2

4.3

4.4

4.5

4.6

AMTMUUSNNSATNY (Use of network services)

[ £

411  HOUATEUUABIATUANNSIHELNTUNUNITEUULIATRY BdBa15TaYa (Network diagram)

s3delaseasng IP address ¥o5vUU Uaziipgunsalansaumeawignlilasuaygynvie

WgueUen

412  fpuaszsuudiosmununslifnuszuuienedomsieya Wetesiunsidiifeszuueiote
domnsteyauazinsvessruuiaieriedeastoyalaglaildFuoygn

413  fuassuudesmunumadensioriotnameuen wieltnudumesiln Ssoradudesmals

miguAsuenidIfsasaumnansaszuumalulagasaumaves sy, lnedilasy
UM
4.14  gldnudewdnnudszasalunisveldnuuinmsiesetioun dvv. waganansaldusnis
w3atnglivaannlasunseydiiain wnm. uaa
415 o dedildszuuiaietnedeanstoyaiieduromdumsiangszuy (Hacking wiens
aunuadlmivessyuulnedlisuau e
msfigatsmmeslinuiieg mousn sw. (User authentication for extemal connections)
Hauaszuudestmualiiin13igaufInuN1uIEUU Active directory 984 sy, fouauy1ali
dauilognieusn s, Whldauedetionasszuvasaumnaves s,
ﬂ’l'ﬁﬁqﬁ]ﬂ@f’mu%ﬂqﬂﬂimﬂuiwuLﬂ%ﬁ]‘tngamﬁamﬂa (Equipment identification in networks)
Hauaszuudesimunlitimsfigadiuesgunsafluszuuiaietnedeansioya leud msnsraaeu
MAC address
mstestunesaiilddmiunsinaeunazuunseseuu (Remote diagnostic and configuration port
protection)
Hauaszuudessziuuimsuaznese (Port) Alifinnudndudeddduundesnoufiamesuie

aunsalASeTNe

]
17 £

l}uJQLLaix‘U‘Uﬁlaﬂamﬁg\‘i’iwumaﬁﬁmmmﬂ‘gﬂ (Instrusion prevention system/ instrusion detection
system) U093 UULATEVY

NTLULNLATOUY (Segregation in networks)

4.6.1  HAuATTUUARIIAMAINISHUIMENIATEY IR INNGNYR LY visenduvassruumAlulad

a1sauwe Weauaunslidnuluusiasinevisgesag 1amunza lngiansnnanay
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4.6.2

4.6.3

21

foanslunisiinfateya seAuaud1AyveItoya SIUTINITHIITAUIAIUTIAY
UsyAvBnm uasnansenunsnuaTsasnfodeelul
1) ietneiteygalidndannmeusnuagiietneildnegly s,
2) n3et1sueundindu (Application) Aflarudrfyfuindetnedu q Al
ANEIARY RN
3) iesededmIuLAsesliiuInig (Server farm) Aui3etnsvesdlday aasiinng
Andagunsnifianunsoutaneniadotnsld 1wy Firewall 3e Switch flamunsn
WUs VLAN 1o iJusiu
Hauaszuutzimmadunauueietefidunn Wedinmsdhfeszerlnalulameiedete
firumiyii

ey

f
ALATEUUABIAIAT (Configuration) aUnTaliATetne wu Firewall w38 Router $ilvianansn
UImsdansanneuenesetiels duusilunsilanidudsiesldsuniseuynainggua

EUUWINTY

m'ﬁmuqmm%awiawLﬂ%mha (Network connection control)

471

4.7.2

Hauaszuudesiriamsldauaietsveslinulunsioudofuiniotisves . wWu
Router 3a Firewall tusiu wiousiafndaszuuaunuiitondunsosdoyadisu - 41 1oy
Web filtering, E-mail filtering \Judu iievhlinsdeuseiiniudasase
Hauaszuudasinia Frewall ssviaipotnees swu. fuietianisuen el n1sfass
Firewall fasfinnsnniFossasielud

1) msdeefiun1sasnasanateuen desgaimuslildidunisiiiag First tier

'
0%

frewall fiflanusiunsdasndoiiiadesfunindduaisaumeaves sy, uaz
Tnssasitugruiiaruddyanmaddaildlésueyge

2) Firewall fosszyianunazfigavinuvesldaunouiiazliansnnsdif
Suwesivla (Interface) Wion15UM3IANIS Firewall

3)  Firewall Hosharnlifss Sty Bglfnundanniinuneeuiiondigszull
duga 5 af mssnidnnsssiudesdudunslng s

4 llougwnliigaudinurun1aBumesivg (nterface) 11330135 Firewall 311
sveylna (Remote)

5 gildunisuauminen dvn. winjuiiiandfesiddsunisiedduni

Uaoanauy Firewall

6) Firewall fosstaliufinmmmsaiduanusiunsuannsie
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74 midameteyaansaumalaglilaiuayyn

75 nsdhisdeyaasaundalaglildsuaygn

7.6 mahdeyaasaunanduinldinilaglilasueygyn

Wuesdeya waviguastuu desdimstestudeyaasaumaiiimsmeunsioasisamy fldnsudly

WasuwUadlaedilasuaug e iWesnwinugniensuiiuvestoyaansaume
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dufl 15

N13AUANNTSLT59E

[ 3
3649

Weliimaihsviadeyaeg mnzauazilusvdvsnalunsuntesmudu Jesiu melaeuulasleya uag

AIUANANILQNABIVDITBYA

HiuRavau

e

AuaTZUY
\Wvesteya

Al

31989119537

Wil 6 nswsiadeya (Cryptography)

wuIURUR

1.

o '
o [ =

Wivestoya fesdisa visensldsiariudeyadidinnselindvesesdnsmussiutuanuduiiedesiu

o '

ALITAVBNEY sussleudndienssnyIATMUEUTEINITIVNT WA, 2504 UavALTUADUN SN, fYun
Wvesleya Hauaseuy uaw I nudesjuRmussilouivemsinmenaduresnes s we. 2544 Tuns
inmsdsanldiudeyanduemuduazsioddisnsdhsda (Encryption) Mlusmsguena

1%

Apuaszuy fedldiBniaidnsia (Encryption) Mlumasgiuaina vindesnisldguuuunisidisad

v A

WauUues eliiuladndunewds (Algorithm) Alglunisidrsiatuianusiunilasnde fadl

Uszinnua / 3snsidaeia inauTidum AUE1INYUD (9E149108)
NEYLALUUENNIAT (Symmetric) AES 256 bits
NEYLALUUBEAUNINT (Asymmetric) RSA 1024 bits
A5 Hashing BCrypt Cost Factor 10 Fuly

ALATEUU ABIINITNUNIUTURDUTT (Algorithm) uarANE1weINuInIsiaeteeelay 1 AT

e

=

Wialvgaunsasnunigeenuduaslasnse

AUATTUY Aasimualiiinsuisdanisnauanldlunsidngia Al

e

1 msafanguasiaaisnssitluanunniunsmstdesiuanulasasie

;ron

2 diefimsasinguasianilunguadu (Private key) amsdwweuliiuldivesnaualaenss lne3snis
NUasnde
53 posdabidnmsiududin Log den1snsadeudmsufianssusne o Anendesiumsdanisnauasia

ALt msshwianudasadelunmsldnunmua dsll
6.1 nunguasialuanuiiaends wu disde vsedetuiiniivasasde wavlifilasanunsadndale



6.2

6.3

46

dlelinmsTunaaanstsae (Public key) 1Y deuldnuaiasiigaunnugnioswenyiaisI s

(%

Ingaeunuiugdimsensiaaeuiugunulunissusesnugniesvednyuaaisisae (Certificate

authority) Mi@etielaliiu

mupunsldnusazdaiungualigenadosiunssneanududeyanun sy, fvun
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n1sigunsaldausiaunldeu (Bring your own device)

IngUIzeen
" fiemuaunsiigunsaldiusuidendeviednfeszvuaisaumaes sy, Aldlunisuinisdanis
spuvaITaumAves sl vieUfoRauld W, daditedestuivanauiienasziiaduiussuy
ansaumaves sy, sudaiietesiulilideyaves s fian1slua
{Surnvau
" ouaszuy
" g
31989
" vaneil 2 gunsalrouiase SuuuwAmLazMsUR TRmunszesing (Mobile devices and teleworking)
wuaUfUA
1. fauaszuvdesimusnuantfivesszuuufoRmsvesgunsaldusiioygeliihudeseniediia
syuuruansaumaves sy 1 Tnedeadussuuufiinnsilidrars (Obsolete operating system)
wazdalgsunmsatvanunisldnuandiveswdndum
2. fouaszuudesdinnisidendennszuuufiRnisveseunsaldumifieyyelvithundenseviednis
STUVUANTAUNATDS THL. LAANT5a1ad8 (Obsolete operating system) #3aL91909HdR S auailal
atvayunsldauuss
3. fouaszuudesinininislestuianid uaznsisasunisduian Patch ostuvesszuuUf A5
Wvasmanfnngslinsatduayunslda
4. fguaszuudedlioynneliigunsalfiimsuiuussnisidnfessusu§iRng (ooted/ailbroken) snifoxsio
VIENSEUUA TAUMAYDY TUA.
5. fouaszuudpsiluenintetnevesgunsaidiumifituideusevieiinfeszuvansaumavos s,
6. flrusinsiariusunsudesiutoursmuitoulad sviu. fsua
7. fldnudedlitgunsaidusiiiiafsueunainduuen Official store undausenioidndsssuusy
ANTAUNATDY TN,
8. fldnudedlivhgunsaidusmiifafilsunsuasfindedviundensoniodndeszuunuaisaune
Y09 TN,
9. #l¥audeesuinn Patch vo35zuuUFTRNITIgUAsald AT unestudan snfadeady
szuuUURnsiiwemandumidslvnsatuayunsiday
10. {ldudesdudusnunoudndsruvasaumnares s, ynasa
11. ;ﬂ%’muﬁmﬁ@@?& Network Access Control agent (NAC agent) 1438 Mobile Device Management agent

(MDM agent) @il sy, Awiua iiemuaun1sldaTadgwagmMintassuuasaunaves Wl
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¥ < 1

12. nsdlgunsaldudgamevsegnuluedldnudewdidauaszuulaeiifian iednnsdeyaniaived

Y

Tugunsalduivedldan

13, gldnudoadniiassuuansaumerad UL, KUYDIVNT SN, MvuA 19w VPN
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1.

FIYIURANTIINTIVHIUTTUUUINTUNMUIFIAR (BDS)
N ... AU e U WA

BDS Web Server (Server Name: BDS-Server)

A5298UNISNIUVBUATINTSWLI95 (BDS Web Server)

1.1 a99douneTtuvessyuuU)URng
1.1.1 Windows Version

U
1.1.2  Windows Update
U
asUnanisnsiedey [ Und L1 Liund
1.2 #539@euUNshauYes CPU
U
asUnanisnsiedey [ Und L1 liund
1.3 A57980UNTI9IUTDY Memory
U
asUnanisnsiedey [ Und L] liund
1.4 arnaeuiiuiimslfuees Hard disk
4/2567 1/2568 2/2568 3/2568 4/2568
Drive C
Drive D
U
asUnansnsiedey [ Und L] Liund

1.5 A919@0USYaLLRUANISTBUADLASDUNE
1.5.1 M579@dU IP address UpAIDIABUNULADST
su

1.5.2 MA@0UNISIIDURBAIDUNYNULASEY BDS Database Server
su

asUnanisnsiedey [ Und L1 liund



1.6 #1980V Log vaandeadsnies
1.6.1 Application log

U
1.6.2 Security log
U
1.6.3 System log
U
asUnansnsiedey [ Und L1 Livnd
1.7 asnvaeuiuiluaznavedeios
U
asUnamsasivdeu L1 Un@ L] Liund

2. ATIEBUNT9Y1N91UVBY BDS Application

2.1 R539@UNITNNU Service 989 Web server
sU

asUnansnsiedey [ Und L1 Liund

2.2 »339d9U Version U89 BDS Application
2.2.1 BDS Production

Path N9ALAY :

4/2567 1/2568 2/2568 3/2568 4/2568

version

2.2.2 BDS Test

Path N19ALAU :

4/2567 1/2568 2/2568 3/2568 4/2568
version
U
asUnanisnsiedey [ Und L1 Liund
Vo



2.3 AapUNMIdseddeuavad BDS Application

Path N19ALAY :

4/2567 1/2568 2/2568 3/2568 4/2568
Folder Size
U
asUnansnsiedey [ Und L] Liund
2.4 #3798V Log V83 BDS Application
U
asUnansnsiedey [ Und L1 Livnd




BDS Database Server (Server Name : BDS-GIS-DB)

3. M599FIUNTITNNNIUVBNATWTINLIDS (BDS Database Server)

3.1 A5IERULIRTTUYRITEUUU UANS
3.1.1 Windows Version

U
3.1.2 Windows Update
U
asUnamsasivdeu L1 Un@ L] Liund
3.2 9529@9UN5LHUYes CPU
U
asUnamsasivdeu L1 Unf L] Liund
3.3 ATI9dA8UNISITIUYBY Memory
U
asUnamsasivdeu L1 Un@ L] Liund
3.4 asanaeuiiuiinisldauves Hard disk
4/2567 1/2568 2/2568 3/2568 4/2568
Drive C
Drive D
U
ayUnansnsiegey [ Und L1 Livnf

3.5 P579d9UIT18ALLDYANITIIBUADLAIDUNY
3.5.1 7579@8U IP address UpAIDIABUNLADS

su

Y

3.5.2 NAABUNSIBURBLAIDUNUAULASE BDS Web Server

su

Y

asUnanisnsiedey [ Und L1 liund



3.6 759980V Log vouA30udinies
3.6.1 Application log

U
3.6.2 Security log
U
3.6.3 System log
U
asUnansnsiedey [ Und L1 Livnd
3.7 ayaeuiufinaznanyeaies
U
asUnansnsiedey [l Und L1 Livnf

MS2EBUN9Y1191UVD9 BDS Database

4.1 B5EBUNITYINNIUYBY Service Y89 BDS Database

U
asUnanisnsiedey [ Und L] Liund
4.2 synasumsldfiuiivesgiutona
4.2.1 BDS Production
Database file name :
Database log name :
4/2567 1/2568 2/2568 3/2568 4/2568
Database file
size
Database log
size
U
Ho”




4.2.2 BDS Test
Database file name :
Database log name :

4/2567 1/2568 2/2568 3/2568 4/2568
Database file
Size
Database log
Size
U
asUnanisnsiedey [ Und L1 Liund
4.3 n719dUN1SANTe3YaYaves BDS Database
Path 7idA4IU :
4/2567 1/2568 2/2568 3/2568 4/2568
File size
U
asUnansnsiedey [ Und L1 Liund

4.4 @319@DUNITYINUYDY JOB

U

asUnansnsiegey [ Und O] Livnf

AIIVFBIUNTTVNNUYBITTUUUIMTNUN UGN (BDS)

5.1 M92980UN15:911997U (Authentication Testing)

sU

Y

asUnansnsiedey L1 Und L1 Livnd

5.2 av13d0UUsEaNSnImMNITIAUIAsluNI TR UaLeINISIsenlTaL (Response Time) *
WNBLAR : ATIRdRUsTEEAUMIRaUaUsINsSunlduliamsiiu 4 Junil (egwtley 3 wiee)

Y

Response Time ...... N

asUnansnsiedey [ Und L1 Liund




5.3 AsradeuNsaaaldnusEuLaNsaume (Session Time - Out)
FLUUUIMSNURRIUNGINA (BDS) (15 Wil emuiiseuus M)

U
ayUnanmsnsisgey [ Und O] Livnf
5.4 AFITEOUNNTOONTIENU
U
asUnansnsiedey [ Und L1 Livnf

5.5 avvdeuALdDnAdemNInIgIunsiawLIulydnnneaudifeld (Web Content
Accessibility Guideline : WCAG 2.1) (eg91la8 3 %1190)

U
asUnansnsiedey [ Und L1 Livnd
N 1o HR5IE0U
( )





