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ANMUTUANTEUTDINULDY
11 msesnadeuRauiRvesaing (Screening)
denineinsyana vieda/din Affuguasuiiinsidamisnunisuendasasasy
AruaRvesadng (ansdmsihaduninnu gnd meideniasmuneuendiou fineuls
s¥l. sauviedAminAnyfnen) Tnedadnsdosliinenseinfinnguane sedou detedu wde
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121 fusndiieriuiiaveusuamnutiuasasnfofuasaummesnaduaednuaidnus
(Information security roles and responsibilities) wigldu lngimusliaenndas
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FunnuuazUfueny

whlildruugdimuulenenms$nnaruiurnasn foduansaumevos sy,
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Aguaszuusewanidayavesflinuedieiany wu mslatfeyaddyuesdlden (Sensitive data

masking) tTuiu

nsdlveseundinduiliausiugunsaliedeudl (Mobile device) Wifouaszuusindums el

131 Untavivoidlodeueundindy (Application blurring) LﬁaammmLﬁaqﬁ%a&aﬁﬁmaaﬁlﬁmuw
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CRRGRHRT LRI

B waafl 5 nseruaNnsidiie (Access control)

B yndl 8 Anutuataandsdmsunisaiiugiu (Operations security)

= wa@ 9 anuduaslaendudwmdunsieaisieya (Communications security)

wuUHUR

1. MseuANMsnfessuvansauwme (Access control)

1.1

1.2
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1.4

Wveadeyauazdpuassuu Fowumiuiwusdvilumad sssuuansauna (Authorization matri)

fmnauuarasnadosfuniiinnuiuinvauvesifin weenumudedimsiudsuuas

Wivastayauasgauaseuy sessumduiwuassiun1sousl® (Authorization level) msdifisszuy
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wazdarimuameiumudurclasasiedy 9 Wudu edwvusdnsnsdhiasaumnalazsesuu
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110 {Wrwesdeyauazgauaseuy aosdnisasuniudnslunisdrfissvuumealuladatsaumeasgna

aluaue wiauvainooufvisdlonudiudvsilignaeswmudslunadngs (Authorization matrix)

MIUTMISIANSNITNETalgau (User access management)

Timseuaunsamziloudlinu mavdmsdanissfariu mddmsdansdvsnisiiaussuumalulad

FTIUNA UaEMIUTIUENSN SRR g

21 msawzlougliau (User registration)

211

212

Jauaszuuseuimsinnsuazmunuaddodlin (Usemame) SlHdmsldudide
Pty e ludruvsanineu/gndne s, Wwmusdedldom (Usemame) au
wesguennedinvsetind E-Mail) fildluasdns

Wnedeyaseaufeuifinisaietydildnudingm (Temporary user) uassiosd i

YaaIns gLty

22 mMsuimMsIanssHaru (User password management)

2.2

222

2.2.3

224

2.25

226
227
2.2.8

229

2210

HauassuusaimunsiaN nwuuanslagliisnsdu wastiulilimswdeusian

u

o 3 v g &
diegldonunldnuszuuluaiausn

ALATEUUABIAIMUAAIINENIVBITHANIY Fall

el

1) gauaszuulianueniegieles 16 wén

2) gldvudienuemegeles 12 wdn
dauassuudpsivualilinstuduiinuuuunatedade (Multi-Factor Authentication)
AR
dauaszuusiesivuslvisiasnulenududou lnsussnaude @dhes fuay uasdnusy
ey WU @-2) 09 (@, #,&,“," ,* =<,>,%,5,+,7) Jusu
Hauaszuudesimunliinsiwdsunassianiiu &

1) fpuassuudesdeusiaiiugn 4 3 ey

2)  flfnudeadiusiaiumn 4 6 Hou

3)  &ldeudieszuu (System account) TRsanwAsu s un LA IMI TE

waszuusesivualvim s siadeyasarulussuy

[

uwasruusiasdalviiinsmuausviEitusgiduen

3

P =

waszuuiaedndeydTolldeu (Usemame) uazswariu (Password) aae3dnsd

o

. elp 230 el
QA D

©

po)]

s

or

AAKATEUUABIAIUANALATEUVUHURANT ssuugiudeys wazssuutiuasaumne
(Application) Mifmfiudadldrmuasrsiminegradunn lnglidddfaneauaseuud
Iesununymwindy

Hauaszuusasuuaismvsenseuiumstudusanuiyuas
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2211 fauaszuuiosivualiflduinng WsvakussndunsUaondy &
nseluaunaiedusialy
1) dwuaanuensiaiuedicies 12 win wszneudie fadnes fuaw uay
dnusziiee WU @-2) (09) (@, #,&,“, ", %= <,>,%,$,+, ) Wusy
2 swadwdedddifumiimaailiie Wy Adeglunauiynsy Fe-ummana
Fufordlifn fiog vieiuadlnsdwi Hudu
3)  hitfuliuRsusitaro et ueg fummwadaslslumsiousiain uarssuy
Fassesfumanuisuswasiulunsdin q fedinmsiivaenty

nsdlupundintuiildeunugunsalinaudl (Mobile device)

) AvuasHaitulaeld PIN code nSoswad1ufidudou (PIN/Password
complexity) Tnensel PIN code dasldsvaru 6 ndnduly

2) Litsduliudsusiadou fedduedfummadasialunsidousiai uas
sruudsseiunsisusiaulunsdsing q dreiinnsivasndy

2212 fpuaszuuuazgldousoddsimhuoganady dil

1) Festmuasiaiudliawnsaramldng wy ﬁﬂﬁag”iuwwmﬂim “qwerty”
“abcde” “12345” Fe-uwana Tudeulife 7oy viswweslnsdwi usu

2) dedlildeusiaiulnenszurunmsdildoulassalud@ 1aun nsivundn
“Rememnber Password” L{ufu

3) deufusiaruliifumiuduiewizynna ldlnmeligduiunsu uasll
Rl nludnuaslome wWu fuisfarinwdenigldnurudu dudu

8 sedaldvndtedldruuasiminusmiufugiu uihdaidedlvuarlisy
mssyywaIniesdedlfnuyanaduiany

5) deaAsundassiainudedinsuduitounnseuy vseasduirsiaduailog
YRSy

ar =

23 medwssamsans (Privilege management)
231 fUfuigudesivualiifunoul foRdmiunisamandou mafinaeuind s
Wasuuwasdvd LLasnﬁwumuﬁmémaa@ﬂﬁmua&mLﬂumﬁé’nwﬂié’ﬂm
232  fwvuedvisivmnsauiulfouniuausilusaraenndosfuniiienuiuiate uuas
JufAuuseR (Log) msamzifou msifinaoudvs uaznswisuuUasivivesidey
233 vesdeyauazdauaszuy sosialifinisaiuauuassiindnslunisldaussuuaiy
anudndilumsldnumhdy
1) Avslumsadredoyn (Create)
2) AvslumsenudeyaviaiFungdoya (READ)
3)  Avislunsuiuusedieya (Modify / Update)
4) avslumsautoya (Delete)
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234

2.38

236

237

238

19

5)  avslunsuauminednslunisaudunisuny (Assign)
6) dvslunsiusesanugniiesnsudiuesdeya (Approve/Authenticate)
7) lLifavs

¢
£ e U | £

Wivesteyauasdauassuudendufeudfnisidansiieidrfeansaumaniassuy

LY

waluladansaumnels  sdaluanednuaisnus

Wesdeyauavdguaszuy fosirind woudlfnuiivimi i udliavd fudldeinlies
figpauasmnsay

Whestoyauargguassuy fesdinszuznaimsidnusyuumalulaiasaunavo
svia. uivbsnungueniiiunUFtRnusuty v,

Wwesdeyauardguasruy fesdelilinsnonnouviosunlasdvinisdneiud e
Adnunden wWisuwamiinruiuiavey wWisuuvaimsiiesony vielifia

Fudulunsldauszuuweluladansauma

1l
=

AnuaszuuiasauvteseiumsTdeudvsuesldvuiinniuszuy (Default user) lunsdlfil

AnusndudadldaudasiuunsianusguiuniUasn sy

msnunudnsnisiniieveslden (Review of user access rights)

24.1

242

Wivesleyauavgnuasyuuy ﬁaqﬁmiaaumuﬁwémiw’fﬁwmtﬂ%muszumﬁa . 3
nmswasuasssuumaluladasaumavislnsaiieedng

dquasruu Fedinmsauvmussseiunsf o af W ouibilildoudu 180 Yu wndlfem
FosmsnduniFeuseiosdudusanul dm. nu el sseznaniildlildnureinyd

:1 G’?‘LJE]’W%%‘U'U?JEJFI‘U WARE TTUUANTEUWNA

E1]

3. msUesfugunsaiilififgua wesmseuaunislifidunindasaumadidn | iluffldvaonse

3.1

3.2

nsUsefugunsainlififaua (Unattended user equipment)

3.1

313
314

Aquaszuuesialifiinsmsdmivlesfuszuunenfiumes szuuiriotiedearsioya
wazsruumaluladansawma Inan1simund1geeszuy (Configuration) Thiinsden
wihvedwiugunsalftlifindnaugua viefengunsaiagiaue
Aldnunazmirvnuneguen desdannireednluifidelifingldnuszuumalulad
ansaumAves L. Musseziandiiivue Tnedesinuiee (Screen saver) SaluslA
vdndilifimsl¥nureniunedilussaznanmnumi 15wt finuesmizsrumeusnay
Tnudslisiotinisldsvaruiignsios

o Log out sanmniatesroniameiidlelimmuiidusomsiineismouiames
l¥nudedesiuldligduldqunsal 1du ndosddvia indasdnunenas in3osaunu
wnanslaglilifuounyn

nsmuAsuIndasauwmaensidustuuRsniwes (Clear desk and clear sareen control)

3.2.1
322

Auugrrer Ay URaeulums s NS st -

U

HIT9TUABIDBNINTLUUABLRIADS (Log out) Tiudt (ladh

a
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323 dldnussdiniuteyadAguendionn waslasiulillrnulsenduotrowedios
324 gldvudsauiienaisesnainiasesfiurivuinfurieede

NIAUANMSIINHNATBY1E (Network access control)

Widimsmuaumsldouuinaaietis msmvaumsigsdimudmiugldnuiiogaeuen sru. ms

munNNMsAgIliwugunsaluueT et mslesiuneda (Port) MddmsunsvaouRazUTULsasEUY N3

WUMENLATEU"Y (Segregation in networks) EILMLIEAYN NTATUANMSTBNADNILATOE UaTATT

AIUANNSIUURLEUNSUULAT BUNE

4.1

42

a3

44

4.5

4.6

AMslFauUsnsesaT1e (Use of network services)

v

411 HOUATEUURBIAIUANMIINELNTULHUG ST ULIAT Y 8Faa5T0Ya (Network diagram)
sudalaseadie IP address Foszuy wazegunsalansaumeawndnlilasuaygyanie

MNYUMEUBA

ko 2

412  fauassuusissmusunslinussuuferedemsioya Welestumadiszuuedotns
domsioyaussuimsvesssuuieievisdomsioyalaslilifuaugm

413  foueszuusssmunumsieureiriotameuen Woldmbuwedids Fwondutemndy
wihgiumeusni i@ saumans assuumalulagarsaunaves siu. Tnefllasu
UG

4.14  glnudsudwnuussasdlunisveldnuuimsedotiounn dnn. wagaunsalduinig
iwSadelivdamnlasumsaysifian s, udn

415  fldoy fedalldszuurseriefemstoyaiiedudomdlunisiasssuy (Hacking wienis
aunurelmivassyuulnelisuaugyn

m‘iﬁ@ﬂﬁﬁ'.}mwm;ﬂ%’muﬁagjmwaﬂ 9. (User authentication for extemal connections)

AauaTTUUdDInmualulinsRalfiinuNIusEuy Active directory 484 SWu. Aauaygals

2 =

Fauiegatguen s, WlTNUATETIBRAL TEUUASAUINAYEY TIY,

u

o '

myfigausmuresgunsallussuuwievigieastoya (Equipment identification in networks)

1]

dnuassuuspsimunliinisignidauvegunsallussuueSereomstoya laud nsavaaeu
MAC address

w ¢ =g wo w @ ' ; v F
mstasiunesanlvdmiunmageunazuiulasszuu (Remote diagnostic and configuration port
protection)
ARuasvuUsosziuuimsuarnein (Port) Mlidrnudndusedlduunisnsuiiuneinie
gunsalaIate

7

2 v

HALATTUUABIRARISTUUATIITUNITYNIA (Instrusion prevention system/ instrusion detection

system) UBSTUULATDUTY
MILUALENLATEUE (Segregation in networks)

4.6.1 gauasruusssdalilinisuuiueninToTngnunguueglenu vsen:

il

gsaume ieamuaun1siuluusiazinayisdoyog 197

s pe5zuUmnalulal

Lk
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46.2

463
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dosnislunisidnfedeya seduanudidgaedeya saufensfinnsandiusian
UsgAnSnm uaskansynunsiuaaUaensefesielud
1) wisetefieugwlidrfinnmeuenuasiedeteildmely s,
2) im3eviusUnELATY (Application) AfiArud fyfulndeduay q g
AMNEAYTesnIn
3) edetiedwiuniedliuinig (Server farm) fuASevgveldau msiinig
Andsgunsaifianuisautsuenielorsld Wy Firewall v Switch fanunsa
WUe VLAN 17 iDusiu

quasEUUIs i UAd U RUIRS oY e i Wediansdifszeslnaluianisieadne

=, eXe

ARUANLY

uaszuUAasnsa (Configuration) gunsaiiaiatie Wy Firewall 3o Router Hl#aninsn

e

vimsdanisainmeusniasediels duusilunsdandudsdediiunsouginandgua
ST

nMsmuANMsdeusen1uATat1e (Network connection control)

4.7.1

472

Ruaszuudesirinnisldrueiodisvedlfeulunsi@oureturiotieves s, W
Router %38 Firewall {Jusiy w%fa:u'ﬁ‘:ﬁﬂﬁ‘:ﬁzwmmmﬁmﬁ’umsm*ﬂ’aa&aﬁ%’u - g Loy
Web filtering, E-mail filtering Wudu iievildnsdeuseiinulasnse
Hauaszuudiosiinds Firewall sevinaelorsves s, fuirBetraniouen el nsinde
Firewall fasfimnsanosdasialuil
1 nstesiunisanasainatguen desgaivunlildidunnedising First tier
frewall FiflanusiunsUaon foifiatlosfunsndiuarsaumeanas sy, uay
Tnssaeiugdifienuddyannsdriedtlaldsuoyan
2) Firevall fesszyfinuuasiigadiinuasdldaunouiiaglidninind b
Suwedng (nterface) Wiion1sudmsdans Firewall
3)  Firewall fosiernliisziutndilénuvdmniiamuneneufivnddspuull
159 5 aa niseniEnmsseiudesiidunislay dvm.
4) lisugnliRgadiauduniadumeiiva (nterface) n159an73 Firewall 370
szeelna (Remote)
5) {AldFumsuoumnean dvn. whduiianinesdsunisterndiuay
Uaendyuu Firewall
6) Firewall diossernlituiinmmnsaifuminifunsiaen it
7)  Firewall fiasldFunmsaeunu vndou uasnsiseUsEvasaLD
8) Firewall #asgnuimsdamssumenisinsedeasidnisdroia

9) feslausnisuaznwasn (Port) Mludndudadlduy
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10) Firewall Ussinvmenduas (Software) fasiindsuuirdasnoufamesuidousn
#inavn
11) Firewall fiosa1usataeiudaesainnislauf DOS (Denial of service) Ta
28191%U Ping, Sweeps #38 TCP SYN Floods 1{usiu
12) Fedddiaifuvasmenduas (Software) Firewall uagssuuUFdRnsidvos
andaundelinsatuayu
13) foua Firewall Fosianudoyadostuiangliuinis (Vendor iiadunsnu
Y1985 115 Upgrade wazuiind (Patch) fistiu uasdosindaudiod (Patch)
VamaiiAuatos
473 fpuassuusesinne Frewall iiautsuen Zone 1iinnslé DMZ (Demilitarized zone)
Tnedesinsundestasialud
1) eSowreuimesulteiliusmeiudumesids Wy FTP, Email, Web way
External DNS server 1udiu #osfiedeaglu DMZ
2) msdhannszerlnadesfigatfnuil Firewall wieshuuimsfiegly DMZ
3) DNS Servers asliaygnlviinsuanideulyu (Zone transfers) Vuusidvg
duiu
48  msauRuMIAmUAEuULATeTE (Network routing control)
Fauaszuvdssmugumsimunidumcuuedodiadieliiulainsifoudeiriesreuiames
uaznslnadeuresansaumavueiorts Ineiinalnlumsanessuiioguaevuasdumaas
msidieusie WU msmIuAulag Firewall wds Proxy lusy
nmspIuauMsinTessuuUfURng (Operating system access control)
Tiinsmiuaunsidrfessuuufiansedrsiuaasnds n1smauaunsSsYLaERgIuRIAUTDY
Flau nsmuauszuvUIIsIanissRasiiu nsmuaunisiaulusunsuussiangfiaa (System
utilities) AMFAIVANMIUNALIAINT IUTEUUWALUlaEETaUNA LasATUANNTSTINNTEELLIRINTS
Fousessuumaluladansauwma
5.1 %uﬁauuﬁﬁ'ﬁ’l,umiLﬁwﬁasxwaéﬂaﬁumﬂaamﬁa (Secure log-on procedures)

511 fauaszuu desdalddinismivaunisidnfessuulfuAnisedreiunslasndolag

Fuppumsiirgsruudealinmedayaifnfussuuliloniianfondndeegldandlils

Fuaygn Fatumounts Log-on Fasfiansan feil

1) wanszvaumsidngszuulddide svuudedliuandeyavesssuundensyndiady
(Application) ﬁ'ifﬁ’muag:

2) ssuvdamandernufoudlfouiminsadlinurdoswreuiaunesldianzdid
Bvdivindy

3) mﬂﬂsvmumiL‘ma'stUlua'lm wuumaﬂuLLam'uauawmmmsvumwmad

TEUU WU Lﬂ‘i@“ﬂ’lﬂm"m’m amuwmwaﬁuuu WﬁE]‘UE]Lﬂ‘ﬁ ;
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5.3

5.4
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g) swuudediuanideruiifawzvmresmadrgsruulidngs wu liuandormmri
UnyTgldauiin v swaruiin 1udu
5 Fudhgszuvantyddldaudiuyreaierfuuinnimis Session luszuu
e
6 szuusiesiriadaunislunmnensudngsruuitlidng uasdesinsandeuly
woluil
() madvtufinuanisddsruuisididaarhidude
(@) yminssesailumsdlfnussuunisield
(M) msdinnsFouse
(@ msusnsdemmuieuiinihosvesfpuassuuiiefimadngssuuiusuuas
fdialy
7 spuuseuanstu nan Tumsidhgszuuiiduitluediiou ndeuistufindiuauats
fmeneudhlsidisauudnsidgssuuiidiislunfireuresgldeon
8) svuudedliidesfarunuy Clear text lussuuirfetnsdeansdoya
9) dauassuusesiuussiuuadeiiveulildsiarhuiiolilihu 5 ad
mIseylaziigausnuvesgldau (User identification and authentication)
dguaszuy Feedalkfldruiivadfldouvewsasyanaiiioldfigediaulunsidfessuy
waluladarsawne wazfedddsruuinaluladarsaumaigadiaugldiulunisdrfs
seuuUfUnnag laen1ussuy Active directory #3® Lightweight Derectory Access Protocol
(LDAP) ynate wiawatuiindoyansidis
mﬂ%’muiﬂwmuﬂixmwgﬁééf (Use of systern utilities)
Apuaszuy FeseupumildenlusunsssumeaRuussuuilinuass (Production system) il
531  soedavirdndlusunsudssangian (System utilities) Asldny

@
]

532  Amuaanuiuiaveulunsldlusunsuuszinangias (System utilities) usiazsienis
sy ntnluLasioanslidine WamnuedeUfud

7
a

533 WilnsRgadsay uazdmundndlunisldaulvsunsuussangfidfanenguauiil
wihiisuiinveu

534  fnstufinmanisel (Log) msldaulusunsuussuamgian wassdasaouvunnggua
STUVBENALALD

535  fawhmafinaeuvdossiulusunsuussnngAaaniasuy

NSULALAINTSISNUTEUUENTAUMA (Session time-out)

541  fauaszuudissiwua Session time-out wassvuuwalladansaumedlsifmslfouniglu
svoziaan 15 undt e Sssuuiildanunsafanisifeusouuuseludals duuslald
TUsunsuiinwiaefsesldsiasiuviermuslinisdenntiee

54.2  fauatzuy wasdldnu dewiealrllusunsuinuinseiidesldsianudmiuinies

Y
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Wsunsuitnmhaesmualilousiasiundsnniiinsiasosinanlilaglidns oy
Wunan 15 wd
55 msirinsseznaimsifeudasyuuatsaume (Limitation of connection time)

551 fouaszuy fesiiinsvevnanlunsifendessuuansaumaiidanudidyas Taados
Adsszaznaniiuiulunszuumsiudunumgsia 1 somelidldodldlugnem
vimisyes s 08.00 u. - 17.00 u. uanFessaifisldnulipdaglifu 3 49lus

552  dldou wndesdudeddmuuennandifmussemesysiFanddsiudyryiny

6. nmuAunIiniddsunsulssnduazasaume (Application and information access control)
Wifinsdrdansdifisansaume uasnsusnssuumalulafasaumaifanuddygdfluudonud
AUANIANTE
6.1 msdfianisiniisansaume (Information access restriction)

6.11 Wrewoyauazdpuaszuudosimundvinsdrdaungldeuvinisududoddlunts
UFvRau Tnenslidvdiosfinnsaludestedeluil

1) msdinlilildiden (Options) Alildsusygym

2)  mM39Men151a Command Line

3)  mesiiemadddeyauasilidumsldmasueundiedu (Appliction) lif et oty
wihiienufulinvey

4) mydrassavdvilunsdnslang wu suedadier Dudu

5  msmuAMIkanite msiiedeya nsdidayasonansruvasauNe 1y
18910 1Hudu

612 ¥vesdoyauazdguaszuy masiinualdszuuansaumasosfunisiiundniluns
wihBauuunguld

6.2  MSWENSYUURSEUMAT IR ansTumu (Sensitive system isolation) Tnanssvusionungalg) WSassuL
fidrudAnienieny desdumseed

621 Wwedeyausziguastuy usnszuuddaienissuniusenainssuudu 9 wagmunu
anmuInaoNveszuulagane LHLA seuu File sharing ssuvatsaumAnIanisidu
WAESEUU Active directory Tnainivléigunsainauiamefuasfoansindouiiuasnis
UfdReumnmeusnssdng (Mobile computing and teleworking)

622 fuaszuudesmurugunsalneufininesuasgunsaiirdoufiuarnisufioisiuain
MeuanvuIBey (Mobile computing and teleworking) ffiendasiussuudangn

623 WwedeyaiBudwesssuvasaumaidmmdwogeieadudounn lunsdfissuy
s e Wl duenimus wiussumssumrd uitared Fylasndy

7. msmuaunsufuRnuainaeguen s, (Teleworking)

71 dauasruudorimusliimsfgadiauneunslien wasfeuserinutomneiifinuaeniod
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7.2

7.3

7.4

A

£
B

s

Wuly desmuaumsideudeyadiuyanalidnslifnuiiaenrdasiunguune wseswiygd
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AguasyuvAenitnsnennsudvslunmadrivwadldnuanaeusndineu Weasudmus
UL VDBYYW
ALt mindudusiealinisufiieuanatsuendidnaiuees sru. dedldFunsoyginain

DY W

RUsiulgregalumednunidngs lunsdisshuamsasiiiunsnou Tnoudsliiedudym

Funsume lneddsudyusesinsanteulalumawsounms deelud

1) anufusmdasaisnsmeniwazanniangdouvansufuinuanaeuen s,

=

2)  eulluasUaeeigynsnisdedns lasdnansefuainuddty (Sensitivity) vosdoyafiaz
gnidnfauazdaiutean1en 19 TeuReE0a 5 (Communication link) s2uasey
AuEALY (Sensitivity) aeaszuunialy s,

v v ow o o a caid P = et ¥ «
Alfrisdniuenarsiidusmudulugunsaiifenliuaslinismuaumadts Inaldudninausinng
Shrwanuduiduieaivansauvaisgludninaues s,
dldeu desfnddusunsudesfiul¥auay Personal firewall dmiuaunsalaiuiiilfidouse

ASEUIBT0Y SHL. 2INABUDN

W ar 2

ngsziliou Tededuiiiendes wu wienlygRduasesdayadiuyana we. 2562

e (3
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daud 7

nIAUAUMIIiassEUUIA3aYIelfany

IQUTzEIA

dedrusuasmslunsauaumsidtfessuuieetagliany (Wireless LAN) wee sw. Tngnisimvun
gvSveafldnulunadrfessuilimnsaunumiriiamuduiaveulunisuftiou sudelimsnuny
vdmadnfeosaminane

WeadurnusiunsUaonfeusansldsussuuiaiodelans

HIURRYaY

HauasEuy
Uy

Algeu

319BuAsE

AN 5 NISAIUANMIIINEN (Access control)

mefl 9 Anuluatasadudmiunmsaearsteya (Communications security)

wuU{UR

1 fifeuiidesmadifeszuuinioreliaeves sy, Fesmmunouiuiauaseuy uasdaddiuns
pug N vv. egraluanednueldngs

2. fpuassuudesimumnnsgiunnauaenfevesssuuiefetngliaelisndnnnsg WeA2
auaszuuesamsifoudmuadnifldeulunisdrfssuunietieldaelinunsauiuming
arwiuinreulumsufion suidnmumnudvinsdhdedeiiams

a. fouassuudenmedeugunsaiynifilifadessuuedotneliay

5. fauaszuy Festwuaiuvtinnsanegunsnl Access Point (AP) lall¥dyyrnssgunsaifluasenly
vanuuildon Rotlaefulalviglausld Access Point (AP) woe sw. Fu - dedryqyrals

6. fauaszuudesdonldidwddimnzaniuiuilfnuuarosdsnidygudlvesenlunisuen
3ol uenaninsldienenmafiewiienansammuaRanIn s U nsE TR IO T IB AR NS
Hivavesdayaalintu

7. fpuassuudouudsudn SSID (Service Set Identifier) figniwuailiudn Default wnangndaviufifitn
Access Point (AP) unlgfanu
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2. mséresleuarsuiwesdiuyAna
fimasdodsodeyadwyiifuinniBluriewenfiusesduypravionsuiianes visgunsainnm
Su q ageasiaus mm?i“l.uﬂ1saﬁ’wiaaﬁagaﬁuaEgﬁUﬂawuﬁmadnﬁsLU%‘amLanaﬁagauﬁsszﬁ’u
rudduestayamniinnisgeme
3. msfuinvidayassasreuiiames
wielkaunsaseyiypragldauldognagnios fauassuudesdidunssi
31 Gerldwdinannunasiivndeliefiiinsdeusslugdudu Stratum 0 Tnewmenuva s nezdas
TasumyeudAtldanu
3.2 ﬁ%mﬁnwaaqﬂﬂsaﬂﬂﬁu%mﬁquﬁnﬁ@mn NTP Server 4a4 5¥ial. wirtiu
3.3 AowuyuUUNRNR NTP Server agntiosdunmiay 1 Ass
34 deddafiuinwideyarsasaeniuned lassssranluninfuanuussnmansensanalulad
ansauwIALAzNSAenT Bee vénnasinsdushydeymaresmeyiamesvesiiuiams we. 2550
(peevien 90 )
35 ifiuinwideyarsaseeniinmesludefiawnsadnwimiuasufiugndeuiade Snmfuinu
Awdurestoyaniusziutuanusulumadifionud svy. fvun
3.6 Ussinvmesansaumaiiuing uanmuesng
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Authentication server logs 1) W3es1vUYRRTIBNITNTEYIANURR ;
(RADIUS, TACACS) AefuABNRIAES W.A. 2550
Email server logs 2) wigmwtygAnennashaiuila ' 1

Nenfupeuined (@Uun 2) w.a. 2560
Web application server logs | 3) synensynsasiaviaitowsgiauasdeny 1
NTP server logs Fae wdninasinsifiuinendeyasmams 1

PEAIRETURIEIAUINTS WA, 2564
DHCP server logs 1
IPS logs 1
Firewalls logs 1
Routers & Switches logs 1
Active directory logs 1

4. msdafiuduiindeyafionuaznisithszde (Logging and monitoring)
4.1 dpuassuudedinsdaiuiuiinmmnsal (Event logs) nisldvussuveansaume
42 gouasruudeufutufintoys Audit log Gstufinfanssunislduresdléaussuy
asaumAkazvnsalifsiuauiunstasndee 9 Weussleviflunisiuau deva ues
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3198415
B gaimunvdn: N151euNy (Planning)
B Jamuandn: Minsrauszdiunmelu (Internal Audit)
" wyaed 8 enudussUseadedwiunisediuay (Operations security)
" el 14 AruEenAdes (Compliance)
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Adedudgyrdesdaliinsnsisaeunisuinsianisanuiuasaondvarsaumne lnegnsiaaay
aglu (Internal auditor) wialnegnsivdeudasyiuniiudunslasniaainniguen (External
auditor) ANssEzIARYNYUBETaE 1 ASY
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B 90 6 nswsiataua (Cryptography)
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Whesdoya deadstia vienslasfarnuteyadifinnseindvasosdnsnussiuturuduitedestu
FlifiFvidngs smusseuidensdnwamuduremesens we. 2504 uavmuduneudt s, fuue
Rwesieya fauassuy uaw WoursnfiRmussdevimenssnamduresmesmns we. 2544 Tums
thnsdsarldtudeyaditurmuduesdedd38nsdsia (Enayption) Aidiunesuang

{auasyuy nedlgisnisiinsia (Encryption) ﬁL*fJummsgmmna wﬁm?{mmﬂ%’gmwumwﬁ'ﬁﬁ'ﬁﬁ
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AnuasTuY Festvualiinmsusmsianisnauanldlunisdsva dad
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52  diefinsadenmuasiaiidunguadu (Private key) msdwsuldiuidwsingualaense lagdsnns

aonsiy
53 msiabilmsifiuiufin Log Wentsesigaaudmiuiianssusing q Mierdesiunmsdamsnywasisa
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n1surgunsaldunuildeu (Bring your own device)
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ngUszaeA
" femuaunisiigunsaidwiundeudeviodnfissuvarsaunaves s, Aldlunisuimsdans
szyvansaumaves sy, udeufiReuld swu. fsdifetlasfufonnauiiaravsiiatufuszuy
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f5ufiavauy
" auaTEuy
= gl
3198 sun5gIuU
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wUAUHUR
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wazdslasumsatiuayumsldaunnidtvewdndum
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YD TN,
9. Fl¥eudasdlinn Patch vasszuvUfiAnisinunsaldiudlfiiunefdusign sufedouiy
ssuvUFEmsfiihvesdsfuniddimsatuayunsldo
10. {l¥eusasdudusnudaudfissuvarsaunaes sy, e
11 @%dmﬁmﬁmﬁ?d Network Access Control agent (NAC agent) 38 Mobile Device Management agent

(MDM agent) sudl swu. fmus tieAruaun1s ATt elasn1StnfaTsw
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12. nssigunsaldugymevsagnulusdlinudeudiauassuulaedafian edansdeyaiidaiveg
Tugunsaldusavedldany

13, gldvmpudfiessuvansaumaves sy, duteaneil swy. fuus wu VPN
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