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fewsysngui Mimuevaninasiuazdsmslunisigsnssumeadidnnseiindnasy we. 2549
11951 5 Anualiniisauressziesiniuuiulsuisuazuurujialunisinviainuiuasuasnde
uansaumne Welinsdudunisla 4 Mmeiimmididnnsedndfumhenuvesszniolaentsnuvesss
fianudunsUasadowanidedold Swdwalviszuumaluladansaunavesnssalnihvudunasuuiasemelne
(593.) Foadin1sinwaruiunslasnsevesszuumaluladansaundegisasudiuiiosrsdidenudu
(Confidentiality) A11gNABIATUAIU (Integrity) wazan nwiouldaiu (Availability) vesarsauimna S2U
@mauﬁ’aé"u oA ANNADIUYIAZA (Authenticity) AMUFURA (Accountability) nsvuufiasausuiingeu

(Non-repudiation) wazeandedie (Reliability)
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1. InguszaiduavvauLs
wielinsldnuszuumaliladansaumeves sy, Wulvsghammngan fusvandnm famusuasasnd
wazannsasumldegnseaiies sumstestulymuarannansenuannsidsussuumeluladansaume
Tudnuaziligndesfennnisgnanmuaingesing q Jaldimumdsniaiemuaunssnunmiutiuasasnst
vosszuumaluladasauma foil
1.1 mshdwiseatuaunisidnuasaunansoungy 4 Ay fe
1.1.1 msdilesssuuansaume (Access control) fasmsiaaouniseyliRansnisidrfiessuuuas
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Witsszuuld swlsdinsinutuiindeyansidifiaseuy (Access log) uazloyaaTmasnimeyitimes
wai] sldvdmsldmussuuansaumadudodianiognamnzaunaziiome (Need to know
and Need to use)
112 madhissruuedotns (Network access control) fastmuadumimsifeuressuuneufianes
n5¥u - da vifenslvadeudoyavieamsaummzdowiluszuunsinwmiulasadefiosdns
§nassly 1 Firewall IDS/IPS Proxy vi3ennsasiaaeulaiansufiunes iudu ilemunuuas
Ueatufaanmuegradussuy
1.1.3 msdhiessuuufRnng (Operating system access control) titetlastumsidnfisssuudifinng
Tnglailésuounm Tnefmualifinsdudusnuiessyianuuesdldon satarmualiid
nssfnszezalumadeudeifielifianutiunsuaendoundeiy
1.1.4 madhdaldsunsulszgnavizaueundindunazansaume (Application and Information access
control) fearmundnsnisidfessuumaluladansauina Inelidvsiangssuunuasaumed
FosfiRnumtihdiingy suddimsmumudvinsdildnussuvasaumeogisaiee
12 fszuvasaumasazszuvdsesiogluanimmionliou susdunuedoundeulunsdanidunie
nydiildanunsaduiunisnuisnimididnnsedndld elvamsaldsnuasaumaldmuuni
pgsaLiles
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2. wnufuRlumsinmmnuiuniasasovessruumealuladansauma s,
wuUfRlunsfnuaiunsUaenssvesssuumaluladarsauma sulu. THuumauasnszuiunis

$1eBamy 1) Ussmanagnssunsssnssumsdidnnsetind Beawuloveuasinufiilumssnwaiuiunag
Uaendefuansaumeuamuisnuss we. 2553 2) UssnAnaienssunsgsnssumedidnnseding Fes insgiu
ns¥nwisiunasnssresssuvasauImARINIsLUUUARARY W.A. 2555 waz 3) WA ISO/IEC
27001:2013 Tnsudsuunufifoondu 16 dumuenansuuuiieysznia feluil

2.1 ulsnensuimsiansanusiunsasafedmuguims (dwil 1)

2.2 amusiunsUaendefiieatuyrains (@wdl 2)

2.3 msfnwmnusiuasUasnfensmenmuazAauandon @i 3)

2.4 Mmsdammindau (@i )

2.5 Msdavn MWL wagmai1gednusEuUasauNA (@i 5)

2.6 mMymusuMinieszuumaluladansaume (@i 6)

2.7 msmuaumsihisszuuiaietngl¥ane @wi 7)

2.8 MImuANrgnuMeuankazg i (Yaranewen) ihisszuumelulagansauna (dui 8)

2.9 msldnunIosneuiimesuazaunsaiinfouives swu. (daud 9) T AT AT

2.10 msldnudumesidauazdedsausulall (@il 10)
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211 nsldauanmnedidnvsednd @wi 11)

212 msdsestoyauazmsiiuinydeyassiasmemeuiiomes @wi 12)

213 mInTdeuLazUsziiuaudes (@i 13)

214 nsaeleu uwaznsuanidsutoyaamsaume (duil 14)

215 mseuaumsitsiia (@l 15)

2.16 mshgunsaldusantdan (Bring your own device) @il 16)
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3. nsdlszuuneuiamesvioteyaansaumeiinanudone viedunsiela 9 uiesdnsuieguiagla
Sulleannainauunnies agiae viedHunsufiRnanuuleuisuasuUfiRlunsinv aasiung
Uaeasdedmansauma §irmsmssaliiuudenasuuvisussmele (Chief Executive Officer: CEO) ugSuiinveu
siomuidss Anudevne yEedunmeiAniu uazdiiunisnsaasuteifiiaiinsdiiiszuunenfianeivie

Toyaasaumainauideeviesunsigla q unmbeaviseguille sudlinnsanadvenumnsuans

36 v o A v o v @ o o va o
UIEJUWEJmmﬂUQﬂULN@WUﬂWWUﬂ LAY UULAIUNHUDIUIIAIUNN

Usene a0 JUN 7 Nueneu WA, 2565

—_—

(WNANIA ASAUNTUIA)

fIn1snssalnihvudsaruuiaUsendlng




NENTHUUTNEUTENA A55atRnvudsulavuwislsEmdlne
a o & v
1399 UlIUIUNITINBIANULUAIUABANBVBITZUUMA UL AT E SEUNA
wuwafuilunisshwianuduasuasnisvassruumaluladansaumea vas sviu.

ANYY

Adenunldluunleuied Usenaunie

b B N e

10.
11.

12.
13.

sy, nunede nssaluinvudsnaruwialsemelne
Hvn. iunede dhewmaluladansauwna

AUSMSTEAUgeER vaneia finisnssaliiivudanaruuissemelng
AUaAUTRYYY e gidnadeinsmulaseEiansuImsves sw.
il vaneds yaranlasusygn i sadhldnussuumalulagansaumaves swy. il

- YAanTuey Tuu.

- yamameueni s, sygalidunldauszuumelulaBansaumees s, Idaasm ieusslond
Tunsdufiunisves sy, 16ud winmuriegndnsuidvaeueniidunfndavidoguasnussuy
Tty s, AUSnw fUiTReumudyg viedaninfnwilnau

fdanmeuen wnefia gnAvisyarameuenililinguildnuade 5. Aldusmssuvnuasaumees
Y. HULATEUIBANSITANE (Internet)

yieumMeuen wnels esdng s sy, eygalitanslunindnhds wielddoya videAunsndeng 4
g0 39y, Tnoagldfudvdlunisldssuunuussianauausnanazdossufinveulunsinwamiudu
voelaya
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GREGIINIT
Wvesdeya mnei Jlasuneudunanngisdudyiisuinveudeyaresssuuanilaeidvesdeya
JugSuiiaveudeyaiiu 9 vislasuransenulaensanndoyawmaiuiagyme
= o d o o a va a A v v ¢ A

Wn3gU et usiingundsduldlunsujiinisasaieilamuinusyasivisardmuneg
TunUUUR nuneds sreavideafiventunewdude 4 Adeuhunujifielilaundannsgiunuile
Avualinuinguseasd

a wva = oo a va 4 g v o ¢ v X
WWIUHUR vmnens wunandesUjiRnuielvianunsaussaingussasavsaidmuneladiedu
syvuwmalulagansauwmea (Information technology system) yangfia ssuuues s, Nealulad
asaumA STUUABNITIAGT UagszuuATee Feanstayauntislunisasiansaumen swy. aunse
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Heyaeouiiunes vnefs Jaya fornm drds yadrds viedduln feglussuunenfiamesluanmitszu
Aoufiunese1aUszInanals waslinueanusuddeyadidnnseindaungnuneiniiegsnssy
diannseind

foyarsasmemeuiiaes (Traffic log) vaneis feyaiReafumsissedeansvesszuuneniiumes Sauanddis
wgeide Fumne Yanevne a1 Yuit Usuna sveeiian wiedu 9 fidedesfunisinsedoarsves
szuuRoNfinmesty

ansauna (Information) vinefia darfianieiliandeyatiuriiunisussanana nsdnszdeulideya
Fetoyaenmeglugivesiaay demnu vienmnsiinlidussuuiigldamnsadlelding uazannse
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5EUUABNAILADS (Computer system) yuned aunsaiviseynauninivasnaualnesNiyeun1svineu
wWsheiulagladinsimuads yaddwsedduls waswmnujiRnulieunsalvseyngunsalvitving
Ussinanadeyalngdnlulif

& { v = a a 14 | v
sTUURSTEdERaTUaya (Network system) vangfis seuunanunsaldlumsinredeasvienisdetoya
WazANTEUNATENINGSTUUMALUTABaNTEUNAATY q U89 T3 1Y sTuukau (LAN) ssuudunsiin
(Intranet) szuUdWWmasLin (nternet) 1Wusu
andveldeu vuneds el dnsdune Ansiay uazdnsdula Nervesiuszuvansaume
YDINUILU
AudiupsasndasuasaumA e N158159089AUAY (Confidentiality) ANgNABIATURIY

$ ¥ v = 2% & wa v o Y a
(Integrity) wazan wwionlde1u (Availability) vosansauwme TINVNAUANUADU oun ANUYNABILNTIY
(Authenticity) AuSURA (Accountability) Msvinuufiasausuiia (Non-repudiation) layA1uuLele
(Reliability)

v ) ) 2 cal v & & val a e
winnsalfuAuiuAUaendy vinelia wgmsaiiuaadiviuanudululanagiiamstEuuleuis
Anueiuaaendy nnsmstesiunduven visemmmsalduliensldinonendesivrndiunsaends
anunsalsuanuTunslasnsenliialsyainvisolionamafn vunede aanunsainuausiualasnsiy
MldfisUszasanialiotaninfn (Unwanted or unexpected) 4919911352 UUUDI04ANTYNYNTN

& a @ )
wIslanfuazanudunsUasndegnanaiu
M iwisemuANNSIdUmIAUINA VBT NTUNIN NIANUAAYS viTensuaud A lgldiu
Wi eldauaiatnensessuuansauma iansdidnvsednduaznenisnn aaesauenafvuadeUf iR
& o v 2 a vy v v
Weafunsidalaefivauten i menla
Aunsng (Assets) nuneia Funsndauszuumaluladansaumenagnisdeansuad svy. iy aunsal
ABNTIMES gUNIRlTvULIATEUY TenALISllAEEVS Teya seuudeya “an
IpumeBdnnsefing (e-mail) wuneds szuufiyaraldlunissu - dsdamusznineiu Tnerueses
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26.

27.
28.

29.

wazidns fevannsodsinmsludaFuauiondovasauild lnevnansiidaiuasgniulilugaamune
(Mail box) AfmualSgw3udidan dfvanunsalinetu fuiasnszay vieasaudiefls
yaddslaifieuszasd (Malicious code) wnedis yaddsiifinaviilineuiiaimes viesvuuneufianes
vionddduinaudsme gnvhate grudluvdsundaseriuiy dadewseujifnulins
muedaiimunli

irSpsnauiames anefa iedasneuiunesuuukiliy uasiaTesnoufaumesuuunnm

aunsaliadoufl (Mobile device) wanefls gunsaididnnselinduuunnmn Faimuannsalunsidesefu
pUnsafBuitesudiiayarussuuinietisinsmmnaulimevielasodunduuimanlulidudenans
W Tablet, Smart Phone

gunsaldaud vineds gunsaid svu. Lildduidnassildon uiidugunsaidiumvesldanuiiiim
Wewserfueteriamelues Wi, 1w Wi ssresiamesdnyarm (Personal computer) LA BsrBARARET AN

(Notebook) qUﬂSiﬂLﬂﬁ'auﬁ (Mobile device) #38 Removable media tugu
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B yyaed 1 wlevieanuiuaslaeadeansaune (nformation security policy)
wuIU{UR
1. dlimsiuasmumuriousulsulsnsanuiunsaende uasiunufiaiiaiuayunisvinnusing q
ogatioslay 1 ade TnsRnrsanantadoud dll
1.1 Nagnsn1saniuureeedins
1.2 feyangune suleu dodsdusing 9 Afesfifnu
13 msUiuusnilsuensiunasaendudmiutialy
14 nansUssiiunnudsanasiuanades
15 wansudadeulasszuutiesiunsynsnludiiinun
1.6 waveInN1IMTIaeUTeyani1sUnteding (Patch) dwsussuusing q lulfikumn
1.7 msdaviuasdedyaivnesinwssuuiaraunsaling 9
18 wwumseusimesuausiunsaenfoUsldesuionisadmunsemn
19 wamsviaaeuLuiAuluUTm
1.10 foyafognatudne q Aneiatulusfnuaziagiiu smisfeanauildsuudaanueay
Aeuen
1.11 nansnsavaeunsuianuulonismmusiuacaendelasgnaaeunelunielasgnaaoy
Sasziumnuiunsasniainaeuen
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2. dnlininegnsauyaaIng wwUsERIM MSUINIIANTS uarTngiuiiiiswesanisuimsdnnmsany

9

JuasUasndeansauwmalunnazUauusyano

L7 L 4 o _a v G.II % o t 24 A - @ 2;
3. alvdiypainsanliuauiuaiudunslasaduansaumalas AMuuantnfinausuRngeusIue

Uulsslassadedananimuninugndu

o w

4. uanuanusuivIedeasedwalnaneelvgldnunmunldiiutisainudAyvenis U iRnau
ulgurganusiuaslasndsuasulevisadvayuning q lngiaseasauazidudsuiinveudeniiubes
ANULHENIY MTedunTeMiAnTuiualsaumAredesAns saudasisausiuiiessninanulsau

ANgdaInuAINTUAIUaDAN BANSAULINA
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AaudlupsUaanfenngiuuAaIns

Tnguszasna
= ielidldnudilateunum niwmanuiuiiareu Hanoun1sdeeu serinensdneny wasduganie
Wiguwlaaimsdnanu aasnaunseriniadeanaiuwasdymiinerdesiuauiunslasaieves

a a o v a % ) al
szvuwmaluladasaumaiaannnudeaduinainnisulue n1saslng nasldeuszuumalulad

1]
Y A

asaunAiningUsvasAnazaudanatnlun1sUUAndaa Feoradinansenunievinld sy
\inAnudene

H3uiinvay

'
v

= fgnnsmshemaluladasaume gennemsthenswensyena ge1nemsihe/din Afiiuguanuiid
NMsNNMMhBNUNEUN
9198911A5§ U
" a3 mmﬁumﬂaamﬁﬂﬁm%’uqﬂmﬂi (Organization of information security)
" yaad 4 MIUSmsTantsniwgau (Asset management)
= 307 9 mmﬁ'umUaamﬁaﬁ’ﬁw%’umsﬁamsﬁaga (Communications security)
wuURUR
1. msademnuiunsasadedeunisdtsau (Prior to employment) \lefnassyrannouiiazidnun
ViR waziiteanniuidssainnisufiRauiianan n1sulue nsuasuulas wagn1sthssuy
ansaumavieninensansaumeaves sy, Tulilumaiilimangan saiadeligldamudlalumiig
ANUTURAYBUYBINLDY
1.1 nsesideunuauURAveadas (Screening)
deninensuana wserie/d1in ﬁﬁﬁﬁ'ﬂg}LLamuﬁﬁmsdﬁNwmamumauaﬂ(?’faam'maa‘u
aauanTRvesaiins (lansdimsdradumiinnu gning msidamhenuatgueniiey fikauli
swu. samfednindneiinew) Tnedadasdedliinenszyifinnguune sadeu detidu wie
385350 sasialifivseTalunisynsn udle viane nislasnssudayaluszuuinalulad
ansaumAnney waslnuauiRniud s, fiuus
1.2 n3fvuaieulun1sd1931u (Terms and conditions of employment) n1513nslsiidoula
msheenlvinseunguludosiaialuil
1.2.1 fusmihfimnusuiaveusumusiuasaensefuasaumasgradumednuaidnys
(Information security roles and responsibilities) LLﬂ'Q‘L?‘fﬂ’]u Tnaivunlidenndos
fuulsunsanuiunsasndsvesssuumalulaiansaumavos v,
1.2.2 AwnslvdimsannuludyagmiezliUamennuduaes sv. (Non-Disclosure Agreerent : NDA)

1.23 szuuwaluladmsauwanadaiaianlaedldolussmmyindedpdugunsnduos svu
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1.2.4 fAmunnusuRareunsounasiny wingldnuldujifauuleuisnissnwanutiueg
) & Y v o v o o
Uaonsievassyuumalulagansaumna swal. 53UV ngvang selieu ToU9AU Msatanmundu 9
a o %) ) ) & ")
ANgTINUNISINIANNLTUAIUaRAABYBISTUUWALULATENSAWNA

2. nmsasiAnuiiuasUaonisluseningn1saneeu (During employment) Wiaad19mnuaseninun

Al nuneiudeminetesiunsufiinuamsaume suddvienuiiveliaunsadesiusednanls

2.1

22

23

wihilunsudmsdanismiueiiunsaends (Management responsibilities)

fuims swu. yseduduintidatvayuuesduasudostinelud udgldeu

2.1.1 Ussmadlouemsinwemiuasaendefumsaumaves swi. umednunidnuslimnay
FunsuuagufuRnu

2.1.2 gelalifldrulfiRnuulouemssnunaniiuanaeadefumsaumnayes sy,

2.1.3 a¥uenuasgnindannuiuasasadofuansaunaiiiefestunifiausuiinveu
VOINULDILLAZTYDY TN

nsadimunsemin nslimud wasmseusudumusiuasuasadeliungldan (nformation

security awareness, education and training) msa%wﬂ'mJmwﬂ’n‘luﬂwsé'menmmﬁ"umﬂaamﬁa

otaaiiawe

221 fpuassuudewduiousvanay uasvedwifidsmanssnuseanuiunsasnfevasssuy
weluladansaumauigldnuiifedes venanilfoudaeuligldouinmmussineT
mnandesing q 1wy Thianeufiumes wallansuaenaenisdninen (Social engineering)
wazgealwmimanaia WWudu

222 v, fesffiunsilneusy ieUsznduiudiieaiumunseminduausiunsaende
vasszuuwmalilagansaumaungldiuduusydmnl

2.23 . feudelanlineu defimswdsuwanlouemsdnemusiunsaondoansaume
99 39y, TIREUIERANSEMUINMSUABULANIng

NsMIMUAUNALNY

2.3.1 ANUSURamuNgvinY
ulsvisuaguuuialunisinwanutiuasuasadeduasaunedldilddolfiingns
yanguaneiiligldnuiuReusfaglduioimuuleunsuasmnuioilumssnwausiuag
Uaeadfuansaumnea uasldnunnasduseniiozlidniiunisla q manguanede s, 39l
UftRnusfeud wingdlsfinumnglédaunsevinisasdianienszyi@anuuloune
wazwuUFiRlunsinvanusiunsasnfuansauna anadupnuiamaddeuazilumeg
Tignastnumaddeld sviy. lifldusuiinvourenisasilianingdunedygfiinainnns

T¥ssuumeuiimes




2.3.2 mMIRsanlnegnszvinie
fldndinszvinennufin shm. ezifinsudvsmslimunazerafumuiiamdity viemuia
punpunefilietes
1) wiihnuw/gnindddudeszfisulsuenssnvanuiunsasafevesszuumalulad
ansauma s Fosgnadiumunszurumsmaitoes sy, ufanguneiiiedes
2) mhsrumeueniinsgyhenaiin axdnenuitssy Fludaygwiegniinaeudvismsldeu

sfaddumsmungranefiieades
3. nwséqu%ammﬂﬁauLLUmmﬁNmu (Termination and change of employment)
dletmuaniihfianusuingeuidioduganieidsundamisiienu Sesuluinsiunindauuay
n1snennaudnslunisidns
3.1 mswdamsAugavieBsuuaimstsny
3.1.1  deniweinsuanadesudsbidremalulagarsaumansiviuininwidnaufinng
a1een lendhe inSoa v3eidedin iedhemalulaBansaumaazldnsiadeunaguinis
damsavdlunmsdrdsssuumalilafansaumne
3.1.2  de/dlin fidAuguanuiiinisiiframitseunisuen Feudalidnemalulad
miaumFW]swuﬁuﬁlumzﬁﬁs;i%’uﬁwmauan??uqﬂé’zyzyﬁww%ﬁm‘samaﬂé’igtyﬁw
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n1sAIVANNSINANAIeU1Y (Network access control)
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4.1 ASIUUSNIsIASaUY (Use of network services)

4.2

4.3

4.4
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11) Firewall fasaunsatoaiudiesarnnislau@ DOS (Denial of service) laagnaau

12)

Ping, Sweeps %58 TCP SYN Floods Lludu
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(@ msuansdormnuifiouiininevesguaszuudofimadngszuuiudiuaunds

fidialy

7 swuudesantu na lumadhgssuuiiduialuadineu wieuaduiingnuade
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