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1. wanauazANT Iy
sruuABuImes syuunTedigdearsteya ssuuinvinuuaeadeniineuiianes
wazaudaouimosnanves sy, In1slialdnunaen 24 97lus egresiaiienduszasiaiuiu

& 0

dnegudmiuguakazuImsinnisnisiiusaluil (Monitoring and Management Center : MMC)

Igifinnsldausunisuszyueaulatedareides visnelu ameuen salufsnmsyszyaumiisny
seiunsEnsenuunay Taoduims sy, Seddusesfinisuiuus qua uaztisesnm iielsyuus
ez MMC fanundeunazaruisaldauldedisolesuariuszansain ananudes
Bosrudevmeannszuy wazgunsaifidinistdensndusseznau
2. dnguszaed

FovnsuINivs MU sy ez anugIu b stuuaivayunsineuesr U Aesi ase i n vl
szuudaiiudeya stuutimanineinsesdns stuuiaietnedoansteyauuuiians uazuuuliane
1A3psABuNNABTLAYIY SEUUUITNITTANITADNNIADTUNYIY LAz TEUUUIMITIANIS
sruunIededearstena sruvUssgunislng gunsalifouvoanieszninaaieviy
iwuﬂaqﬁ’uﬁaﬂﬂmu%uqa (Advanced Persistent Threat) uagyagunsainisldaudmiu
MMC Tl mnumdesliuinasidedeidosmananan uazsesfunisudladymainaivg

AVIIUNNT Y 9130 waskdevneiionaauindule
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36 fuandAvarlifdnvurdosiunuinuznssunisuloviensdndednitauagnis
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3.7 Judfupranieuszneumslamiavuinnaisuazuuingen (SMEs) §e1dnsuing
nuiszmanmmeifusznesadidnmsednddina

38 bidudinaussleninnsududiudeiaue eduiiidudeiausiunnnssalulinuuds
waguwissemelng o Judseniadszmesadidnnsetdnd nielidudnsevinnissudunis
FhrsmautstuogadussalunisUssnanmaidnvsedndafed

39 lndudldsuendninionnuduiudtenaufiaslivendumalne L Sguiavesiu
Toaueldirdiianziondniuararuduiuuingy

310 fiuteiauadesameifoulussuuindodadraniassdedidnnsetdnd (Electronic
Government Procurement : e - GP) U83an3uUgydinany

311 futaiauedesannudouduifuana Usznaufansiieadesdunisliuinisians
U1595n91 gounay uily ssuuneufiames nieszuuinievisdoaisteya niesruusnu

v a
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5. wWaulvwazdaniviuana il

51 duderauesied Call Center n5o Website Feldidurpsmnssuudstownig o Miens
Anduls Aduvesmuesduesalipe

5.2 @memauamawmmmmmmimui YUUABNNIABTULNYY 52 Uwgummi
szuuinSeviedeanstoyn warsruusnwieusiunsaensivansaumea Tuszaueadng ey
aua U1393nw1 m9aaeuszuuAekianes sunsalmasuiaTetne sruusnuausiunsasasiy
asauma Lagianzdannaivi iszuuniegunsainneg dates flasulususes (Certificate)

v
v

JU
5.2.1 Cisco Certified Internetwork Expert (CCIE) o819uipg 1 AU
5.2.2 Cisco Certified Network Professional (CCNP) 9g141loy 2 AU
5.2.3 Cisco Certified Network Associate (CCNA) 8e19Up8 2 Al
5.2.4 Microsoft Certified: Azure Database Administrator Associate 9819198 1 AU
5.2.5 Microsoft Certified: Windows Server Hybrid Administrator Associate 981918 1 A
5.2.6 Certified Information System Security Professional (CISSP) g eiloy 1 AU

WeazAaIbuuanu1lusUses (Certificate) #anana TwiundudaduaUseningian

@

ddnnseilnd LL@«;I‘U'iU’iENVNW,J@V]ﬂa’]’JZJ'muG]EN‘ENI&I‘M&I@E]’]EJ e ’JNV]EJU‘UE]L?!‘UE]

53 nsddsnemsiadanain visanvauludiuvestenvuala dwalisudtaingesnm
nazgaunsuuiluszuuAsufiumes stuuinSedisdoansdona stuusnwiAuUasndonie
ARNNIMES AUEMTUgRAKAZUTMTIANIINITIUT Y wazAudRauTunavan sy, Useand
qulszann 2566 Wanunsavinldauanudesnisves sy, Wifeduanusuinveuvesudng
firessndunsiebinsimuaudaasinie s, lifmualy Tnglidnenldaredulaiuiy

6.  VIULWAYAINUUNTISNYITTUUALEABNNINDTWAZaUN O]
6.1 sxuuatuauuMMNUYeUtaauiInes
6.1.1 szuudngllimdndwsuaunsaluasssuunie aelududaoumnesven
(Electrical System)

6.12 sguudrseslni1dnludd aveluqudaauiaimesvndan (UPS System)

3031509l 1vuIn 3 KVA wag 10 kVA 1AAAY o WesAudaauiImes

'
=

81A15 2 Lﬂiaqa"ﬁaqlwv’iwum 5 kVA wag 10 kVA (saugunsaliiiedtes
Wanin) AAnea o WesAugn1iugwakasusnisdanisnisiuse

(Monitoring and Management Center : MMC)
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6.2

6.3

6.1.5
6.1.6
6.1.7
6.1.8

6.1.10
6.1.11

s¥UUUsUBINIA (Air Conditioning System) e lududasuiiamasvan,
o3 NOC uavias MMC viavin

TLUUMUANNIIN-08NUTER, (Access Control System) ﬁ@ua‘ﬂamﬁama'{wa“ﬂ,
VRIAUEADUNINABTRIANT 2 kaEyias MMC

SPUUAULNAISR LULiR (Fire Suppression System)

SYUUATINTUMTATuve s (Water leak Detection System)
STUULINADUANIZLINADUEA [ULiA (Environmental Monitoring System)
58¥UUNA891995T0n (CCTV System) & AudApUNIABINGN WAL
AUGADUNIADTBIAIT 2

szuuiihg ssuuudadeugunsafliiuazanmuindeuiltvinsuedines
gunsaling 9 melugudaeuiawmeasvdn WUy Single Platform
Ausadanosiiindanieluios MMC

Power Quality Meter @1%5U Main Distribution Unit $2u89TUSIASHUTNS

IN1INEIU (Energy Management Software)

aunsalszuudaiutayauuuneusnnsaugunsalsianiu

o HP 3u MSA2040 F1uau 1 99
o HP 3u 3PAR8A00 F12u 1 99
fvio HITACHI $u G200 F1uau 1 99
@4 DELL $u SC9000 U 1 90

6.3.1

6.3.2

6.3.3

6.3.4

aUNIlsEUULASRTN8ARaSTDLUA

gunsal Router WU 1 YA
ffe Cisco u 2911
gunsal Wireless LAN Controller U 2 9
fvfe Cisco Tu 5520

Q‘Uﬂiﬂi Wireless Access Point

f4fe Cisco Tu AIR-CAP17021-E-K9 $1um 9 Y
@0 Cisco Fu AIR-CAP27021-E-K9 F1u 1 90
@0 Cisco Tu AIR-AP28021-5-K9 F1u3U 50 0
@0 Cisco Tu AIR-AP1815W-5-K9 F1U2U 6 9

Q‘Uﬂiﬂi Access Switch 48 Ports

ffe Cisco u Catalyst 2960X-48TS-LL TR T
?fﬁa Cisco iq'u Catalyst 2960X-48TS-L U 1 Yo
ffe Cisco u Catalyst C9300-48T U 1 90

/6.3.5 gunsal...
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6.4

6.5

6.3.5 gun3nl Access Switch 48 Ports

ffe Cisco u Catalyst C9300-48T F1UU 19 YA
6.3.6 gUnInl Access Switch 12 Ports

o Cisco u Catalyst 3560-CX F1u 5 4
6.3.7 qﬂﬂim‘ Campus Core Switch 48 Ports

?fﬁa Cisco iq'u Catalyst C9500-48Y4C U 2 Yo

o Cisco u Catalyst C9300-48T F1u 2 4
6.3.8 Q‘Uﬂiﬂi Data Center Access Switch 24 Ports

?fﬁa Cisco iq'u Catalyst 2960X-24PS-L U 1 g
6.3.9 qﬂﬂ'ﬁaj Data Center Core Switch 48 Ports

o Cisco Fu Nexus NOK-C93180YC-EX F1uu 2 .
6.3.10 qﬂﬂiaj Data Center Access Switch 48 Ports

f4fe Cisco Fu N2K-C2348TQ FIUIU 6 90
6.3.11 qﬂﬂ'ﬁaj Campus Access Switch 24 Ports

ffe Cisco u Catalyst C9300-24T FIUIU 2 90

@0 Cisco u Catalyst C9300-24P F1UU 9 4
6.3.12 Q‘Uﬂiﬂi Campus Access Switch 48 Ports

?fﬁa Cisco iq'u Catalyst C9300-48T U 34 Yo
6.3.13 guUnsal Network Switch §%e DELL $u 53124 U 2 Yo
6.3.14 aunsal Network Switch dve DELL U S4048-ON U 2 YA
6.3.15 gunsal SAN Switch 8% DELL $u Brocade 6505 U 2 Y0
\n3psnpuiunnsuneniougUnsalrenu
6.4.1 guUnsal Rack Server %o HP u DL380 (G7) Fuu 1 9
6.4.2 guUnsal Monitor 8% HP Ju 5340C I 2 YA

SEUUUIMISIANTABUNALADS Y

6.5.1
6.5.2
6.5.3
6.5.4
6.5.5
6.5.6
6.5.7
6.5.8
6.5.9

syUvIRMNeBannseilng (Microsoft Exchange Server 2013)
J¥UU Active Directory (MAandiu)

33UU DNS/DHCP

J8UU NTP

ssuuUSmssanslild (File Server) vianun
izUUU?WﬁﬁJ@mﬁquUﬂiaj External Storage A1uTD 6.2
sruudmsUInnIsasesuaziAuYaLa (Veritas NetBackup)
wwﬁaﬁum'ﬁqmmwm%gﬁ (Symantec Data Loss Prevention)

syuundstymmsldnunaluladansauwme (Help Desk)

/6.5.10 s8UU...
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6.6

6.7

6.8

6.5.10 sruuiiudayangAnssun1sidaulng (Veritas Data Insight)
6.5.11 s¥UUUTMIIAN1TLAUUY Data Archiving (Veritas Enterprise Vault)
6.5.12 syuugulByakuuI Database Pool (Microsoft SQL Cluster Always On)
6.5.13 S¥UUUTMTIANITTONUIST Antivirus (Kaspersky Security Center)
6.5.14 szuudnLiulenansodnnselnaniunseae (HCP Anywhere)

gunsaidhe HITACHI u G10 1w 1 9
6515 SLUUAIDIYIEUUUUTEIANANENA WAy Virtual Desktop Infrastructure (VD)

guUnsal Rack Server %o DELL Ju PowerEdge R740 912y 2 %

guUnsal Rack Server e HP su DL380 (G10) U 2 90
gunsal Storage %o DELL $u SCv3020 WU 1 YA
guUnsal Thin Client &4 HP U 25 99
guUnsal Thin Client &%® Dell I 30 YN
VMware Horizon U 130 YA
VMware Workspace One (#9 subscription) 37U 600 g
Windows VDA U 130 YA
Nvidia Quadro vDWS CCU U 20 YA

LATDIABNTIADTULUIELAL TEUUUTINITIANTTFULLATRU 8 FRANTTRYA

6.6.1 \nseweuiunesinedmiunussuuInIeredemstona
f4fe Cisco fu UCSC-C240-M5SX U 2 99
6.6.2  gUnIalsyuUUIMTIANS DNA Center I 1 YA
6.6.3  5xUU SolarWinds Network Performance Monitor &g Network Configuration
Manager

2UNSYUTDINIITEMINUATDUNE [PVE LAy [Pv6

fve F5 5 Big-IP 110800 $1um 2 9

yagunsalsruuleiuibanaAIulugs (Advanced Persistent Threat)

6.8.1 qﬂﬂiﬁﬂaaﬁuﬁsqﬂﬂﬂuﬁﬁy’uqq U 1 90
@0 Checkpoint U SandBlast TE1000X

682 nIosnouiumesustedmiuuImMsIanIszUY 1 2 YA
@40 Lenovo Ju X3550 M5

6.8.3 aunsalilesiuaievie (Firewall)

f4e Checkpoint U Checkpoint 5900 U 1 9

/6.9 gpauUnsal...

7



6.9  yaaunsain1sldnudmsues MMC

6.9.1

6.9.2

6.9.3

6.9.4

6.9.5

6.9.6

6.9.7

6.9.8

6.9.9

6.9.10

6.9.11

gunsaifesiuasons (Firewall)

E'Tlﬁ'a Fortinet iu Fortigate 200E

gunsal Access Switch 48 ports

f%a Cisco iu Catalyst 2960X-48TS-L

gunsal Gigabit Switch

f4o Cisco Ju SG250-26-K9-EU

gunsal Wireless Access Point

§4o Cisco $u AIR-AP18521-5-K9C
\A3DIReNTiIMDTd NS UNULARINANIN VDO Wall
g4 Dell iq'u OptiPlex 7060 Mini Tower XCTO
NUNDUAAINAAIRTUIULAAINANIN VDO Wall

fvfe Dell Ju E2417Hb
YAMIUANTLUUNTUTEYNUUUAY

g4 Shure 'iu CU-5905 Central Unit

Tulaslu (Uszow)

g4 Shure 35U Chairman Discussion Unit

lulasiny ({ussay)

& Shure 'iu Delegate Discussion Unit

o lulashiu (15ane)

g4 Shure 'iu SVX14/CVL Lavalier Wireless Microphone
ynaUnsalmuanszuudsInie TurisaU segunsaual ng
f¥a TOA Twauiandail

- Mixer Power Amplifier q'u A-1812-ER

- Two Way Surface-Mount Speaker 31 BS-1030W

- Dispersion Ceiling Speaker iu F-1522SC

- Volume Control Input Range 0.5 - 30W sq'u AT-303AP

6.9.12 YA MLanmane luip U sz

6.9.13

§vo LG $u 55LV75D
YngunsalAmuANTTULLARINANNE TuBaU sy Y

S NEXIS Twazidoaddl

- Video Wall Controller 4U Chassis 51 NW204UH
- HDMI Input Card 51 NW7804H

1 1 90
1 1 90
U 2 YA
T 1 9
T 5 U
11U 5 9
1 1 90
U 1 Y
11U 10 YA
U 1 90
19U 1 1309
F1uu 2 1A3eq
17U 3 62
1 1 62
U 9 YA

1 1 9

U 2 9

/- HDbaseT...
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- HDbaseT Output Card 31 NW8504H 17U 3 YA

- HDMI Over CAT5e/6/7 Transmitter with IR iu ET860R 91U3U 9 A
6.9.14 gunInlnaudyaandes (Mixer)

f4o Mackie $u DL-806 F1uau 1 1309
6.9.15 gun3al HD Encoder/Decoder

@10 Teleste Su MCE301 F1u2u 8 1309
6.9.16 gunsal IP KVM

fiie TeLesteiq"u Command & Capture F1U 6 1A304
6.9.17 \A3IRDNRUNABTIAINEETUTEUU SVMX 3.0 F1u 1 150
6.9.18 wpaunsnl Wireless HDMI System WU 1 YA
6.10 YapUnsaiszuuUsErumslng (Video Conference)
Gii Polycom ':;'u Real Presence Group 500 U 1 9

2

6.11 n30dRRuNIARTUIYIE gUNSalR1uENSAWIT wasgadwisiTatuauun1siny

Y8453 UUUSMNININYINTBIANS (ERP)

6111 in3eneufiumesusivne

?fﬁ}a Dell iq'u PowerEdge R640, VSAN-RN, HYB Server U 3 Lﬂ%‘m
6.11.2 gunsaldaiiudeya

@0 Dell EMC MEA012 Storage Array [ASMEA012) U 1 90
6.11.3 Vmware fianfuayunsianuvesszuu Sieazidon foil

- VMware vCenter Server 6 Standard for vSphere 6 (Per Instance)

- VMware vSphere 6 Standard for 1 processor

- VMware vSAN 6 Standard for 1 processor

VMware NSX Data Center Advanced per Processor

7. n15U1593N¥IUUY Preventive Maintenance (PM)
71 fusmslszmnnen ({3 fonhsshvsruuuaseunsaline egindos fail
711 szuvdngnmdndmsugunsaluagszuunneg ateludqudneuiines
(Electrical System) muda 6.1.1
- avRasukarANLAzeIaduaIngAIuAN L
- avdrgareans uay Terminal dumuaindaiuayliin
- anadrruanssuaveuaTYRLaTa1 LI
- ayvaeuaIng v whsuliiih seuuliihuasanns ssuulnandu
- avnaeuszuu/gunsaidesdulien nnseyin

- ATIVABUNNSVINUYBISEUUNNGITD L Miszuvanunse Waulanasaiian

/7.1.2 38UY...
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712 szuud1sesliingmugdf (UPS System) uaziadosdrsesinii anude 6.1.2
- psREsULSIAULaznszua AU (Input) kagwieen (Output)
- ATNABULIIAUTINIBUUAADS WazvaaeumsasedliiThanuunnes
- ATRERUMTYININYBUNIAlATUALAN
- ATRADUNMIVINNUYBIYA Indicator kaz Alarm (Melurudnauiimasvan)
- AFREABUIEUY Ground
- ATINAOUANNSHUTDELAYYIAINAZRIRRUN Tl
- amRdeumIhnuvessEUUTAYTes e biszuuansaWonulinasaiim
7.1.3  sguuusuene (Air Conditioning System) mues 6.1.3
- ATIADUNMSYINO wawvAMareInYRaUNTalsEUEAILSEU (Condenser)
- ATWABUMSIN WazvhANaze1nynaUnsalvinAIbY (Evaporator)
- AvREBULAzYALALDNA Filter wazdpavinsiAylyel mamua Filter
\douanmud
- Sehmnuazeingunsaiingg inzeUnsaliianansadisvinmazenals
- ATITERUMIYINI IR UNTAIATUALAN
- aviedeUwsy anmvesiouhen AUIUFE
- ATIRABUNNTYINNUYNYA Indicator uag Alarm (e lurudnauiinasvdn)
- ATRABUMIIWIBNTEUUARUM IV (e lugudneuiimesvdn)
- amedeuMINUeIsEUUIALITeY Webiszuuansanulimasniian
- ‘1/1°ﬁmmazmmu§nmvdvyuﬁ1ﬂaiauﬁﬁmzqsqmzmamm%'au
7.1.4  szuumuaNnsin-eandses (Access Control System) anude 6.1.4
- aynasumMswvesngUnsaldmiultlunisaiuaunmsiu-eenyUses)
- ATRARUNTTNNUYRIIUTUNTUTFUUAIUANNSYIUQUN T0lRNeY
- avRAsUMIIUYeNnaUnsainaeuyses I LLazsqmmUsquﬁéué’quﬁﬁ
- avaeunsvua lvhvesseuy
- AvRdeuLUAmeIvesyAaUnTAinUANMSYINY Wagdasimsasu T
yAnUNLUAARSIABNAN
- yaaoumevilunsadnliidy ssuudesmnsaviuld (spiifns
o AugAeuTImaIVdN warvinsmudaaumesenAs 2)
- ATRABUMIYINIYRSSFUUTIAYITEY Wie WiszuuansaWawlsnaenian
715  SxUUAULNAIDR luliR (Fire Suppression System) AMu1a 6.1.5
- ATIVABUMTVINNUVBITZUUAULNAS
- ATIRABUNITYNNURUN TN YBITTUUAULNGS

- pvRdEeUNINNUTeRaUnsaisukavdsdymnliuansan1igane

/- A137EDU....
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7.1.6

-10 -

mwaauﬂ%mmif’lsnmsiuﬁﬁmﬁy,l,ﬁ”a

ps1RaeUnsELd Mhvesssuy

maﬂaauusumma%awi’muqmﬁw"’mu wazdoshnsasulmimmnnuii
LUALADSEeNAN LS

NAABUNNTYNUANAINTUNITVIUBITLUY

ASIRADUNSVINUVBITEUUNN DY Wie Wiszuvanunsa i nuldrasanan

IPUURTINTUNNTITUVDIUN (Water Leak Detection System) a1 6.1.6

PTINFDUNSYINNUYBITLUUATIIUNS ST

A5I9AUM TNUYRI U TUNTULAAIKA

A3IRdaUN T MYz UY
VAFBUNTVINNUTDITLUUATINTULAT LI ABY
ATITABULUALABIVBIFAIUANNTYINIY UazsasyinsAsulmimanui
wuRLnDFeLA LA

ASIFBUNSVNUVBISTUUNIVLA L Iszuuatunsa ldaulanasnian

FEUVLANUADUANIZUING 0N R Ul A (Environmental Monitoring System)

AuTD 6.1.7

AFIVFDUNITVNUYBITLUULILA DY
NAABUNTVNINUVDITEUUBIILADU
A998 UNTELE MNvaIsEUY

ATIEDUNTYININUVDITZUUTNEITDY Wie lhszuvanunsa i lsnasanan

syUUIMTIAL935T0n (CCTV System) s 6.1.8

ATRADUNTYINNULAZYIIANLAEe1naUNIal kN Nde999sln uazgUnsal
UUANANRIULATEUY

ATV UAUE I LLazmiLﬁz'?iam'aizm'wﬂé’aqﬁ’uqﬂﬂiaiﬂ’uﬁﬂﬂww
KULATEUY

ATIRABUNTYINUYBITTUUTUTINAN UazNSITENAN N DUNES
nsvdaUnsELa ueIsTUUNa9995Tn

nsaeuliia wavuunaes

ASIFDUNTYINNUVBITZUUTIHN DY 1o Wiszuuanunsaltaulsnasanan

sruuig ssuukdsdsugunsaliuazaninuiadeunlivinnisueiines

gunInle 9 n1elusios Data Center wuu Single Platform m1ute 6.1.9

AFIVADUNNTYINNUVDITEUUINUA

PNAADUNITNNUVBITLUUBIILADY

/- AFIEDU....
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7.1.10

7.1.11

7112

7.1.13

-11 -

- A579@RUNTELE MvaIsEUY
- ATINEBUNSYMNIUVBISTUUTN DY Wie issuvanunsa i lsnasnan

sal

Ausnfauosfiansmanieluias MMC mud 6.1.10

- psdeuMITIuesssUUU iU ImAne i

- avndeunszuabiihvesszuy

- avmdsumMuessruUiAg e e lisruuannsaliould
FRDALIAN

- yherwsrondiarszuUTueAme e

Power Quality Meter @1%3U Main Distribution Unit $21891U51LATIUIHITIA

M58 (Energy Management Software) a19e 6.1.11

- psndeumIhiuesszuuLargUnsalliduundviavun

- @sI9deUNTELE M90S UUTIMNA

o '
(Y =

- psEARUMIYIYeITEUUTIAE e ivun e Wissuuanansalfnulsd
MADALIAN

- vﬁm’mazmmqﬂmmiﬁﬁm%w%mm

gunsalsyuudaiutoyawuunieuennsenaunsalsianiu muds 6.2

- yhmsperuiazdavhanuazeindaieies

- ATIVABUANNYNHBIYBY Configuration

- pywasunsifeuneanslil anedtyanosneg

- HSIEDUNITVINIUYBY OS, Memory, CPU, Interfaces, Power Supply

£

Dudu (@19
- ATINABUANINNITYINUYDY Hard disk (615
- ATIRABUNISAINUA Policy AUANNTTIENUATSS)
gunsaliaienedeanstoya mude 6.3
- msnedunazidnvetazeadaeies (niiude 63.3)
- ¥ Backup m’sﬁlaaummqﬂﬁ’f@mq Configuration
- arndeumsdeusioans i anedtyaamine
- ATIEDUNIFYINIUYDI OS, Memory, CPU, Interfaces, Power Supply sy
- avrdeuNsivuauleune (Policy) Auaunsldany
- avrdeu udly fas U5uUsa Software 799 vasaunsaliiudaquu
- deAvsmslinusEuy Cisco DNA Center fiamunfugunsaianunsaldamls

- avrdeunsInas Syslog Tuiivuugunsaidnwiu Log Miduluethewianles (@)

/7.1.14 Lﬂ?'aq...
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7.1.14

7.1.15

7.1.16

-12 -

\n3esmeuimesisitnensongUnTalrionu sTuLUIINIS AN AN

uazUnIal/sruUUIMSmsssuUAs sredsasTesa mue 6.4 - 6.6

- yhmsgerusasideviauazeiniaaes (i)

- ATIRABUANYNHBIUDY Configuration (§14)

- amaaeuilsitumavinuesszuy 7 sy, sudusedlda

- pywasumsifeuseans il anedtyaasnag i)

- ATIREBUMIYIITUYBS OS, Memory, CPU, Interfaces, Power Supply tusiu (614

- ATINEABUANINAISYINIUYDY Hard Disk (§1)

- ATWRERUNSAMILA Policy AIUANNTIHUANG

- ASIADULIDITUVDY Firmware YBITEUULAL/MT0QUNTA! NINNUTY
fineftu lny Wnsiaaounnudifuvesszuvnas/miogunsal
NouALIUNISUSUUTIBITUAING

- dofnsnisldnuszuuiimund sulu. Waueglutaatu Gawete 657,
6.5.10, 6.5.11, 6.5.14 Waz 6.5.15)

- weAnFnislau (License) sxuudl slu. Waues angudn wioaiw
VouNdn niefunuTIievesndnluussmalng a1ude 6.6.1
(Cisco Prime, Cisco ISE, Cisco CMX, Cisco MSE, Cisco Secure Network
Analytics (Stealthwatch)) uag 98 6.6.2 (Cisco DNA Center)

gunsalifesaamassninaaiets IPva uay IPv6 aate 6.7

- amaseuilaitumsvhanuesszuy 7 s, Sududeslday

- p5aaaeu udly Fadt USuussnesturensunsvessruu i dutagty s
nsRsenene MAsatesiumslfiueynsaifinam

- maﬁ]aaummqﬂﬁawm Configuration

- HSIEDUNITVINIUYBS OS, Memory, CPU, Interfaces, Power Supply
Dudu (@)

- ATIRABUNISAINUA Policy AUANNTTIENUATSS

- nsseAnsuieltaIy (License) aMninan nioav1venan vioduny
Twheveainan uusemea vy

- yhamuavengUnsailiAtosiivie

ypgUnsaiosiuibaneutugs Advanced Persistent Threat snut 6.8

- amaseuilaitumsvhanuesszuy 7 s, Sududeslday

- w5anaeu udly Fadt USuussnesturersunsvesssuuidutagiy s

N3RIAFN MAITeiunT iUl nsalfman?

/- AFIABYU....
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7.1.17

7.1.18

7.1.19

- 13 -

mwaaummqﬂﬁawm Configuration

ATIVFDUNMSVIINUYRS OS, Memory, CPU, Interfaces, Power Supply usiu "3
M3RAOUNNSIMUA Policy AIUANNISIFIIAeY

nssednsiite 19y (License) 91ngudn nioau1vasinan noduny
Twheveainan luusewmea vy

MAuEzIngUnsaiTingIvawisvLe

yagunsalnslinudmiuies MMC anude 6.9

peanaeu uily fnds Usuugsnestureninvesssuuidutiatu (i)
sadanssiaeeingg Mdsdestumslinugunsaiiivmn
MTIAABUAINGNABIYDY Configuration (d)

MTIRABUNNTAMUA Policy AIUANNITIHMUANGY (619)

nssednsiie 19y (License) 91nguan nioau1vasinan nodauny

Fwhevenan usemealng (6nd)

o '
(Y =

ASIFDUNTYINUVBITTUUTHN GBI IUA Wis liseuvanunsaldauls
ARDALIEAN

MAuazngUnsaiingIvawisvn

YaszuUUITIneing mude 6.10

n1snednsiieldau (License) IMNANAR 130a191V090NEN NTBAIUNY

Twheveainan luusewmea vy

LAT0IABNNIABTUIYIY aUNTAlAIUBITAWIT wazTasuITT IWaduayuy

N13YMNIIUYBITLUVUTIMINTNGINTOIANT (ERP) m1u11® 6.11

nyvaeuMseuseanyli wazanedayaamng o
MSIVEDUNITYI9IUVD Operating System, Memory, CPU, Interface,
Hard disk, Storage, Power Supply wasiargun1sveuaesssuud sy,
Fudusdesldonu udu

ps1vde wluings uarUsuUssnestusening Wednisuuusamesdulm
Tng vy, Fealsisuansnsidaulinfesniiidegiiy uasbideadeelidn

Yo Y o [

Ay sl wndanududesUsulsaestugensuas fsudnedasdng

Y

vy

WU IAuUUTUUTIRe Tt uen il Isuar T gazden iguasy UU ERP
sunsunazinsuianuiuneusiduntg weliszuu ERP a1ansa
Taowldogwaides wayllFsunanssnuanmausulsanesdurensiaiy
(lowzt® 6.11.3 - 6.11.4)

/- AFIEABDU....
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-14 -

- ATIVABU UarUNTITNWITTUVUTIITNSNEINTReANT (ERP) 1 i, 99 uey
Tuduulianunsaldaulsegweiiowaonsvesiainsulsasnm

- H3UR19R IR dn5n151991uUn3e License #1499 (M1nd) UITEUU

Y

FoNEUWIT waraUnIniAINEIVRMANTUINTEAUNUTIMUIEVDINER
melulssmalne uazdsoutenansnssuuseiunisiednsuaznsusuuss
License viamualy sls. Thiundngrunieluiud 60 fu dudnaniui
asunuludygn

- ynanery WnvhAuazeIndATes waraunsalniieItaniavun

Y adaa v o o a

7.2 {3U3190 099 Ui INIA1N3ANEIN IINIALTUAIIATIAERUUITITN Y

Y

=< v s

TuIUkazlIan15vee iy, (Fudund 99 TuAns 13a1v1N15 08.00 - 17.00 U.) NTOUEILA

Juwarnad svy. mvus (lunsald lanuisasmidunisuiukaziia vinnisie)

vy v Yo

73 a1 nT5uTe AN I9ae LAz U 3TN B LLAET IR ULA AT 5T

Y
[

AD99AYINIIBNULBNATATUNANITATIVADUKALUITITNYITEUU SIudRUNTaln19 MU
wiowabidaiuauuy Fudludfym wasdesdniiiunuiinnuiuasiusraunisal Tunisqua
srUUABLIMB LAY SrUUIATEY BADA15TRNA STUVATUALUAITHIIIUAIIY VD4
Audneuiiined Ussyuifiotiaueenuaguranisnsinaeuuazsesne B sy, Sunsiu

v o

nnATE Mgty 15 T vSenuiunan swu. Mvus siufwssdaviluasderidnsiufaneanuasyy

fenamdae sedsuddosduenasrenuluguuuuiidadiaianysaidsldsunssonsunie
Usuudlaudannn sy, anelu 45 $u dudusuaaieidiusidumnsasouiasiissnumly
WAagaIn

74 anude 7.2 uay 7.3 §5udneiaadmitd@oud sl svlu. nsruiduanednualdnus aamidn

v o

Lideendt 5 Jwinnsves sl nglilauenaamznssunisnsiasusian

v v 2

75 #3udnedesinisdisestoyarsludiuves System waz Configuration A9110u

o w

wazdmudAty vesgunsaluarszuunude 6.2 - 6.9 uaz 6.11 lnsdosdaniuazdniuaslu USB

[V
U

Flash Drive Tifiums suy. 9113w 2 4n soseumsusssny Milbidndamsouiuseanuasunants
p3vABULa IS ENwIEUY TandseUnsaiineg iavun aute 73 TunsUssausagasadae

76 msUsuen (Configuration) niemsidsuntasenlag Adgaiugunsaivieszuu nude 6
suidonnanaudaundnienudesnisves . fiudrsdesdavinasuseazifonuosnis
sdusuluusiazasy nelianstenaisatesiunmsduiuny wu auaviotads anuznou
uazndansUsuAvserasuudasen Su/maisidunis sufefiidung ueginles wdudsbi

syly. nwuduatednuaiones ey 7 Juvhnisues suy. vdwinnsedunuwdiasa Ineliaus

FIRAMENITUNTATITUNER
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77 nsdd sy, SnrsAadsszuu/gunsallug wieviinisusudssssuu/eUnsalangg
Bi{Sudrednviunuidssuuinsernodearstaya (Network Diagram) WNURssEUUABNTILADS
W398 (Server Diagram) wazinusisaunsalneuianes sunsalinietodeansteyanieg anelu
% Rack (Server & Network Rack Diagram) Widutfaquu dadmseurusisaunisanduauli

sy, nuduansanwalsnes a1elu 7 Juriinisvas sy, MasanA1TeLIuIULaLase tne Ty

\EUDABAMYNTTUNNTATIVTUNER

78 msUrgsinmigunsainute 6 dsounainisbiuinisiigednuidiuausiu 4 ads
ynlusgmesiidulassnsianudidudesuasuuvasiunasnaanusunuildiaus b s,
Fsueesimisdoudslimsvarmiduasdnuaidnus neufiviuirunegnsos 10 Fuvhms

v 31y, IneilauenanmenIsuNITnTIATUEN

8. miﬁ'ﬁﬂ?ﬂw’nmu Corrective Maintenance (CM)

£ v

8.1 melussuziannimuainutenvueil §5udennaseeusulseAuaugIsaunnses

Y

n3oUnvoatgUnsal/Azuu imuatude 6.1 - 6.9 uar 6.11 wingUnsal/AEUu TI3AUNNTEY

YV Y

w3ald Wlavisuansaunuisdiu sy, sudsbinsudvinisu ludeuusumvselldeuaunsaingisn

Y

unnsesiuldnaen 24 9l nsiiazun weeuwsuniadsugunsaldmnanibieglunasidauas

% v o A

n1sdadulaves svu. uawesned lnegsudnaedesdnlididmia ndanudeivigy

o
9

nazfivszaunnsal Sunsuieisusidunisniety 2 $9lus dudsusinand svy. ldudsanuvage
unnsesbiSuirmaunalnsdnd sdwsiindoud sans wisaamunedidnnsednd (E-mail)
lemndu liduiungs wardesiudunsudly deuusuviowasusunsalbiduasoanunsaldamld
Wuundadadn ey 24 Salusiuusingi svlu. IWudsanusaunnsesingnn viad Tusewing
naudlvgeuuen fEuinmzdosdameunsaifimnzamn naunuie sy, ansnsaufufnuly
othstaries Inseglnanietanaunsalfinunltlunsdenusuuily wioliltidunistansn

wsonunUasuliingiy sxdednuanddlisiniveasy nsdlnsudsuiangunsal bilu

1%

Jangunsahiuvazdenduveshunbiregnldnunnsues Widuveanuiv

82 wnisuIelianunsaudly geuwsuniowduuaunsalnielussusiainivun litheiu

Y

g &

I vy, FansInelsudnenedulisndunisunuauninsdeunsuuily vadsusunsallasad

neluviszeznainissulseiudugaas wazsudnseandudaeneldremenisiidu
wnu svu. Tngeloaeiiindu sy, asinie191nA919msoliuduY NAanelaviud tag s,
lRvsvanasIudnsumaeln

8.3 H3udwpsdawSunIue niBuinssu-andinif suy. Tun1suguaniuuen

'
a

an1ud Wensgauuruu lunTeldouudatgunsaiuananiuinnasa a1uv 1Wamda sy,

b
o
v Vo

$09v0 MINTUMBTUARTRUA [MENIMUATIANTUATININNSAUNAINGT?
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84 nydndndudesridunsudlugouusuuonyisiuuaziiaiinisves sy, §5udnedes
annsavrsashwud donurnaunauazudinass nseduiseshw uilgeuusunuiuuas

LA SN, Pvuale

9. mshiuimsguauazdnnaunsaliiesuuwszansnm

9.1 Tunsdl# slu. fn15Ufuuge Wasuuvamielendregunsal saudan1susuuss
Configuration #1149 18453 UUKAraUNTAl AT 6.1 - 6.9 uaw 6.1 vialudIuves Hardware Uz
Software e WaUnsalfnanaiuisarinausindussuudu Mavademiogunsald s,
Famuntval Tueunanldty sy, aunsodome iy udedndsununiodmiiitaug
AannIaniuns w aniuidansld Tnsudsinunisinadne Wsdwiindoud Wsans

U

E-Mail lsinpriuviinisues s, wagi{Suirsdiesdndainnumdod wihidsnsdunsmely 15
Tnetuaintudt s, wdslinef$udimeu viemuiuuasnad svl. fvun wieaisdnyuny
masunuiitaoy msvssduanudssionniniy nanssnuiionaiadu wasuumienisiuie
nsiliadafiewannsneg Hufusunaeunudasdun weiliebinmssidunudiSaas
Wlsshed fEuiesssanunuuasiamudvizudmeduiiiedasie

9.2 Tunseli sw. Sanuddusios 9000 szuuuazeunsaliteglude 6. f3udnadasdniinamy

1% o a

o mifidransdumsdennass mud s, fve

93 Fuinstesdaliiiunuviadmmhinianudeivig qua biewsavuazudlutam
yneumadadu i inguaszUUYes S, Humslsdny Tnsdwiladoud E-Mail uazmniiam
Troulsianansaudluld v, ansnsnfesveliifudsdndeiumums e inda ey W
suTumsi s, meluiuvhnsdaly siSeusasnanaui v, vl

9.4  #3UBIIINIINTIERULAZUTUUTY Asset Inventory UB3sEUUKAY/MT0RUNTA]
Melusios Data Center AudaauiIlAaId1704 (DR-Site) LagipaAgudmMiuguakazuImIsInnIg
n1sausalwia (Monitoring and Management Center : MMC) Thidutaquu Tnvazdasdayi
semuluguiuuliadidnnsoind muissuinamenamingdusina1nuuszuy Asset Inventory
09 .

95  fuadasimihmenunmstinginu Weusnaa Rack meuias Data Center vimun

96 Hfudnadesiniunsifeatuanusiuaasn dusumaluladarsauma Tnsusuud
UsuUss Security Patch wasszuumaz/miogunsaiiavin audl sy, faewe

9.7 neuseuthsIsnwsTuULaraUnsalnnd 3 {Sudrsdesdalidiiuanuiiniuiiasd
Uszaumsaliitevihmsinsgyiszuuaeuiomed seuuiaierisdoasdoya wagssuvaivauuns
vauvesrudaenfiumedvdn sy, Aldnuludagtu Tnedesagunanisiinssvinfausialy
Foruauusiioiduuumislunsuiudssss v atedu uazsesiunslinuluewenldesned

UszaAnSan lnedpsdnviwanisinszsiuazdeiauauwurane wWu Digital File Miaunsaudly
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UsuUgaliay .docx, xlsx, .vsdx 10Uy Us59a9 USB Flash Drive 97u7u 1 90 Lduane
ARIENTIUNIINTIVTUNER NToUNIoITAlATNSUssguoaTUNauas MdalauaLuy wundmting

AWATTUY ATLTULAZIIAIT S3L. AuR

2

9.8  fFuiadesiinssiesns/ iy License ¥9455UU SolarWinds aeluseuthsssnwissuy
wargUnsninnd 1 deil
9.8.1 pr Network Performance Monitor 9713 2,000 Elements
9.8.2 T;uqa Network Configuration Manager 311U 100 Nodes
9.8.3 T;uﬂa Server & Application Monitor 311U 100 Nodes

99 Hiudnseavnanimslinubiiiemesansliuu vesszuy VMware Workspace One

fi sy, Waruey wazsanuimdubiidssned msunitnauves sy, bivesnd 200 ya
meluseutisesnunszuuazaUnsained 1
9.10 fFuinsdasdanansnisliauvesgunsal SAN Switch 83 DELL u Brocade 6505
mute 6.3.15 7 s, Waweg Wnedavuiudnliiimesemsitentutiagsy luosnd 12 port
#io 1 9 MeluseutssinwssulazaUnsalned 1
9.11 Iﬁqﬂﬂiiﬁ Access Switch 48 Ports §%a Cisco ':;'u Catalyst C9300-48T A11S19N15UD
6.3.4 laifiasiadninisidhilsdeseuy Cisco DNA Center
9.12 fudsiesdnm/udy szuu/eunsalidn A siu. Touey euuusassansam
e Uil
9.12.1 wn3esd150ali1 (UPS) WUU Line Interactive Afivu1nladoesnan
2000VA / 1800W wagdvoadsuuanindlidosndn 5 9o9 1uau 7 4a
Tnsgunsaliemundosdszuudestuusaiulnnszein (Stabilizen wioy
suussiuaunsalangudnduszesian 2 3 nneluseutrsssnwssuuuay
gunsainaf 2 Tnsgunsalfinanazdoadugunsallmifliinegniden wnnou
9.12.2 Hard Disk WUy NL-SAS 9u1A 3.5 117 AI1UY 4 TB 31U7U 12 U3 Wiay
Disk Enclosure dwiufinnalfmuiuaunsafdniutayauuunisuen dxe HP
Ju 3PAR8400 71 51, Weueg mute 6.2
9.12.3 Hard Disk WUU SAS 4U1A 2.5 113 ANY 2.4 TB 91U 9 MUY dmsufinsield
nuveunsaldaiuTeyauUUMeELendvie DELL Ju SCv5020 71 sy, THauee
9.13 Fudedesdam SIM Card tiemsliauiuszuuig ssuundudousunsallnsiiuas
anmuandeuiltviinisuedinesaunsalsng q n1elues Data Center WUU Single Platform
e 6.1.9 uardessudaveuriansnuiinduaiiluusagsouta Mndbiuinmandorisves

SIM Card 19 Tuusiagsouifion fausiud 1 SuanAu 2565 - 30 Aoy 2566
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10. n1sfuusenu

101 H3udrsdosrimsiudsedu marednsnisldaunde License weq (i) vaaszuuuas
gunsainude 6.1 - 6.9 waz 6.1 MnIwBIAAsST LUU 24x7 MngUnsal (Bniusenisiades
drsasliirvuin 5 kVA 9 6.1.2, szuuysueinianieluries MMC 99 6.1.3, 52UUAIUANNTT
W1-eenies MMC 90 6.1.4 duiafinues 98 6.1.10 uay Power Quality Meter 1% 5y
Main Distribution Unit 98 6.1.11 Tisuusgiuiuy 8x5xNBD) Uagdesdeuauienalsn1ssulsenu
N5ReANSUALNIUTUUTS License fanana B 5w, Hidundngiunielu 60 Tu Wudaain
TuasunTudygn

102 {5uTeiaaiin1susulgUsednSninssuuniude 9.8 - 9.10 MINKKARN Uoa1v1ves
Hndn viesunuTmievendn lulssmalne wusdadomalulagdansaumna wasdorniiunis

UsgiupadndsnsTgaumnie License Tilduasanielu 60 Ju dudaanTuasunuludyan

11. n1Silnausy

v Y ¥ .

11.1 fFuidesdailnevsueiaiuasininuslunsufuRnuveadimini swy. lned
H3uddeaueitoniseusdeuuiinns W dvn. farsanuazdosldsunisiiureu newviinig
Anousu lneidevinisilinevsudeaisidostuszuunieluqueasuiinmes (Data Center)
sruUlnIeIRouNAesIY1e StUUIATeYIBdoa1sTeya uarsruUnvIALYaeAlY
ysmeufimed 7 sy, An1sldauey eenten 2 vangns nieuenarsineusuiduntulne
Tedosnousiliduadanieluseunstigeinwssuunazeunsaiand 4

11.2 fFudsdowhmsiinevsidming avm. Mdudauaszuvesisies 3 aumdngns

113 lumsfinevs giududesinnenine ns lenasmsiineusu 91msane Swau 2 e
wazewnInasiugiuu 1 daretu muduand dvm. e

11.4 mingFuirslisudunisilnousuldiuniuszoznaiiszylilude 11.1 sy,
sgsidunsdadadming fauaszuu sudwaud v, faun WlneusuAuuTsnisuRnousy
aeuan lagenldTeianuaiiAaainnisinousy {3udredusenli su. Wnaldaredana

panNUANUsEAUNTUUARUdYaN

12. msdeuaUY

121 §35UT19i0aTn TN 15Uz YuITHY (Kickoff Meeting) nelu 15 Tu dudaain
Fuitasunludyy i wWoviauithle wazddusurun1saTuy Sunadesdesede
Afnsiovan ffnsodses wasld iU URNY nommnetauinsdn nsdnvidoun sans
uaz Email Address snnfinsidsuntastuszsinssidulassnng gsudadosdmisdoudslst s,

nuduanednualdnuslaeifian Tneilauenennznssunismsasunen
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vy v

122 wdsnigEuialditwihnmsaaeutaziissnumusounainmun §3uinsies
FadenenunanisngInaey U1ssinw deunwuud ussuuaeuianed stuuiniedisdoansteya
LagsTUUAUAYLNSYIILGNeY vesrudnesimesuazienansdue Aieadestusuuuu Digital File
fanunsaudlouuyseldigu doox, xisx iludy wazluduvosunuiiszuuiaiediodoansiona
(Network Diagram), WHURI58UUADUNIABIULYIY (Server Diagram) hazuNulIgUnsal
ouined gunsniiaierisdoanstesaniag nelus Rack (Server & Network Rack Diagram)
Tizuisdadsnanisnsaaeuluguuuuvesidfanmsaususald (vsd) laeussalatu USB Flash
Drive 1w 2 49/Ass lauasengnssunInTIasuvian Tnemenudesdneandoanseunauded

1221 agUranmTedeuLasU s UUReLiawes sruuinTeriedemsteyauas
spvvatvauunsnuane vesqudreniamesiiduluaimdoulyaieg
AUTD 7

12.2.2 USB Flash Drive ﬁlﬁ‘ﬂjaagdami Backup System & Configuration fis duuazaety
VDI UULazaUNTal 11U 2 YN

12.23 wnursszuuiaiesiodeanstona (Network Diagram), WHuraszuuasuiaLnDs
W78 (Server Diagram) wazuwuriigunsninoumines gunsaiinietudoans
Joyanee) aetus Rack (Server & Network Rack Diagram)

12.2.4 srwaunsui ludgmens ﬁLﬁquW%’ammmqLLa3"3%'mst,mulsuﬂzwm”ma'n

12.2.5 swnunsBndsnu Teusnau Rack melusias Data Center Vv

123 License vesszuuiIaNsasouaziaudaya (Veritas NetBackup) m1uda 6.5.7 ety
seuthsssnwszUuLazgUnsalned 1

124 License 1035¢UU SolarWinds auta 9.8 nelunnd 1

125 @nsmslruaesszuy VMware Workspace One audo 9.9 n1eTuaini 1

126 AvsmsTiauvesgunsal SAN Switch aud 9.10 melusouthseinwszuus nei 1

127 TemsgUnsal aato 9.12 - 913 vivn ngluseuthgasnm oefl 1
13. daaeIudns

{50319 waz/miaidminivesiudng Mirdszuumaluladarsaumaves sy, doaUfjUa
pauloniemsinviansiuacasnfevesszuuimaluladasaumaves s, Musngfaenans
AANUIN LazAEABIsnYIANdUs1eY Aldannsufuasu Taeshudlidsudng uaz/mie
Amiiivessudidoyadiunididulanioimuadldaninnisu fofeuly sru. lWyihe
wWouns vioTiasziszananaenisdula luinisnssvidananazidunisminalsslowd

w3 liAnu mn sy, asanusuinsdesyaldridemeduduiuiulidseninangivianue

nnvualludtygn visd 450419 wag/mSordminiivesdsudndesasunuludyyinisiiushe

Y

1%

Foyalilduaudy (Non-Disclosure Agreement) naulsuUufiany MuFULUUT S, Mwun
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14. 528212810 1HIU9Y

SURSIUN 1 SWINAN 2565 DTN 30 AUEEU 2566

15. 29§uIUUsEU0

o [%

37,104,400 (aududaduvidwaudiudsesumdin) sundyaaiiy

16. aNS1ANUSU

Ad vy a a

16.1 91nve 8 lunsalysuIeludidming Adanudeinguazduszaunisalsunsiuiie

g '
a

Suandunisateluna 2 Flue duweiaad s, laudsanudisaunnsesdana §35udig
Gureni s, Usuidumedalus ludnsnsosaz 0.01 (fudqnruenia) vosyarndyanine lnswy

w3t lueliAndundadalus dudsusnsuimuanadina1unIEsuTssuaduns

2z

Pouuguuilunanasa lnea1usutredugsustsdusenll swu. inesnanAId1ausasuduY

Y
£

Ar9ne leviun Ine sy, luspsuenanudnsiumageln

162 nde 8 drusngIsudiliamsadenusundly viewasugUnsal Winduasaduund

v Yo Y

aradnnel 24 93l duusiav sl kdsanudisaunnsesanand )sudnedugenty swiy.

Usuduseiu luensnsosas 0.2 (Audnas’) vewyandyy1dne lnawrvvesiuiaadunisiy

v
Y]

FeduAunATUAMUANANTRS U ianansadeuwsuu lunsardsugunsalliun svu. audeiud

2.

¥ a a

sudnldvhnsgouusund liedsuaunsal iudauasa uaranusaldnulifnuduseusosudn

€

o2

AUt U sUIdueen Y Wi, inte1a1nANd eI udu Y NAnweleiviud e sy, lsides

s
2

UBNAIUANTLH DL IR

Vo Y

16.3 n3ENRSUIRITAARANTANTUNT M1uTD 7.3 7.6 wae 7.7 n1etuniandt sy, Amue

Yo Y

Hsudnadueenli svin. Usuidusiedu ludhsrsosas 0.01 (qudanauenil) vosyandyyi9ns

TneotawrosTuliand undaiu UAILAATUNINUATUAINAIIUNIIETAAINANITANTUNAS

1% v v

TngAUsut Ul SuTdugenly sulw. ineenanA1d1amseiudu s Nd1enelaiud lneg sy,

laifpavananuansusosln

17. N1597158AN979

1Y

mMstszdunudyn wiseendu 4 va Faldsmndyariiuu TswaziSoadil

171 907 1 $13813u 25% vesyaniaudyyl Wedudelddidunisvisednuiuay
dounsundluased 1 Tudanetudl 1 fuaan 2565 Safudl 14 nuatus 2566 (76 )
LAZAMYNTINNTY IANTIAsUNUNARIATURILLED Aude 12.1 - 12.7

Yo Y

17.2 9909 2 ¥15943u 25% voyarinndyyi Wedsudnddandunisuigesneivas

Y

= o

FOULTURALUATIN 2 WUAUATUT 15 NUAINUS 2566 H9TUT 1 WeunIAy 2566 (76 Tu)

LAEAMENIINNTY IANTIasUNUgNARIATUAILLED MuTe 12.2
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Yo Y

17.3 9309 3 ¥15943U 25% vosyarinudyyl Weksudnldandunisuigessneias
AoULTULALUATIN 3 YUAILATUT 2 WeunIAY 2566 ATTUN 16 NINHIAL 2566 (76 Fu) wazA:

n33UN154 lAn19suaugndpsasudIule mute 12.2

A v v

17.4 919 4 $15813u 25% vosyaraudyan Werdudeliddunisuisesnvinas
Fouumautluasart 4 Tudeusiui 17 NIANIAN 2566 BaTuil 30 fugngu 2566 (76 1) uazAne
n331M15° WWn595uaugnABInsuaIULE MuTe 12.2
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msso hvuganavurslszmalng

MASS RAPID TRANSIT AUTHORITY OF THAILAND

sgramnanelamAuYeesguun3IINIINIENTIANUIAY
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

Usznianissa Wnvudsunasunisuseind e

1599 Wlgwen1ssneaNnuduAlasnasBvasszuuma W lagasauma (UUUSuUTIRsIn 10)

AenszsvnguMivuarannasiuarInslunsigsnssundidnnsetindnasy
W, 2509 1es 5 tvunbinsnuvessgresdaiuuulsnsaruuUuRTumsinvausiung
Uaeaduduasauma e limssidunsla 9 deiBnsmedidnmsedndiuvuisnuveizuse
Tevhsruwesdsiamuiuacaensouandedeld fudmabiszuumaluladmsaunavosnissnluin
yudunaruusUszmalng (swa) deadnssnuianusiunsasnfuvesssuumaluladansauma
og9nsuduios15aliFannudy (Confidentiality) Avmigndesnsudau (ntegrity) wazanwniesliau
(Availability) vesansaumna auiinuantisu ldun anugnesuiads (Authenticity) Arusuiin
(Accountability) M3 fiasanuuiney (Non-repudiation) uazananindeda (Reliability)

UszmAnnssINsInssmedidnvisedng Beawnulsuisuaziuilfoalunsshw
AnusiuAsaeAfER U SAUMAYEIIIBYRIST (BUUT 2) we. 2556 T8 14 AwualimsNuvessy
Foarmuamnusuiaveundaau nitlszuuneLiavesvieteyamsaumaineudemeviesunneln
uriesA el #lln sudeananesnmses axae Vi HumsufuAmsnleuazuU R imssiw
AsiunsUaen R L saume it WuSmsseiugsanvesieau (Chief Executive Officer: CEO)
Jufuinveustenindes ammndems wissuasefiiadu

adggmamuAn e 25 uwmsenediyalAinissalihinvudanaruusUsamelng
el 2543 HINsM s e s nasumissemeve Jssenusenanisse ihuudanasumisssmelng
504 Wlsvemssnwiarusiuasaenssvesssuumnalulagansauna aweoludl

1. IngUsvasAuasvouLn
witelsinnsIWauszuumaluladansaumaves suly. Wulvegnammnzay fUszansan daw
sunsaondbuarannsaduiunuldegisioiios yuvdestudymuasaanansgnuanmsla
sruumaluladansaumaludnuaziibigniemionnmsgnanamaindoss o Ssldmusuloune
iomuAuMIsivIANuuAaendovessruumatluladasauma fil
1.1 mManiamseniuauns s saumaAnsauAau 4 91U A
111 madhisssuuansanume (Access Control) fasnsiaseumsausifdnsnisdisssuuias
e rawedeu o WAV (User Authentication) winiufianansa
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1.2

1.1.3

1.14

= a

dhidsseuule sadadinsifiuduiindeyamsidndiasyuy (Access Log) wazdayadsas
memauiamed s msliananisnussuuasaumadusedaniegamunsay
uazieane (Need to know and Need to use)

msdhdssvuunietne (Network Access Control) daarvumdumanisideusiaszuy
ABNTTIABS MITU - A4 TaNs MaleutoyansoasaummlzAoUsTUUNTINY
Anuvasnsefosrinsdnassly wu Firewall IDS/IPS Proxy n3anisnsiaaeuhida
poufed iy tiemumuuazdesiusuanaogiadussu

M3 UnfesEuuU RN (Operating System Access Control) ietfaatun1sidnas
seuuUFuimslagbilssueuanm Termusbidnsiuduimuiiossyfsimesifanu
savrmunbiinstifsrernalumsdeunenie idauuamaendeinngdu
MsnfelusunsuUszensvsauaUndndulazasaume (Application and Information
Access Control) Aasriundvs mat i ssruumaluladansaume ebiansameszuuny
ansaumaiinesfURmumivivi maisimmurnudnimadn i nussuuansauna

28198LLEND

fsvuvansauwmAlarszuvdsesiogluanmsenlvau siuvaiuunSoansenlunsalanau

2 aal o a aal a & a v A o o
Wi@ﬂimmimaquqiﬂ@qLuuﬂ’]ﬁﬁ]’]u?ﬁﬂqimqﬂaLaﬂmi@Uﬂﬁﬂl@ LW@I‘V]a’]@J’ﬁﬂIﬂN’]ua’ﬁauLmﬂ

Tannuunfagamaiio

1.3 ATdoukazUszidunUdsaUesruva sauLIm ARy 1@t L@N e

2. wualunsshwianuiuaslasnsevesssuumalulagansaumea sy,

wwudtumssnwinuiuaUaendevesssuumalulagdansauna s, TWinnanasnssuinums

fane Ul

$198a0u 1) Uszmanaiznssumsgansaunsdidnnsedng Sosunlouiswasinyufualunsdne
ssiunsUaonE UM SAUMATIIIIBTUST WA 2553 2) UssmAnaiznssumssInssumaBidnvsednd
599 1AspIUMIThvIANETuAaenfvessTUUaSALIMARNISISLUUUaeAY A, 2555 uay
3) 17m3§7U ISO/IEC 27001:2013 TneuuiwuiufuResnidu 15 drumuenaisuuuinedsznie

2.1 WlgunigmsuimsdnnmsanusiunsUaeniedmsuuImng (dwv 1)

2.2 anuduasUasnsdeningliuupaing (@um 2)

2.3 MIINYIANUNUAIUADANINIIMEATNLAZEIINA DY (ﬁlﬁuﬁ 3)

2.4 MFIANSNSNEAY (@ 4)

2.5 M3 MIRAUY LagmIu1sashwseuvansaunea (dun 5)

2.6 m3auANNsIdssEuUmalulagansaume (@umn 6)

2.7 mMsmuaunsndsszuuaseelsane (@wn 7)

28 mmuAMBNUMELeNUaY: B (Uarameuen) iisseuuma agansanme @i 8)

2.9 msldnunIssneuiweskaraunsaliadeunives swy. (@ 9)
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2.10
2.11
2.12
2.13
2.14
2.15

v a ¢ A o ¢, =
nsliudumesidauazdodinuesulay (g 10)

v a 3 a ¢ ! a
nsluaannedidnnsetdng (@i 11)
msdsostoyanarnsiusnyIdoyasnasnsneuiames (dwi 12)
NIATIRERUATY STLTUAIESY (U 13)
nsaeleu warnisuaniUisudayaansaumna (@un 14)

MIAUANNTSITNSYE (daunt 15)

WU R lumsshermasiunsUaensitssuumaluladansaumanaute 2. Sadunasgusiuemnsiung

Uaeasttlumsiionussuumaluladansaumeves s, Faminnuiargnanawes Wi, TIVavidIsnueTen

MDAV UANILE1ATIATA

3. nsdlsruuABNTImesUIateyaaTEUImAIAANUdee vTeduntgla o unesrnvieRrdala

SULHBWNNNATINUNNTDY aztae Msal RuMsUAURmuLUlBUswazU TR Tumsshwinusiuag

Unensits ensenime i3 imsmssabiiituus snatuvisussmeive Chief Beautive Oficer. CEO) S ufinveu

HOANULAEN AMULASYNY NSEOUNTIETNATY LAYANTIUNIINTIVABUT DI DATINTINTLUUADLNUAADS

w3eveyaasaumeinANIdsensesunseln 4 unisnuniedvilalle sumshinnsanasing

MAVAOUAIS

wleuedWlididuderiumuun 7 Ju duwsiuiddeunsauy

Usend o TUN 7 AueNeU WA, 2564
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(WYNANIA ASNUNTUF)

{31330 Wiy sasuriasemelng
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1594 wlBu18nN155NEIANNUAIUABANBYRISTUUWA U ladd15auwmA

wuaUuRTunisshwanaiuaslasnssvasszuunalulagansaume vae sua.

ATYNY

AN 1w leunel Usenaunie

1.

2
3
4.
5

10.

11.
12.

13.

SN, NUNH M550 v uEIaTURIU TS ey

N9, e Bewe luladasaumna

e

UM ITEAUgeEn vianeda §ansnssa ihudanavuuislsenelng

v v = 2.

IAUURY et Ie111AdIN15A N IATIETNITUTINTVBY TN

S e

1Y

famu vianeds yaranidsueuga Wanansai idnussuuna Wlagansaunaves suy. aall

don

- Widnaw gnane ves TN
- yarameuent vl euge it aessuumaluladansaumaes sy, litans1 ievsylev
Tumssidunisves s, Idun sineuvdegnarsuisnmeusnidundnsmsoguasnunssuy
ity vl wSeriusnw wiesUuRua Ly vieddnin@nwidnauy

iienuMeuon neds 0seng s sy, ougeiTansTunadhds w3eliveyn viodunsigni 1
o9 7. Tnpagldsuanslunsldssuumudssamanunusiunauasdesiuinreulunsinyianudy
UERIGHG
Aauaszuu e ninawildsuneunneanndUiduam iiwihnsudareulunsquashunssuy
ANAUWA
Wiwesteya vneds dldsuteuaunannusrudynvisudnyeudeyavessruuanulaeiinvestoya
ugsufiaveudoymiu 4 violdsunansenulneasamndeyamamiuingame
1msgU el vsiaguAtisuldlumsufuRnmsetaeldmuinu ssasAvseidmne
TunouUfUR mneft Meandeaiivendunudude q AtonhuuftRineWldundsanasgumudls
Avua LinnuingUssasa
WURTR neds wuamsiiresufofnuiieannsoussainnUsrasusathvang ldnedu
syuuwmaluladansauwmea (information Technology Systern) siunefis szuusuves . Ttewalulad
asAUINA STUUABLTIMBY Wazszuuiaienedeansteyaunvislunisasnaansauman syl @1115a
Yruldusglovdlunisiauny nsuinis nisaduayu n1shiuinig n1swwuIwagAIuANnIg
Ansiodeans Feesruszneu loun ssuumeniiames szuueienns Tsunsy Jeuauazansaume Wusy
Toyaneuiiines vanefs Toya Ternu Fds yaends viedsdula Mieglusruureiumesuanmiisyuy
AU a3 1lsvInanals uagbineanuswiseyadidnnsedndniungnuieinniegsnssu
ddnnsetnd
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Foyaasnasmenesiames (Traffic Log) mnefis Tesiaiieniumsinsedeansvosssuuneuiiames dauansds
wnasiun dunns Yaene 1ian Sui Usina seeznan wiedu o Mideadasiunisinsedeaisves
seuunenanesil

ansaumel (information) vanefis deuiaaseitldandoyatimriumsystanana mssasadoubidosya
Fatoyanrveylugivesiaiay dorm wieammnsfintidussuuigldannsatilalie wazanusn
il Usslovdlumsuims msnanu nsdndula wazdu 9

szuuARLWABY (Computer System) nunedis gunsamSeyagUnsnfvesnouiamesflionn1 sy
Whefulaglafinsimunends yaedmiedsduln wasuudfuinulieunsaivioynaunsaiimmivi
Usvananavaya lnedn i

szuuIAsenBdeansdeyn (Network System) mnefls szuufiansaltlumsansedeansviomsdsdoya
wagasaumATERNesTUUWATuladansaumaang o voe K. 19U sTuukau (LAN) ssuuduvsiuiln

(Intranet) szuvduwasiin (Internet) Wudy

s
a a

Ansvoarlldaru wanefs Ansaly Avddume Ansiiay uazdnsoula MiAvadeatuszuvarsaumea
YOINILIUY

AsiunsUaenfusuansaumA nneds n13815s1iFianudy (Confidentiality) aaugnaosnsudy
(Integrity) wagan mwsanlve1u (Availability) vesansaumna mw‘y’mmauﬂ’ﬁgu en ARagnees
w939 (Authenticity) m3M1SURAR (Accountability) N15vuUAwEsA1U5URR (Non-repudiation) wag
A udetie (Reliability)

wnnsaliunnusiunmasndy mnefs wmmsaiiuaasliiiunudululdiesiAanstiluuleune
muanusiuasasady iasnstesduidumar nismansaldulionasiinetaisiteaiuaiiy
sfunsUaonss

anumsaliumusiunsUasnsieilifasrasduioliosmafn mneda anunisaiiuaiusiuag
UaenseiiliifisUszassnialionaniada (Unwanted or Unexpected) §so1avilsissuuataseing
anunsnviielanAuazanusiunsasndugnanaiy

nsdnfmSomuaums iU saumna vnefs My Mstmuedns wiensuousiuna il
hidmelimuesernevsossuuasauna vamaidnvsetlnduazinenen saesaueRrvLat sUfUR
Aeatunsdndslaefvoutenlimedls

Funing (Assets) mneds Aunsndrnuszuuimaluladarsaumauaznisdearsves svlu. wu aunsal
Aoutned gUnsalszuuIAIory BewsnTidmaavS deya sruuteun mav

wnedidnnseddng (e-mail) mneds suuiyanaldlunissy - delanrmszninedy Tngriuieios
rowiumosuazinIoteMdenTosiaty doyafidsnduldisisnes nmdie mmnsiin nmedeulvn
wazides fasensdumanstusejSuaudsmdonaneauls Tneynasiidaiuasgniuliludanvane

(Mail Box) #ifmuunlidhusudldau fsuanunsadaegiu fiuwainseay nieavauiadls

7



25.

26.
27.

YaPAdT lAeUsEasR (Malicious Code) e gpAdaninavinlineuiianes niessuunaunimes

'
A

wioyardduinmdsne goviats grudludsuulamseiiudy TademioufoRnulings
iy

\n30nauiuned viefs indosneuiunesuuuniliy uasindosnaumasULNNI
gUnsalladoudl (Mobile Device) mnefis sunsaimnmdivinauldvdeutuiniosnoufivned 1y
Tablet, Smart Phone
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dun 1

ulguren1suinsdanisautuaslasadedmsuduins

Tnauszasn
L[] wielinmsuimsdansarusiuasasndoasaumavesosdnsiiauaonadosiuunsgiuanauay
ngvanesuanusiuasasn femiAeatos
H{3URAYaY
L fusmsgean

Y Y

9199911M551U

&9

D nund 1 ulguiganuduasUasnsvansaune (Information security policy)
VTRV

LY

1. SabinmsiuagnumunseUsiussulsueanusiunsaonsis uasuunuuRvaduauunsinusie g
oghaviaedas 1 At Tneivnsanontadeds ded
1.1 NagnsNIIAtluuYetaIrns
12 Toyangvane suleu Tevidusng q Adesufiinmu
13 mIvsuussulsneenusiuasaenddmsuddaly
14 HamsUszduanudanazusuanALLdes
15 wamsudadoulneszuudesiunisynsnludikiumn
1.6 HaveINInTIAaeUTeLaN1TUAYeeIn (Patch) dmsuszuus 7 Tudikuan
1.7 msdnvuazpedyyIUnsesnussuukaraunsalnig o
18 unumseusinemnunmsiasaon foUsz 91 ddsmiinsairemnunsyin
1.9 wamsvaaeuLudAutuDiiun
1.10 Fogadoanaiusng q Mesidadulusfnuazdagiu sauvideanauildsundminmiasey
Meuan
1.11 wamsnsaaeumsUifinanlouisanusiuasasnsiolnednsnaeunisuniolaognsaaey
SaszAumnusiunsasnsivananeuen
2. dabidnsnenssuyaaIng swUsEINM NMUSsIans uayingAuiiemesenisuimsdansaiiy
funsasadvansaumaluusazdsulsyanu
3. dalidyaainsrudunuiuanutiuaasndearsaumaazmvuaniifausuiasou s
Usudsslassasensnanmuanudidu

@

4. wanuanwsuaiviedearsegvadnaneie WK It nuianua ldiiudiianuddgyvesnisu Juaniu

o

a

wlguieanuduasasadouazuleuisatvauusis 4 lnenssasauazidudSudnvounaninudes
ANULAYTY U3DOUNTIMAATUNUAITEULNAVDIDIANT SIUNIAST19AIUSINTDTEWININULL Y
A8789NUAINIUAIUADANUANTAULNA
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N 2

AaNMuiuAsUaaAEMNgIAUUARINT

TnnUszaed
[ ey ldamudnlafsunum sivienuiuiaseu ansunmsdenu sewinenisdianu warduaanie
Wasuamsdnsanu naesaunszyinfatoanauuazdymiieidestuanusiunmasa doves
svuumaluladansaumeaiioannnuidossuinannisalue nsdelng msldauszuumalulad
ansaumadaingUszasaLazanudanainlunisu fuAntnn deenedenansenuniovi i swa.
nAMUEEY

Vs

HIUARYaU

'
o

L ifgmnsmahemealuladansaume fennemadiensnennsyaes genensie/dmin imtuguanuds
N531919MheuNguen
319891195 g U
L] wanadl 3 enusiunsuaensudmiuyaains (Organization of information security)
[ et 4 msudmssanisnsngdu (Asset management)
L] wanadl 9 enusiunsuaensvdmsumsdoanstosa (Communications security)
wuAUfUR
1. msaduanuiunsasasunsumssnanu (Prior to employment) WiteAnassyaansnouniagiinan
UfuRu waziieananudesainnisufiiaudanatn niseluy n1sdasuuiad wagn1niszuy
asaumaiensnensasaumaves sy, Tl lumaibimanzan samiade i ldoudilalumini
ANUTURRYDUVBIRNULEY
1.1 nsnsRaeuAnauUAvesiaing (Screening)
A1eninensyana nied1e/dn AiduguanuitnisdmiisnususndasnsIaey
AneAvewaias (lnsdinmsdaduminn gndne myhdmhsnunisueniiio fuRnuld
sy, sutsddnindnwilnn) lneainsdesliinnsevhdanguune sudeu dovidu vie
2385531 sanialiivseilunisunin udly viane ndelasnssudoyaluszvumalulad
ansaumnenou Lagdanausiniud sl fvun
1.2 nsmvuaioulun1sd1ea1u (Terms and conditions of employment) 1531313l doule
nsdnaubinsouanuudesduiolud
12,1 mvusmiianusuisveusumnusiuasasnsibsuasaumaogadumednualdnus
(Information security roles and responsibilities) wni g Ingivualidenades
fuulsuneanusiunsasnsivesszuumaluladansaumaves s,
1.2.2 Awvuabiimsasnuludygmgidaimeaauduues swu. (NonDisdosure Agreement : NDA)

1.2.3 szuumalladensaumeniasiavs oann e Baulussmnimsmdndedudunsngues s,
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124 MnuannusuAaveuniounasiny maflWaeulivjuinuulsuemssaweusiuag
Uaonderesszuumahiladansauna s, 59 navsne sudeu Tetidy vietermundu
AReTosiumssnimanusiuasasndbvesszuumaluladatsaumne

2. msadaanuiuatasn e useninn1sd1aa1y (During Employment) wWeashsaauasgninun

Al nuAniusefiAsdestunm U oA sauma nudshinnusiitebiaunsadesiutusnanls

21 whhinsumssansmasuausiursasnss (Management Responsibilities)
fuims s, nnszdutuinindaduayuiesduaddostenelud wngldau
2.1.1 Usmmulbunenssnuesiunsaensdemuansaumaves s, Wumednualdnuslvinnay

SunsulazUuRnIY

2.1.2 Yhbi{ldnuuiinuulsuemsinmanmsiuamasadoduamsaumaes svis

213 afeanunszninfsenuiunslasadosuasaumaiiiadosiumiinnuiviavey
VDINULDIAT VDY TH.

22 msaduenunszain Mabinnueg uazmseusuduassiuasaen Al 15y (Information
Security Awareness, Education and Training) msasinnuaszmintunsshwnarudunsUaonss
ot auawe
221 auasruudeudadeusivanay uarteslmidmansznusenutiunsasndovedszuy

waluladansaumaungWouiifedes uenanifesudaudeuliHrnuivemussingg 3
audsesng o wu hsareuiunes wadansvasnaeniadninea (Social Engineering)
wazvasbrnmamaia s

222 sy, fosuidunisinousy wisusznduiudiioaiuanumssmind uauiunsaonde
vesszuumnAladansaumeuni Faudulszamnd

2.2.3 sl deudsllirnlinny Wedmsdsumamlsusmssnmenusiunsasndsasauinea
Y93 9. $2BFUIBHANTENUAINNTTU AL ANTING 1)

2.3 MIMUUAUNAI Y
23.1 ANUSURRAUNMIY

ulsvisuazuafulunissnvanuiuaslasasuiuansaunedldneWiAndns
yanguanefivih i W auiuiawios IiU fumuuloueuaswnugoaTunssnwianusiung
Uasadvansaua uaziiaunnasdugoniiazbisidunsle q menguanesio s, dald
Ufoinussdoud uregrdlsimamngliaunssyinisasiiavionsyidamuulouis
wazuUURlun i e asiuasasndoansauma o1adunnudameTibuagidumn
Tignaalnuniedvele swiw. lifiausuiaveusonmsazdansngdumsdyaiinanns
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2.3.2 MINAsNINYENsEYIER
fldnuiinsgyianuda dvn. sgifinaoudnsnisldnunazenadunnudaniside nie
ARAnNNVINETAL TR
1) winew/andreiditunieazifiaulevignissnuimiuiuaslasnfovesszuy
walulagaisaumea sy, dognasinyniunssuIun1In1edleves vy, auds
ngvsnefiiedos
2)  yhsTuMEueNTinssYieLAn %ﬁi‘ww'mﬁizqiﬂuﬁ%gzgm?aqﬂLﬁﬂaauﬁwéﬂﬁwﬂm
sufsidunseungrunemaeides
3. miﬁyuqmﬁamimﬁauLuJaqm':?{f'mwu (Termination and change of employment)
wieruunmihinusulaveuidoduaaviedsuuuamisisenn deulufinsfunsnedunay
n1snennoudnslunisidid
31 maudinsduaaviersasunuasnsdeay
311 drensnensunnanewdsidromaluladaisawmansruiuininnidnaudnis
aeen Tondne indeas violdedin Wiethomaluladansaumaazlinsavaouuaruims
Fnns@nslumadrfsssuumaluladansaume

312 de/ddn AMduguasundnisiidnamdisauaisuen desudalilemalulad

' v
N vy o Y a

ansaumans i lunsdasuineneuenduandyyrdnamiednisenidndyaning
uielA /v, asaeaounmsinussuUasaumaLazaeaneudns lun st fassuum AU
VDY TN
32 msAudunsngues sy,
ATz uURBInTIvae uLiioifunAudunsngves sy, 9ngleau enisdugansenis
Wasuuasnisiaauy
33 msaennoudnEluNILIng
331 fauasruuiowenaeudns umadifwes]linu WeAugavieidsuuansineny
332 msnenneudns umsidndmnesiude mamenm (Physical) wazynenssng (Logical) Lty
neyua Unsuanany Unsussandaditanu uwastyddldau sy
333 TunsdiiHouiduaaedsuuamsdnan dnskivydilnusaud (Shared User D)

Yo v

iU Waudu fushudyndeal deusviaiuiuiindinnduaaniofunianisineny
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dUN 3

A155NYIAMNLUAIUABANYNIIATUNIEATNAL FILINA DN

nauszean

] iemuauuazdesiunisinvanuiunsasndoiifitosiunstrdsenaisanud uagiiuidai

Toyanauanes (Data Storage Area)

[l HARATEUY
L ggrusmsihedndouazuing
3199911951
[ st 7 pusiunsUasnsiemenmeninuazaninuindey (Physical and environmental security)
wuAUAUR

1. fuaseuu doseniuy wazAnnlaunsainiesyuuatuauy (Facilities) iiveUasiuaiusiunsUasnsie

e ey

Aunen 1wy aunsalduinds ssuudrsesiiin wesnidaliia sruuusueniauazaluAy

ANNTY FTUURBUAUITI kaeAalin1sUNTIsheeg A awe

2. fauaszuusissinnigunsalasaunalugiin (Rack) nSeanuviinnuiuasaensouasiinislngen
3. Hauaszuu desimstesiuameaindan Wiien1sdemsvieag il dlviinsansudtyanas (nterception) 39

frnudmeindy Tnessdouduameandanuiedasaneniomaiuaneiisiunmasndennmsigids uas
luifuaneruiuimafslfessaisisay sruanoiadadearsuazanslwideawenaniulned
SruEATALNZaY

4. mMsmruausnidnsinwANuuaasnss
MuniuivesszvunaTuladansaumane q eghanmnzay Wedunisidse s AIUAN NN
arusiuasaonsvangdillldsuounn saniesiumudemedu q ferainduld Tnsuwvaen
VS mussuumeluladansaumesenidu

¥
&N

4.1 WuAY (Working Area) Mgy NUNARALLATIADNTILADTHIUUAAALATADUNIADT
WANIUTEI Wiy

v '
A a L3 ¥

4.2 fundniuieyaneuiames (Data Storage Area) inedis WuviAuEvestaya (Data Center)

Y

5. mMsmuANMsITIeen 81A13 dauT
5.1 mvusdnsvesliruuasmhsnumeuenlumadidaniud tneuvaenld fed
511 fauaszuudosmuunansundldnuidansidn - eon uazfnuntieszeznaidans
Tun19itn - eenuslaziuildeusruumeladnsaunmosathiou
512 @wthisnwiansdasady (5Un.) awdesbinisnumsuenvieyananieusnuantng
fanunsoszysnuresyanatiy q noudhdsennsves s, 1wy Unslseamaussany

Tuaugndud Wiy uwaruiindeyaunsluayavufinusossuuauansaume
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52

5.1.3 whsnumeusniindsnesosinunsefinse (Visitor) assemiansnsauiulidnaunaeniani
ag/lu v, uazAuURTHAAse (Visitor) NoweanaINeIA15VeY THi.

5.1.4 wWwihiisnwanuaends (3Un.) desmsivaeuiinse aunsal nievasnaneeniiaueiudin
W3BTEUUATAUNA WiQNeias

fauaszuy fesmuaumsidn - seniiuidauiutoyaneuiiames (Data Storage Area) lilsfijlaiians

Aasld Tnefuuediuiinsdseududiuagiiuinisniouviedsznavaunsalansauine

(Unpack Area) floutidniiuiisaifutesaneuiiunes (Data Storage Area) uazsaanIuANNTg

9 - oon WenanidBsatdssruuansaumaastoyamsaumalaglaldsueunyn TneUfua
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g 4

ANSIANISNSWEIFU

TnUsTeEeA
[] ieusmssnnismindauasauma ausanisdam n3ldnu sufimisendnlden laednissey
Funinguanrnsuazimuamiinrusuiaveulunsundeamsng fumsaummenamanyay
Hiudnvau
L] fpuaszuu
[] \édrveadeya
[ fldau
31999 TFIU
L] et & nsusmssanmsnsngdu (Asset management)
wuAUAUR
1. whiianusuRnseusensngduansauma (Responsibility for assets)
1.1 W1vesayanazialaseuy feesauiudavidyinsngdu/meideunsngdu (Asset Inventory)
wasnumunssunsdauetsieslar 1 ad wiadledinisdeundacidubdty
12 iwesdoyauazauaszuy fosszurvemsngduasaumannsnents esuinveunua
AuuAsUaDRfBasaUINAnaDnsaTe g 51Ty
13 Wvesdansuasiauaszuy foufendunsndaumsaumadoduanvdonasunainsinany
14 fludeslivingduamsaumares vy, aghesriinseds uaslifeufoRonuves i, whidy
svdesfuRnungine sudsu Teveu wazuloune ves vl
2. MIuUNUIBNNURINTNEAuasaume (Asset classification)
2.1 dvesdayauasnuaszuu fesduuntssianningaunutuneud sy, fvua uazmuniy
MsTuuNAINaeEsaLaANe

22 Wwereyauariauasyuu Aesdavinthedensngduansauna (Labeling) hidaau winumisdnlvidl

v
v @

1RIMIAUaNIsInwIALiuasUasndsarsaumaTiaenndoeiu TSN FunusEAUTY
ANEUR ¥, e
3. MssAmsdevuiindosa (Media Handling)
3.1 Wwesteua dauasyuy wazltonudesauaunisiWauuazsaiudetudinuuuaeanienoni
fuipsosnonimesle (Removable media) sl 53, fviun
32 hwestoua dauaszuy wazdlinudoshatedeyaddylugunsaifevuiindeya uluteya

autuneud s Amun lnsliauisadaudeyanduunlddnneuszidngunsaldinaivie
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- 11 -

neuiavaugn Wikduheunsaliululdause wedesduluTidnsidrfisteyanddanyle lne

£

151351 9vaneYoyauude UunindeyaunazUssnm aadl

Usziandavuiindoya A5vane
ATEANY TiviumeiaIoavinaeLendns
Flash Drive 1) VﬁmEJEZTEJQaUﬂLJ Flash Drive muunsgnu

DOD5220.22M U84N5ENTINa Wlams gossm
Fudumsdewivdeyaiuvaissou
2) Tsnunseunidene

Wiy CD/DVD TiiureiaTasangonans
Wy TENnursoun Widumensamivinany
gsanan 1) yhanedesauueIsARanaARTEIY

DOD5220.22M v8insenyHna1anizowsng
Fadunadewivdoyaduvaneseu

2) TIsnunTeuabiideve

Wwestoa Hauaszuy waz W desdinsderiudetuiindayan Winnudoyaansaumne lunsal

Y

A o =

nin1sadeugiaiedesiunisidnislae lWlasuounin gninluldnuiningussasd sauds

Uasnudevuiintoyahibilasuanuideme Tneshvinnulaenduaisaunaniuvunoun s

7

ANAUA



- 12 -

dauil 5
N13IANT ATHAILT WAZN1TUITITNWITLUUATHUINA
aUszaeA
[] iiomueunisdnm simun uazvrsssnunssuvansauma Widnsimuamasnisnsshnnnusiuag
Uaensit wietasiumnudanann gyme wazmsiwdsuulaudluszuy

H3ufinyau

L Hauaszuu
31989UIMTFIU
[ vanad 10 Tassashenmssom msiann WaENSUNSISNSEUUEN AU (System acquisition, development
and maintenance)
] et 11 amwdusiusiumiaseiunieusn (Supplier Relationships)
wuAUAUR
1. {sdutiyn desmuaubifinistmundonnasuazmnuiuinveuiiAsatesiunnudesiuemisiung
Uaeasdvansaumaadludyaiud biusnisaeuen lagbinseumqusiudagsuineimeg
2. dpuaszuu dessnvindervuslaessyfimsmunuansiuasaendoduasauaiiaenadasiuuloune
wazwnUURsumsuAsUaensBasaumAveteIAng Wy TinsuuulasnstlumsianTusunsy
M1UUIM5FIU OWASP (Open Web Application Security Project) Top 10 %13931%15§71 CWE (Common
Weakness Enumeration) Top 25 #3ouasgiufisensuluananssrvungendusiidunessu
anaalesunssUinmuan

£

3. HARATEUU ADITIN1T00NWUUTEUUNENTId0 Uty aNazs ULl dueUnalaty Tayaminainnis

Y

' v
A a = o v

Uszaiana wagtayanagseninanisussaiana ienmamuavdasiuanulignassifintuiudeya
Wy heANd1au (Buffer overflows) MslddaudsinUszian wazsaadiunnsnistesiunieniuny
ANNALMEITEINaNTUTENIaRE (Rollback)

wasyuusesinsauAlMIdifuazauamslasuwUamsoud lussuumutunoun suy. Mvun

~
e

~ Ha X
PNBAIUANNANIZTNUNINATU

waszuURasdialidnsiudsuiladla 9 segensiuaTnlyau (Software Package) Ingldsuulas

(6, ]
e

wrnenTdummiy uazaluANnn 9 NMsiUAsuLaeENaTOAmUTUREUT Y. Avun

6. HAKAIEUUABIINNANISWNGY Sourcecode TidndislmangiAidanaiviniy
7. Hauaszuudesmuaudayaniunldlunismegeussuu (Test Data) egnemsngay Inglinndayaase

wmageu nsaldndudedlideyasiedadldsvaugndeyasnidvesnowiunliou uazvhatedoya
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10.

11.
12.

13.

14.

- 13-

WATTUUABILENTEUUATAUNAIMSUN TR nadey uagliuaiiseniniuieanndnudes

Xy

MmAnnnsiUisuulasssuvansauwmelng lildsuaug e wagdaalinisinuadnsnisiidessuy

)

ansaaiiaLn neae vielinuads sisssuuasaumebnl uasmsuuusaudlssuum ey
Aauaszuuiosinsmmuadunsumamadeusruuasaumanauu iU I nuass velunsdusuussssuy
ansAuAANLAENTRUI ST UV TaULNA vl
Aauaszutiosinnsenlsiuafunsruvasawmanlifuintg (Production) mudunoul s, fvun
wazrindvEmsAnssgeniindie biaruuasaume 4 faugniesnsudusaziidodie
uaszuLdashgensfslinedinduansinfniussuuasaumaniiusnig (Production)

=) 4

waszuuApInnuua s udeuJuanudyymsetennasnshivinsfissuld lneaseunay

3
W
Y
3
W
URT}
=%

o
(%

faruanuuAsasnftaTawNA LaznSUSUAAUTURBUNLAEITDRNG 9 71 i, Avualy

€

o

AUATYUU ABIARRIY ATINERUTIBNUY YTeUUANMTIMUSNSveIUARanT v IBUABURnT USINT
WATUIEUANF YY1 9081 SELELD

HAWATYUU Aodgua imsngduansaumeldsun1sunasnwwase ouuaunuausieInis uvieead

NMsULANUsEIRNMsyUiaUnd NM3U15asne wazn1staukenaunsaliil 9 egeaiiaue
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a9 6

n1sAuANNIsIIResTUUWAllagasauwmA

naUszaeA

i Y = & ' ° a £ o o v o w
|:|LWdaﬂ’JUﬂ‘Nﬂr]iLquﬂﬂﬁﬁuULV]@IUIaga']iaULV]ﬂWQLLWﬂ']ﬁﬂ']V]u@aVlﬁ ﬂ']mu@l]ﬁzl,ﬂmsﬂaﬂsﬂaialja INAINU

v v
= v A

mmefm“@u?aﬁnm“usﬁgumma“usuwﬁ’aga syautun1adnde naihild wastemnensidai vl
iemuaLazdeaiunstnfe nsaneg uaznsuiluszuvansaumaves s, Inglildsuoygyn
Hiutinvau
[ fauaszuu
[ idmesdosa
[l
31989115
[Jvaadt 5 n1seuaunaidhds (Access control)
[ snnd 8 amusiunsuasastamsuniseidueu (Operations security)
vannd 9 anusiuasuasnsvdmsumsdoastosa (Communications security)
wuUUR
1. MSMUANNISKNASIEUUANSaUmA (Access Control)
11 dwesteyauazianaszuy dossariurmndns umsdifessuuamsauna (Authorization Matri)
Amnzauuazaenadasiumihinnusudaveuveslian wasvumudednsasuuas
1.2 W1vevayauazakasruy AoesiuiuimuasEAUNseulf (Authorization Level) N13iddls
szuumaluladansauine
13 idvesdeyauazauaszuu dessabidnisuusuenminiianusulnveu (Segregation of Duties)
Tumadnfszuumalulafanseumasgravanzan Wy Snsusesnimssrinamsudermnuyszasd
msndisasniseudAnisidnda iiusiu
1.4 Gﬁy’umauﬂﬁu‘”ﬁlﬁamﬁmﬁwﬂ’ayﬁ
Wwesdeya dauasruu uazsldan dosufun il
141 wisssinvdoys dedl
1) Joyauazansaumadmivaivauumsiadulavesuins leun Joyaansaumnaid
anuednmseiausndusiruideianuetilnddaioussnounsindula
Wewlgung Muruaulguy Lagn1sIUNUYeINUIIMssEAUEs
2) YesauazansaumARI AL NSAanS (Strategy Data) laln Tayauavansaumneid

Fmsieatvauunsadunueuiusiazensimansves sl Wussqdmang

| Yo a

FIRTDLATIHEUNT LRI UUSNSAEUEN
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1.5
1.6

1.7

1.8

1.9

15
3) Yeyauavansaumafiauayunisuiinulsed (Operation Data) lefun doyadi
aiuauumw‘ﬁmuw""ﬂﬂsuaq .
1.42 dawvsszauanuadtyvesteys sendu 3 svdu fe
1) Yoyaiidszruamnudapnn vaneds Jeyandmsuaivayumsiadulavesiuims
2) denaiifisziuanuaaiunans vaneds Teyadt UfURNURMENENNY wHUN ND9

=) 3
wiadaneluesrng

'
£

3) Joyafifiszauniwddnios mneds Joyafininnu/gandianely swa. awnse
whidssaiulavTeansaumeuns e
1.4.3 Sauvsddutummduresdoyaniudl s, fvun
1.4.4 Snuvssziutuniadife
1) sehvdudmsufuing Whidldnusunanthiuas nsfieildsuuounne
2) st URmA T ddsenaldsuseurnemug i
3) sdududmiudauasruudodildueumie danslunisuimsdnnisssuuuas
dhiadeyanldsueunnenmsnamii
LANUDIVBYALAZHALATEUUA DI IMUALA NS A TEUUATAUNA
Aauaszuudassiindaamensdifsszuumaluladarsaumaniudamis feil
1) wTevieneluves swi.
2) \wiavnenguen .
3) 1nsereduiianlili 1wy szuunSevedeansteya GIN

wasTUUAIniunua Default Permission vaslwla (File) war Wawnes (Folden) Miasreiulidng

s,
U a A

Mnnanslunisinna

o X

Wuestenauaziauastuy desirsandarmunsng o Aamengrnedaietesiumsinm
anusiunaenstasaumaes svl. W nsesesyeR Termuanengvane Tenvun ludayay
wazdaruamasueuiuesasasedy o Wudy Wermuadninsdifasaunauas
syuuwaluladansauneves swa.

Wvesteyauaziauaseuy desinisaeumudnslunmsiifszuuimaluladansaumasgis

alawe wipunainaeudvsllanuwiudvsn ligneawudnslumsda (Authorization Matrix)

7
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2. msuimsdansmsiniavesltau (User Access Management)

Wifinsmuaumsamzidoud [y msudmsdanissiainy msuimsdanisdnsnmsidanssuy

walulagansaumna Lagn1IMUNILEMSNSIfevae Wy

2.1 m3amzdeuldau (User Registration)

2.2

LY

211 fpuaszuudssuimsdanmsuasmuasiyddelinu (Usemame) Tliimsldnulaydde
Aldamumiu vl Tusuvesminau/gnane sviu. Wirmederldan (Usemame) s
wmsguInnedidnvsetdnd (E-Mal) Alttuosdns

212 L{f’maasﬂ’ay,asﬁ’aaLf]wi’auﬁ’ﬁmiﬁ'ﬁ”’l&ﬂ”ﬁpﬁ&ﬂ%’mm&msn (Temporary User) uagfos
SiirenansnuviiAsdu

mw%wm‘"mmiiﬁamusﬂﬁﬁ”mu (User Password Management)

2.2.1 gauasruunvuasianiuve Wnuwuudinsileeliisnsdy wavdsruiinisasy

sviasn e lWnuwn ldussuuluasusn

€

222 Hauaszuy desnmuabiinisidsviadeyasvianiulussuy

Y

&

2.2.3 HAWATEUU ABITn WEN1IAIuAN AR TN
224 dauaszuudssdndsUnyderldau (Username) uagsvian1u (Password) wnldau
MeIsMsnUaensiy

225 HAKATEUUADIAIUANAKATEULUUANIT §1UT0Ya WagTsUUIUAITAULNA
(Application) NIAiUTYTH Wy nwazsiaruegatunn nebidnddldiameauaszuy
MAsuau UL

A v W a

226 fpuaszuudoaT T MIvTensrumM BTN s aL AR

227 Fldu deslaiarnuethafunsasady dil

1) AmussiaiuReseIog1eos 8 udn deszneusey My Miau Lavsnusy
WA U (@2) (09) (@, #,&,“, ", %=<,>,%,$,+,?) sy

2) fmusstaruiinesensand uidesliiurianusaniannliie wu diee
Tunauunsu “querty” “abcde” “12305” fo-wuana TudeudiAn fegwiaives
Insdnel 1usiy

3) aesWrusiaubenssurumaditulnesnbed@ ik metvean “Remember
Password” 1Jusiu

a) deafusiainulidumiuduanizyana lildame bidusunsv wasdinu
dodlsifaisiarutudnuazame Wy Tuvisiarusemingitnuaudu Wy

5) dosliliuyddeifemnazsianusuiududy wihndydferdidnuaylssuns
ounnndwesdorlinuyanatiufn

6) douldvunlasmiarudulszdeginiosnn 6 iou

7) doavdsuntasmiaudlefinsudadeunnszuy visadeinsianuansslasyana

'
=

U

7
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23 MIUSWMSTANANS (Privilege Management)

231 §sdutyrdesmvualiituneuufofdmiunisamedou nsiinoeudnd
nsAsuasdns uasnsnuvaudnsvesitnusgaduaesnualsngs

232 Amusdnsivnzaudvlfnunuanusuduiazasnadesiumihinnusudnvey
LazdniuUse R (Log) msawsidou nMsiinasudns wavnsasuulasdnives
19w

233 Wweseyauazpuasuy desinliinsmuasmard1inas umslinussuunuan
Fudulumsnuwini

s,
=

1) anslunmsasivoya (Create)

s,
=

n5lun1seutoyaniaisengteya (READ)

D

N

s,
a

3) @nslumsusuuseena (Modify / Update)

D
Doy

N

s,

anslunsueununeanslunisaidunisunu (Assign)

S,

s,

avslumssusesnnugnrassUILYeIlaYa (Approve/Authenticate)

&)

'3

)

)

) dnslunsaudeya (Delete)
)

)

) WIS

.
234 WWwesleyawavauaszuudendueudfinisidnimod i saumeaniossuu
waluladansaumela 9 eghaduarednuaiones

va

235 \§wesdoyauaiguaszuu dessrinsuuildnuivimiidusliansugldanuli
UpeiiannuAnuvL ey

23.6 Wwaslayauasauaszuy Aedinsvezian1sidulussuumaluladansaumneaves
9. wrvhgaumeuenidisnU RSy s,

237 \dwesdoyauaziauaszsuy dosdnliinisnenneuniowdountasdninisidnfaiud
der{ltnundens Wasuwaminfimuiuinvey Wasuwamisiesnu viebidam
Fudulunmsinuszuumaluladansaune

238 fauasruy desauniesziumsiinudvsvesiiinuiiiniuszuy (Default Usen Tunseii
fruddudestinudesimuasiaiuessiunsaonss

2.4 msnuynudnsmadfeesliiu (Review of User Access Rights)

241 dwesdeyauazauastuy dosinisaeuniudnsnisihisvesitnussuuie s

fnswasuuasszuumaluladansaumenselasasnsesnns

2.4.2  dauaszuu dedimsaeunuuazssdium st nudd Wnunbuld Wi 180 1 vin

AN

v
=1

T uaInsnauun It auarA s ududn Ul dvv. ns1u Y98 SreIanii e ey

Y
veaURy ¥ [Waue1vzdusdivusasseuua saume

I Y

3. msYesiugunsaiibiffgua uaznsaruaunis hifdunsndansaunadagy lunilivasasie

7

3.1 mstesiugunsaiiluflijaua (Unattended User Equipment)
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311 gpuaszuudesdaliffuinsnisdmsulostussuunenfinmes svuuinsediodeans
Joya warszuumaluladansaume lnen1snimunA1vedsEuU (Configuration) Tl
msdenvithasdmiveunsaiiilifininnugua wisdenaunsaletiaye

312 flfnusazmhenunisuen desdenwhaesiluifdebiinislanussuumalulad
asauNAYeY T, Amszazafifmun Inedewinminee (Screen Saver) §mlusiA
vidsnnit bifimslauremianesiuszeznanuuni 15 il {Hnuazmhemumeuen
slinusieldisledinslasiasinuignios

313 fHausies Log Out senvniaiesrenitausedideimudidudomsiinriosmeniimes

314 flfnudestesiuliliiiuldgunsal wu ndosidia iniesdiuonats insosauny
wnasnellasuougn

3.2 MImuANFUNSNEasaumARaY 1T WUsEUUABNALMeT (Clear Desk and Clear Screen

Control)
321 gusudapisnvuabidssulaeulimsguasnuiiinssu - daunnd vieasmenesdi - een

o
b4 v A

a ¢ A o 1% ! < =
JMUABNDDAINNITUUABUNILA DT (LOg out) NuUmn LuaﬂqLﬁumaQUaaﬂﬂQIﬂﬂlﬂJm

€

3.2.2

e o2

=3

=
)}

323 fWaudesdniiudeyadirnuenaiamn wazdesiulitaulasnioegraneiies

Y

=3

f o ad

324 flnudoniienansoonainiaiesiuriviuiinusiauasa
M3AUANNSIIRNATEYY (Network Access Control)
Tiinsmuaumsitauuinisaierns msmuaunsigaufnudmiudidauiegnouen .
msruAuMsigaiinuaUnsaiuuasetis msdesiunedn (Port) TlEmURTITEOULALUS UL
SEUU MSUUSLENLAE 818 (Segregation in networks) DENANEa N3AIUANNSIToNFDYNLATEYNY
WaENISAIUANNSAMUALTUN N UULATEY Y
4.1 mylauuinsiiate (Use of Network Services)

411 guaszuudesmuaunsineunsuHussEUULIASev e ADaNsTesA (Network Diagram)
suislaseadhs P Address Fo3zuu wazdegunsalansaumannsilildsueugavse
VBnuUAgUeN

412  fpuaszuudesmuaunslitnuszuuiieredemsdoya e tostumadfeszuy
iSevnedeastoyauaruimsvesszuuiaietedeastayalasluldsuayge

413 auaszuudesmunumadenreinieriemeuen e Wnusumesidn dwenadurams
Tigaunmeuendifsaumaniassuuma luladasaumeaves swu. lnedlasu
AR M

4.1.4  {lPnudaiinnuuszasdlunisvelianuuiniseierieun dvmn. wagannsaliuinig
wsernglivaianlasunsaugiian dym. udd

15 il dedliiszuueieredemsteyaiiodurenmalunsiaiyszuu (Hacking wie

msaunuYabnuesssuulnedlasuayyn

7
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4.5
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miﬁqjﬁ]ﬁﬁ?mummﬁﬂ%\ﬂuﬁaEgjﬂﬂauaﬂ 91U, (User Authentication for External Connections)

e

UasEUUABITMUA N1 5WaaUAIm UK UTEUU Active Directory v8d svli. niawauny1a i
Aldsuiiegneuen . W luATerBuassEUUANTALMAYEY WAL,
msﬁqa]ﬁm”amumaaqﬂmmﬁuszwLﬂ?@%ﬁﬂﬁ"ami‘ﬁ’az@ (Equipment Identification in Networks)
Apuaszuuiesimunbiimsigausimmesunsallussuuiieredeanstesa i msasivaeu
MAC Address

msdastunesai e msunsIaaeukazUsuLAIsEUY (Remote Diagnostic and Configuration
Port Protection)

HauasyuudossEiuuinisuagiedn (Port) Alifanudududeslivuiniesneuiinesnse
gunsalinTorne

Q@Lmswuﬁ'aﬁmmgﬁwum’nﬁummmﬂ (Instrusion Prevention System/ Instrusion Detection
System) UBITLUULATDUY

NIUUSENLATDUE (Segregation in Networks)

4.6.1  HAkaTEUUARITA TN1TUUIMENLATEUIEAIUNANY DI 191U NTBNANVDITEUY

waluladasaune Womuaunisiiuluusasaiersgosesamnzan lnsfianson
INANUABINTUNISITBYA TeAUANUAIANYRITRYA TINAINITNAITUIAY
5101 UsedvEnm uagnansenumstuaraasa ool
1) wieveiieunmbidrdinmeuenuasiaieorentimely s
2) wiaveuaUNaATl (Application) ilruandtyTueSoted 4 Afiauadanieen
3) wieredmsuiaTasiiuinig (Server Farm) fueferievasieu asdinafians
gunsaffaninsouUaneniaieuels 1wy Firewall w38 Switch Mianunsaius VLAN et
st
4.6.2 fauaszuvazinuaduNsUUASeveituaIn edidamsididsseglnaluiony
\nSernedirumviy
4.63 Hauasruusiasieen (Configuration) auUnsafia3otns 1w Firewall w30 Router JFlstansnn
Uimssnmsanaeueniaieels Huuslunsaianidudadedlssumseunmanndaua
SEUUIIL
mMsmuAMIITonRenaATere (Network Connection Control)
471 uaszuudesiiansiinueierisves{lfnulumadonseiuniersves s, 1
Router w3 Firewall iusfu niauiadasassuumunuitendunsestouaiisy - ds i
Web Filtering, Email Filtering Jusu ievilvnisidounafininuvasnsty
4.7.2 fpuaszuudesion Firewall seinaeieneves s, fuaSetemeuen il nsfneg

Firewall #4W15u 15090908 T

7
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2)
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4)
5)
6)
7)
8)
9)
10)
11)

12)

13)
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mstfeatunisasasainmeuen desgaivunliltidumsiiniiu First Tier Firewall
Afianusiunsasadiiiedestunsndauasaunaves sy, wazlasiaisiugu
Afnmddyanmathdailbildsueuge

Firewall fpsszydmuuaziigavmnuvesldauneuios biavs msidhisumesisa
(Interface) ton15U3MIANT Firewall

Firewall siassaan sz dusn it nunaiandanumeneuiinndigssuulidisa
5 adt msendnnssziudasiuiunising dvm.
Llpugnabigaiiauiumadumesivia (nterface) M53ANTs Frewall 9nszezlng

(Remote)

1%
19

A lssUnsuBUINERIN Jm. wmiuTdansTsdsunsaeandunnuUasn e
YU Firewall

Firewall Fosisenbidufinmansaiiuausiunsaonsi

Firewall faelssunisaeuniu naaeu uwaznsaaevegvaiawe

Firewall fosgnuimssanissiunisnsissedeansifimsidisia
#oadauinmsuazwesa (Port) flidndudedlduu Firewall

Firewall Usssmeensiuas (Software) Aasfinseuiiniesnoniianosiitouansnamnn
Firewall fiosaansatosiudiesainnislau@ DOS (Denial of Service) lnognaaiu
Ping, Sweeps %39 TCP SYN Floods Lusiu

#oeldiiestuvemeniLag (Software) Firewall wagszuuufuAnisiinves
nanouighinsaduauu

Anua Firewall desAanadayaraslmannylsiuins (Vendor) iilesunsiuanians
13 Upgrade uazwitnd (Patch) sy wazdosinacuwiing (Patch) wanunii

BERRLN

4.7.3 HawaTEUURDIANAd Firewall 1ivauusen Zone Wiinsly DMZ (Demilitarized Zone)

IR DININSUNTDININD [T

1)

2)
3)

LASDIABUNILABTLUY BN IAUSNISHNIUBUYBSITR WU FTP, Email, Web was
External DNS Server Jusiu dosfinsaeglu DMZ
nsnfiannsees lnadasiaadimnun Firewall w3axuusnsviegu DMZ

DNS Servers siodliiaugmbiiinsuaniudaulasu (Zone Transfers) iuusdwngdwdu

4.8  MIMIUANNSIVILALEUNIIUUATaY1Y (Network Routing Control)

HAuaszuuieInluaun1sAIvuatduntsvuiaseigiie iuladinisideuseinies

ARumaTIarn1salsuresasaunauwaieYly nedinalnlunsnsivaeunaguaienig

v = 1 | . = v
LASHUNWUDINIILYUND LYY ﬂ?iﬂ?‘Uﬂ}lIﬁﬁl Firewall A58 Proxy Lﬂumu

5. MsAIUANMSNesEUUUuAn1 (Operating System Access Control)

7
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Wan1sauaNNsnfessuuluinisegediuaiUasnsiy N15AIUANNITITULALNIUAINUVDS

U

[
aaa

Hld9u MsaruANsEULUIMSIANSTiaN1U nMsauamsIFulUsunsuUssiangnan (System

Utilities) nM1savadn1suuaiain1sidauszuumaluladansauna Lazaiuaun1sdnfnsseziian

ASBUABDSEUUMA W ladansaumea

51 TuseuluRtunisnieszuuegsiunslasnsis (Secure Log-on Procedures)

52

53

5.1.1 Hauaszuu doednbidnisarvaunisididessuudjuanisegrsiunsasnsielng

Junaunsiigsevudandawmeveyainedtussuulviee Naninenanias el lWe1un

Lilasuaugn F9UumounTs Log-on FaaNansa Addl

1)

2)

8)
9)

mnnszuumsngsyuulidise stuudeslivanstoyavesszuunseuaunaindy
(Application) mﬁﬂmaq
sUuApIuanstonioud it e st ldnueissneuiunes g
Fndwintiu

vnnszuaumsitgszuulidnsa ssuudesbivansteyaiiannsnssuiinuues
s9UU W inetneiiinu amuiinmesszuy viedainioweuiumedusivne Wudu
sruusadliluanstomuidemeamnuesmatigssuuliande wu liuansdoau

Uyt udn wSe san i sy
vutgszuvandydldnudiuyanaidatuuinniivis Session Tuszuy
ey

ssuudostindwuasslunmeneadgsruuilidide ussdesinsandouly
sioludl

(M) mafutiufinnanadigssuuiiaisauay bidusa

9) wszeznanlunsn laussuuasiae W

(v)

() MmN 5o

(@) mauansdonnuiiouiimihevesipuasruudlefimadigsruufuiiuns
fsialy

ssuudoauansiu ia Tumadhgssuuiidndaluasinou wiouiuiinduiuasds

et lidisatuusiniadigeruuiidisaluasinouolda

JUUAR WA ULUU Clear Text HIUSEUULATEYIBARANSToYE

LY
£% 4 J J v a

HALASTUURBINUUATIUIUASINeau I lasiaruAn I iy 5 A3

vy

m3351{14@zﬁqaﬁm“’mmm@%’mu (User Identification and Authentication)
Hauaszuy Ao iR Weudvy i itauvewwaryanaiveldigadsmulunsitnfessuy

wellagensaumne waws sl sruumaluladansaumeig e Wauhinmswdsyuul fUanas

lnen1UsEUU Active Directory %50 Lightweight Derectory Access Protocol 9nAS3 Wiauvia

Uuindayansiind
mslinulsunsuUsenneiian (Use of System Utilities) > %

a



54

55
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ViU W sunsuUsELANgian (System Utilities) Avsnldany

v
aada

1
2 AmueanusuiayeuTun s lUsLnTuUsELANY AR (System Utilities) unagsienis
ot 1stAauar Ao iiAsTemauifiedeu R

5.3.3 Wilimsfigauinu uazrimunanslunslinulUsnsuussanngAafanenaquauid
whfisuiaveu

53.4 fmstuiinmnman (Log) MsldauTUsunsudssavgfian uazsdosdeuniuaingaua
szuveEaa LA

535 dashnmaiinaeuniossiuTusunsudszinngAaad s du

MMUAVIAINTT IUsEUUaNTauma (Session Time-Out)

5.4.1 Hpuaszuuesiivun Session Time-Out vesszuumaluladansaumeniimsonunne
sovian 15 ul it drsvuudtliannsodnnisdeuseuuusalud@ld mualild
TWsunsusinmiaendesldssiannumiorvualiinnsdenmiae

5.4.2 fpuaseuu wazdliou dowiien iTUsunsurinmireeddesldsianudunsuinieq
AoNNDIAIUYAAR 1ATDINBUTADTLUUNN LaziATosnDNTmDIIL Y it
Waunssinminrerwuabilousiarumdmniimefiaadostnam Hlagluifnsldiou
Junan 15 wiv

nMssinszeznaINsdouse TE UV TAINe (Limitation of Connection Time)

551 fauaszuu fessdnszezarlunsifeunsszuuasaumaninudidnyas lag
esrdasvoznaisniulunssuaumssudununssia liun fvuelbiidn o laly
29V MIYes T, 08.00 U, — 17.00 u. uandourariioruldadiay luiiu 3 ol

552l wndanudududedinuuenamiimmedasmeousifnngUdutamimiiy

mseuANNINAsiUsuNsIUSEENHuazansawwma (Application and Information Access Control)

Winmsdnansndsnsaume waznisuenszuumaluladansaumandanuddgyaliuuiioud

AIUANLANE

6.1

MMSAANITNDSETAUIMA (Information Access Restriction)
6.1.1 Wwesdayauaziauaszuudeaiuundnimadifongldauyiisdudeddluns
UffuRan TnensTianidesinsunludostuiolud
1) mssialibildiaden (Options) Alildsueygn
2)  N39ANSEae Command Line
3)  mnamsnfveyauasilandunsitnuveseundiady (Application) llAendas
Aumhiausuiinvey
8)  msiiszauanslumsdidlng wu oeehades Wud
5 N13AIUANNITHANTIY MSNETaLa N15UITBYA0BNAINTEUUATTAUMA LU

7
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6.1.2 Wwesdayauazdnuaszuy arsmvualiszuuasaumasessunsimuadns luns
Whdawuunau e

MNSUENSEUUANSAUTAT hstan5 UL (Sensitive System Isolation) I Naﬂizwum'aﬂuﬂiiﬂ%wu' %39

syuuiiiiaadysiariedy Fowhidumsail

6.2.1 WveadoyauaTdIaTEUY LoNTEUUETFeNNSTUNIUDDNINTEUUAY 9 WazAIUAY
annianaeNvesszuulnglaniz laln s3UU File Sharing S¥UUANTAUNANIINSLTY
uAI¥UY Active Directory Tnendnfivldvisgunsaineuineduasdeasiadouiinas
nsuuAnuaINAIeuenaerng (Mobile Computing and Teleworking)

6.22 fauaszuuresnuaNaUnsalneuiumesuargunsaiindouiinaznisufoaauain
MeusnNULILIU (Mobile Computing and Teleworking) Mietearusyuusing

6.2.3 La’maasﬂ’aypﬁ?ﬁf‘]uLﬁ’]’waaizwm3aumﬂﬁﬁm'ma°1ﬂ°’ingﬁ’mLﬁusiaw:g'm Tunseiviszuy
ansaumaiinnuddygsirmmswiuionhnusmivssuumsaumaduitianudy

1puni

7. mMsmuANNSUURIUIINATBuen s, (Teleworking)
7.1

7.2

7.3

7.4

7.5

8.

Y]

JA

@

Hauaszuudasnvualifin1siigaudinunaun1slday wazidousonureIneign11u
Uaonseiidmeluladidnswadotu
BIQLLasww’faqﬁ'mﬁaamaaufﬁm%‘hmsLﬁﬂ’wﬁwaqsﬁsﬁ”muﬁmmauaﬂﬁwﬁ’mm Wioasurnun
3wznawﬁﬁuaaumm

dldu wndndudasdinmsuJuinuainneuenditnauves s, desldsuniseuginain

Y

v @

HUsAuTyregraduatednualdnes lunsaiseaiuaiunsaadunisneu lngudald

Fsdutymsunsudie Tnedtidutyrdosiansandeulalumanounis dwelud

1) ansiuasasadensmenmuazanmadenvesmsufiRnuainnieuen s,

2) anusiuasaensiovnanisdeans lasdaanseduaudiAy (Sensitivity) vestayariay
gt fanardsiiuyeamianisidousedeals (Communication Link) 5218958y
ANEAgY (Sensitivity) vo93zUUN8 T SWL.

inudesdaiuienansiidunnudulugunsaindenliuazimsmunymadngs laelindninausi

mMsshwanuduuRsiUasaumefegludinaLves s,

ldau doafasiusunsudasiulasauay Personal Firewall dwstgunsaidudaitdifouse

\A3DEYRY TYIN. IINAEULN

L)

Uy desmnuatnsinuteyadiuupra limsldnunaenadasiungring wiesvUyga

v o

ngsuilyu YoUsAuning1tae Wi wie Ul ARNATEItRYAIuUARR W.A. 2562
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dun 7

Y = =) 1 v
N13IAIUANNTTILVINITZUY 3a9e13ae

nauszean

] wlerfmuninmsnisiumsmununsidnfessuuiaiotglians (Wireless LAN) 409 v, Tngmsrmun

[

Yo

ansvowWanlunsidnfessuubimngaunumianusuiaveuumsuduiem saunsnmsmuny
anSnnsiinfseensadnawe
WoasanuiuaUasnseueanslgnussuunievis 15ae

WIUNAYDU

L fpuassuu
L] gty

91999IMTFIU

|:| = v o~
AN 5 N1IAIVANNTLUINN (Access control)

L] vanedt 9 anusiunsaensvdmsumsdeastasa (Communications security)

wuAUAUR

1. fWnuiidesmdniszuuiniernsmeves i, desamudoududauaszuu uasdodlsisuniseynn
9 W, eghaduanednualdns

2. fauaszuudesamelourmuadnsWonlunsthdssuuniorelame Wimnzautuniniing
sutipgauTun1sUURI svadinsuuAnsn s fedsasiiaue

3. dpuaszuuissamedougunsalmniafdiameszuuieornslane

4. Hauaseuu dearmuasumsnegunsal Access Point (AP) biliidryanaeseunsaisilnasenly
uenuIhalen tiedeadulililandld Access Point (AP) was 9. 5 - dsdryaalle

5. fpuaszuudondenlimdsdiimnzauiuiuinuuasdesdimnaindygyiusvaseniunisuen
wiold venaninmsldiaenaiiuianunsommunfiansnsunsnszaevesdygnenatiean
nshlavesdyanailiniv

6. Hauaszuuiaaduen SSID (Service Set Identifier) ignrmuaidue Default snanniuEnsiud
i Access Point (AP) 1Ty
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