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3.10 fiufeiausdesainsilouluszuudntodadraniasyiedidnvseing (Electronic Government

Procurement : e-GP) ¥asnsudgy¥nang

b 24
LY

311 JHudaiauesasdinanulumsnenisuinnsgunsalinmmasadevesssuuieietnelndoa
(Next Generation Firewall) Wifiudusiuns wihenumunguineivhessilousmsdiuosiu mhsnuaes

[ <t @

a a & ' o d a4 vy ayrvoe o 19 ] Ty o o
§ sgiamne visemgnuenwun sy, Webels Aldsudunsudanasamelussesnanlidiiu 5 ¥ dudauniou
P e R ' ) o v Y o v W )
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wivderiudeeiongliiiiu 90 fu (fiutu) Tulrniuilesnauieuidudeiaus IngazAosuuvdvdng u
wweufunisudaiaus

5.2 cﬁwﬁaLauaﬁaoﬁLé’mﬁwﬁéﬁmmiﬁwumum‘%a%jw?{amsﬁaga‘lmzﬁuaﬂﬁm Wevihmiihfieenuuy
Anssgunsal nglalliRndqmvsenansenuessuuaietandnues su. Tnaflususes (Certificate) CISSP
(Certified Information Systems Security Professional) statiey 1 au uazlufusesdanaranssdelivuneny
o Suiitudeiaus Tnsasdoauuudiumdngrunmdenfumsiudeidus

53 gunsaliiuaussionuveat sgluanmildeniléi Wusuiidsegluaenaudn (Product Line) uaz
donduvedminlitegnldnumndey siusisiadlignihunusutssan i (Reconditioned 38 Rebuilt)
Tagazdosuuudiumdngwitldsunisiusesangudnussavivosuanluuszinalnesmiautunis
Hudoiaue

54  guasimhauededldfusesnunmwmusnsguiidieatosturdntast ol

541  dedldsumssuseanasgiuanudasadoyievi auunsgiuainaatu UL vSe EN vse
IEC Ihilueniliag
542 dedldSumsiusesnasgusudanaden FCC vide CE vi3e RoHs viaiisuh

5.5  gunsafillausresdinuanlifingny Catalog Wi Brochure vasuisminaniliausrenuioman
Tneiissuumdn uaz/vipesdusznouvdn lildusenou waz/miedauas iWelfiamzdudoiausnsd Tnoddy
Toraueasdoaszyfveuariuvomansneifiiaus nouisdosil Catalog 30 Brochure Adaduld wIevin
wenne wiewhdeiiugunseifiausly uazdavhmmauieuiiuguantivesusasitestadainu lay
zfosuuudnumdngunmionsiunmsudataue

56  gunsaliitiauesesaunsaldausussuulngi 220v AC 50Hz aanasgiuvesinelalaghifedld
gunsaluvasseuulih uasuinlwiwesgunsamnmensardeadueiin 3 971 @udmsuaeiu)

57  guniniinwmannulaendsresssuuiniatielndana (Next Generation Firewall) fiovaglu Gartner
Leader Quadrant 91U Enterprise Network Firewalls ¥ 2018 v5eluinin

6. dafmuanuANTMY
6.1 frurnisiudeiaus (fune) Feadamgunsaiinwmmnasadevosssuuiniatslidien (Next
Generation Firewall) wioufinda s1uavlsitienndn 2 4n Tnefinadnunzethalosnienningedl

6.1.1  Wugunsal Appliance fleanuuuindmiudnwmiuvasnsierenaietelnsians

6.1.2  WugunssiinwianuuaendoUssinn Next Generation Firewall (NGFW)

6.1.3  Iantaunssuuuu Single Pass kagin1svieuaes Control Plane was Data Plane i
woneenaniu wieLdugunsalilil Security Processor Unit (SPU) w3eflifiauiindilesu
nmsoenuuuiniiatestuszuuiedetneglaaniy

6.1.4 il Application Firewall Throughput laitieendn 6 Gbps

6.1.5 i Threat Protection Throughput luifesnin 3 Gbps

/6.1.6 @u1sn... ;

=7



6.1.6
6.1.7

6.1.8

6.1.9

6.1.10

6.1.11

6.1.12

6.1.13

6.1.14

6.1.15

6.1.16

6.1.17
6.1.18

6.1.19

6.1.20

6.1.21
6.1.22

annsasesiumsifeusialdgaan Litiesndn 2,000,000 madeusie
a1u1905895Un15.0 ous alnyl (New Session per Second) 1élaaania 84,000
ns\deuda/Aund

fwase 10/100/1000 wuv RJ-45 wisdinin lideenin 12 wesm

fiwosn 10 Gigabit Ethernet wuu SFP+ Liitlaania 8 wesn

fiwasm 10/100/1000 133U Management wuu Out-of-Band biitiesnin 1 wasn
@15V High Availability (HA) Uy Active/Passive uaz Active/Active 1o

il Storage wuu SSD litieunin 240 GB |
i1 IPSec VPN Throughput lifasnin 3.2 Gbps uazsaasu VPN Tunnel hitfounin 4,000
tunnels

FIU1TOYINULUY SSL VPN Taeaunsatdenu tatudeaenia 2,000 Active Concurrent
Users

= Qi

@1171501991u Client VPN (Remote Access) Ingdasinuaninsgatiasnssaludl

8

a va

6.1.15.1 1 Application ﬁawmsﬂ%’mumuiwuﬂgummi Microsoft Windows, Mac
0S, i0S wae Android I¢ Tae Application Aenanadesiud deidsafusy
gunsaiminaue

6.1.15.2 @130 Integrate AUTEUU Authentication WuU Multi-factor Authentication
(MFA)

A31501159a (Encryption) Wuu 3DES, AES (128 bit, 192 bit, 256 bit) uaz5843UN"T

Authentication wuu MD5, SHA Ieiluatneties

aIanIIvEeu Traffic Adaauuy SSL (nbound uae Outbound) uag SSH et

ansaduuioyaiignoensia (Decryption) wazdsnoligunsaidunsinasulsiiiu

Mirror Port waewiagunsailsl

A1U190509TVNIATFIUNNTVINAIURN fasaluil VLAN (802.1Q), NAT, DHCP Relay,

Dynamic Routing (OSPF v2 and v3, RIP, BGP), Multicast Routing (PIM, IGMP), Syslog,

SNMP (V.2 and V.3)

annsavialudnuazdsluila
® Layer 3 w58 NAT/Route Mode
® Layer 2 w38 Transparent Mode

® Tap Mode %39 Sniffer Mode
#71150%1 NAT (Network Address Translation) 1@

@11150%1 PAT (Port Address Translation) &

/6.1.23 @u1se...



6.1.23

6.1.24

6.1.25

6.1.26

6.1.27

6.1.28

dnsansiadeugldau (User Authentication/Identification) fusyuu Microsoft Active
Directory, LDAP, RADIUS, Microsoft Exchange usgetias iieldlunisnsiaaaunis
wihldeugunsalls

a1usanuRunstdel Application Teflaitaenda 1,900 application lngasaungui
nau Application f1eq I8athetios dail

® Files-sharing 38 Storage/Backup

® Encrypted-tunnel 38 Remote Access %38 Proxy, Gaming

® |nstant Messaging #58 Social Media

® Internet Conferencing 38 Collaboration

® p2p

anunsaviy Application Level Gateway (ALG) %o Session Helpers d1m§ulusinaea wu
FTP, SIP, H.323, RTSP, Oracle/SQLNet/TNS uaz MGCP hillungralioy

@1m190%11 QoS WU Guaranteed, Maximum Wag Priority Bandwidth lnerviuauleune
1591 QoS (Traffic shaping policy) #1u Application, User, Source, Destination,
Interface uag IPSec VPN Tunnel Ialuagratiae

annsarimun Virtual Router vige VRF Ialifeandt 10 9m wazsesiu Security Zone Tl
Yaunin 60 Zones

fiszuulesiussana (Threat Prevention) Ingdl IPS, Antivirus uag Antispyware (138
Anti-Bot) Tnganunsasessu Throughput laitfesnda 3 Gbps iedaviheundeudu wazi
nnaulRegetiasduolui]
6.1.28.1 awsanvisduuaslestusvanauldadieton Kl

® Vulnerability Exploits

® Buffer Overflow %138 Evasion Techniques Wuus149

® DoS/DDoS

® Non-RFC Compliant Protocol

® Port Scans

® Host Sweeps %58 ICMP Sweep

® Malformed Packets %59 IP Protocol with Malformed Option

® |P Defragmentation %38 IP Packet Fragmentation

® TCP Reassembly %38 URL&HTML Obfuscation
IUsEsaUTuLsIgUuuuYeteanay (Custom signatures) lemiumay

ONLr

/6.1.28.2 @11130...
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6.1.28.2 annsnlostu Malware Usziawsineg 1dun Virus, Spyware, Trojan wag Botnet
Ieueeatiey |
6.1.283 awisansiadulaztesiu Virus vuldslamea HTTP, FTP, IMAP, POP3, SMTP,
SMB et
6.1.284 @11130%1 DNS Sinkhole $® DNS Filter it a¥aerunisid18e Malicious
Domain waziihszTaflifinsSenldeuluds Malicious Domain |
6.1.29  @w130¥9TULUY URL filtering vudagunsalld Tnsfinsudaiuledesnidunga
(Categories) uazaunsanivun Whitelist wag Blacklist 161
6.1.30  ansatestunsidhiniuledilioygnlaemedou drums Search Engine Cache (u
Google cache) uag Translation Site (19U Google translate) ¢
6131 awnsatestunsuanwwaidemitliivanzay (Adult content) 99nMSAUMMUY Search
provider #8n9 Wy Google, Bing tag Yahoo tusu
6.1.32  awnsamuauUssanveslidieoygalidshussuueietneldsaniiansatieatunis
Hilnavestoyasenainszuuiote wu wnsavinsiasin wazanusnasaguiuunIg
AT9TulAm AR BINNS |
6.1.33 mmmu%msa‘i’ﬂmﬁqﬂﬂsaiufu"u Web-based Management (HTTPS) way Command
Line Interface 161
6.1.34  awnsafiuteyanisldau (Logging) vSeaninsads Syslog TWdnfudgunsainteuonlst
6.1.35  @111508319578971U (Report) #1499 19U User Activity Report, Application Report,
Threat/Attack Report, Bot-net Report, Anti-Virus Report, URL Filtering Report @iy
aghaley lnganansavinisuiuusssiesu (Custom Report) wagdsesn (Export) Teelu
sULUU PDF, XML waz CSV laifusgrafoy vSesessunisvitausiusuiussuudaiu
Foyanislinuiieadusesamssanseg ¢
6.1.36 i Redundant Power Supply wuu Hot-swap v3a Hot-plug agnatios 2 0
6.2 fuiedesdmmszuuuimsianisgunsalinwiamuaeafouuaiedisnonfinmesiuugudsm
(Centralized Management Firewall) S1uaulaifosndn 1 szuu lnsasdosnuaifodredoeviefninssdl
621 Duszuulugduuuees Virtual Appliance %38 Software flsanuuuniiousmsdanis
gunsal Next Generation Firewall Miausululassnsil tnsiawy
6.2.2  @unsnsesdugunsal Next Generation Firewall liliivfoundn 8 gunsal
6.23  @w1s5aai1e Configuration Template 16 uagimualifvinnisusuuss (Deploy) lu
gunsaifLaueld
624  awnInuTMIIansMaieuvesgunsal Next Generation Firewall fivnauslsd
6.25  awnsadeurafugunsal Next Generation Firewall ishiavanuluslanea SsL vie
Wiguin

/6.2.6 @1,
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626  @w1sansavEsunTuilundelud suuvasnisan (Configuration) va4gunsal Next
Generation Firewall 18

6.2.7  @1u190 Upgrade Firmware ¥848Unsnl Next Generation Firewall le waga@iuisa
Amuaaluns Upgrade 161

6.28  annsaiguiMnuvssguaszuu (Administrator) lngldgrudeyasin Local Database
way RADIUS leiluatatios

LY

6.2.9  @wnsanmuniviuagseauanudAgliiudouassuule

6.2.10 annsauImsIansgunsaliity Web Interface uaz SSH lailuegratioy

6.2.11  awnsnlengasuveyaved Data luguuuuvesnsmilals Tnsanuisausuudesaaunny
Msideu (Custom Report) wag Export Tagluguuuu POF iidusdaday w¥oums
annsarsatlunsasTeauriy Email ¢ Tngannsavhsenusinag Idegatioudil
6.2.11.1 Top Application, Application Categories
6.2.11.2 Top Source, User, Destination
6.2.11.3 Top Threats, Attackers and Victims
6.2.11.4 User Activity Report

6.212  ansafudeyassaseniiinoiainguninl Next Generation Firewall aghstiossiil
6.212.1 awnsadafivdeya Log lieundt 5,000 manisalreiundl (Log Rate) uas

awnsndaiudeya Log hitfesndn 25 GB safu |

6.2.12.2  @wnsavn Forensic Analysis IngmsTiuTiazAnnsouvanisaiantoyals

62123 annsaifivieyassasreuiuneifwoluils
® |P Address fiun (Source IP Address)
® |P Address Ua1ens (Destination IP Address)
® Service Port Yanene (Destination Port)
¢ Juuaznatvesnsidouse
o Fogldnudefinsssysnu (Authentication)
® Application #ilda
6.2.12.4  @unsouanItayani1sleuULUL Real-Time way Historical 1a
6.212.5 a@wnsafumdoyaues Log AFaanisls
6.212.6 @wnsnaiesee (Report) Toyaningunsal Next Generation Firewall 16
6.212.7 @wnsafvuadniuasszaumsiitedeyabifiudguassuuld
6.2.13 nsdlitldannsaimudefmund 6212 Idneluszuvymiertu drervdesaue
gunsaSesyuuansavildmudefmuadand

A o L 4 é 4 = L 12
6.2.14 3$‘U‘U‘Vl‘u’]LﬁUE]WQ\‘IL"(dJUEM@LﬂEJ'JﬂU 18 6.1

/6.3 fe...
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6.3  Hueneadam Software Module fiflnauanunsalunisyin Security Inspection %38 Decryption

d MU SSL/TLS Traffic 19 Inbound uaz Outbound wa3gunsal F5 Ju Big-P10800 $1urust1edos 2 4

IneilnuaiRogndosnsefinieil

6.3.1
6.3.2

6.3.3

6.3.4

6.3.5

6.3.6

6.3.7

6.3.8

6.3.9

6.3.10

6.3.11
6.3.12

ANV Hardware SSL waell Throughput lsiteenin 40 Gbps bulk encryption
@111350%1 Deployment Modes I‘ugﬂLL‘UU Inline Layer 3, Inline Layer 2, Web Proxies,
Explicit/Transparent Proxy, Receive-Only way ICAP-based ldiluseration

a1u150lY Algorithm 3e Cipher Agility uuu GCM, ECC, Camellia, DSA wag RSA 1oy
sty

a11305995U RSA lalifounin 80,000 TPS (2K Keys) uay ECC laldioandn 48,000 TPS
(ECDSA P-256)

A111509995U SSL/TLS Protocol wuu TLS1.0, TLS1.1, TLS1.2 wag TLS1.3 tadusgna
og

5993 un15la91U URL Filtering Tmaﬁgwu*ﬂ’agatﬁ‘am”wmsnsm IP Reputation Lay
Geolocation 1a

gru15ann Dynamic Service Chaining TagaIu1Isant Service Insertion, Service
Monitoring, Wag Load Balancing lai8uatineies

annsavhnisidrsiauaznensa (Encrypted Traffic and Decrypted Traffic) lgunsel
5"14"] 1y Next Generation Firewall, DLP Scanners, Web Application Firewalls (WAF),
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