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4.1 snBudeiaus (Price) Avuaimsinwidudesas 40 (100 ABLUL)

4.2 aunmuazauanTRnluusglovddemhsnusivng dvumbminuihfudesas 50 (100 Azwuw)
Aaraluil

- wamumaqﬁlﬁuﬁamua Soway 5 (10 AZLUL)
FIINIINTIIURBINULATHAAIVDIHAITY

- NUMSANIUTEUY fouar 5 (10 Azuuw)
AsanMnuaueiiinutaaudeiies fifanssuaseunqu

asasduaunnuauliussaudmungaeslasanisniely
A o v
szesIaimual

- AuantAmamade wagauantfinanadadug Aduusslenise | Yosas 40 (80 Azwuw)
NUIATINTAINENITBY S,
ﬂﬂJ’dﬁJUWﬂ’NLV]ﬂUﬂVIa’wJ’l’iﬂ’mLUuﬂiﬂJ’]mlﬂ mumﬂmau‘umma
LWﬂuﬂauq

|
4.3 UsMsvaamsuefimuatmininiuSesas 10 (100 ALLUY)

- ﬁ%'ﬁﬂﬂmﬂisEJ%L’Jﬂ’]ﬂ’]’i%}UUWﬁUﬂ’JWQJ‘ﬁ’ﬁﬁUﬂwfad Sowaz 5 (50 AzLUL)

-WANTUIINTBANAITEAUNITINUS NT (Service Level | Zoeay 5 (50 AZLUU)
Agreement : SLA)
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5.1 NEJ‘LJ‘U’&)L&‘HE]WENJMUQ?IEILLNWW\?LUUWJLL‘V]‘LJ%’]WIJ']EJLLa‘“rL‘WUimSLﬂEJ’JﬂUE]‘Uﬂ’imLLauﬁuUUVlLa‘ua
AN 6 NEEN mamﬂawwaammaﬂuﬂivmﬂl‘wa Iﬂﬂmaaaafﬂ,‘mLwamauwamuau LLauumaauumawaw
lmnu 90 Fu (1iAuTu) Tudnanniuiieenauieuiisudoiaus Imaﬁ]umaqLLuumLumaﬂﬁmmwmunumi
dudeiaus

5.2 NEJu‘U’r]LE‘IuE]G]E]\‘iiJL‘\]’MU’WINMP]THEW]U?UUULﬂ‘i’e]‘U']f—JaE]ﬁ’]i‘UEJJJaIUiuﬂUaﬂﬂﬂi \evimiiieenuuy
mmmaﬂnim IngliliiAndgwivsenansenudessuundetnondnues swy. Tnefluduses (Certificate) CISSP
(Certlfed Information Systems Security Professional) g3ty 1 Ay LLaﬂU‘Sma\‘lmﬂm’mENENIJJWJWEJ']EJ
 Sufitudoaue IﬂEJR]'“G]ENLLUUﬁ'TLU’WIﬁﬂ%’]UJJ’]WiE]ﬁJﬂUﬂ'ﬁEJU‘UEJL?IUE)

5.3 aﬂnsmmumguamaawwaw aa‘LuamwﬁImmuimm Lﬂusuwaqaa‘luawmiwam (Product Line) uay
mamUumaﬂwwlmLﬂaan’L‘mumnau mummaqlmﬂmmﬂiwiaamw‘mm (Reconditioned %3a Rebuilt)
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541 deddsumsiuseanmsgumuiasadomdliiin munasgiuainaantu UL vie EN wie
IEC Tailusthaios

542 seddsunsiusennasguiudannden FCC vie CE vse RoHs wiaifisuii

55 aﬂﬂiiﬁﬁ wauar psllnauURnsImL Catalog %138 Brochure VDIUTENE LARTLAue BRI BIRA1R
Inediszuundn LLﬁu/‘Wi@EJx‘iﬂUiuﬂE)U‘Viaﬂ Alildusznau LLau/ﬂi@ﬂﬂLL‘Uﬁ\‘l Lwa‘lmawwauwamuaﬂsau Tnegdu
mmauaﬂumaﬁzuwaua%ummwamnm%mLaua w¥auviafaail Catalog v3e Brochure Admduld wiav
\A3 e wiawhderiugunsnifiausly wazdnvirmsaeuiisupandfivedusiazidesdsdaau Tny
szfsanuudiuvdngunmieusunsiudeiaue

56  gunsaltaueresausaldeiussuulniia 220V AC 50Hz musmsgruvesivelalaglunasld
gunInlwdasszuulnin LLa”“LJaﬂlWW’]‘UENEJUﬂ'iQMﬂ’i’]EJﬂ’I’iT\] zrouluaia 3 9 @landwiuanefiv)

5.7 gunsalinwmiudasasisvesszuuiaietiglngien (Next Generation Firewall) seseglu Gartner
Leader Quadrant s1u Enterprise Network Firewalls ¥ 2018 n3alnginin

|
6. UaimunRANBME

6.1 fuuznisdudeiaus (une) Fesdavgunsnisnwauasnssveszuuiaietngindiea (Next
Generation Firewall) wiauiinde s1uaulaitiosnin 2 ya lneilnndnuazetraioveininged

6.1.1  Wugunsal Appliance floanuuuindmsusnnmnulasnsoveansatnelngiane

6.1.2  \Jugunsni¥nwimudasnfeussinn Next Generation Firewall (NGFW)

6.13  TdanUnunssunuu Single Pass warin13v191u289 Control Plane Wag Data Plane 7
weneenaniiu wieidugunsaififl Security Processor Unit (SPU) wafliite uwiniilgsu
nsoonuuutiialosiussuuirdetelngane

6.1.4 1 Application Firewall Throughput litieunin 6 Gbps

6.1.5  #i!Threat Protection Throughput luitfesnin 3 Gbps

6.1.6 mmimsaq%"unmﬂ?famm'alﬁqqqm Taitfanin 2,000,000 MsLiausie

6.1.7  @111509993UN154% oum olny (New Session per Second) laldaeni1 84,000
nsideuse/Auni

6.1.8  fiwasn 10/100/1000 WUV R-45 v3amnnin ldidoenin 12 wofn

6.1.9  fwain,10 Gigabit Ethernet wuu SFP+ laitiaenin 8 wadw

6.1.10  fiwesm 10/100/1000 13dm3U Management Wuu Out-of-Band liitfaenin 1 wase

6.1.11  @wnsevi High Availability (HA) LUy Active/Passive uay Active/Active 161

6.1.12 il Storage wuu SSD litfowndn 240 GB

6.1.13 11 IPSec VPN Throughput ldfesnin 3.2 Gbps uagsassu VPN Tunnel laitfoandn 4,000
tunnels

6.1.14  @1u1350vinauluy SSL VPN Tasanunsaldenu Lalidaendn 2,000 Active Concurrent
Users

6.1.15  aunsalday Client VPN (Remote Access) lnesfesiinuauifosatosdwiolui
6.1.15.1 i Application ﬁmmsa’h’quum’mszuuﬂﬁﬂ’ﬁm'i Microsoft Windows, Mac

| 0S, 05 wag Android 1¢ Tae Application fana isaafiug el safusy
gunsaliiniaue
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6.1.16

6,147
6.1.18

6.1.19

6.1.20

6.1.21
6.1.22
6.1.23

6.1.24

6.1.25

6.1.26

6.1.27

6.1.28

6.1,15.‘2 #1158 Integrate AUSEUU Authentication Wuu Multi-factor Authentication
(MFA)

a1u13a1w19Wa (Encryption) Wuu 3DES, AES (128 bit, 192 bit, 256 bit) wag5a93UNIS

Authentication wuu MD5, SHA lai8usenatiae

auNsaRTIIEeU Traffic Adswawuy SSL (inbound was Outbound) uaw SSH 14

awnsadundeyafignoensia (Decryption) uardsroligunsaidunsradeuldniy

Mirror Port ¥@eagunsaile

41305895 UNINTFINNNTTINUAY FaraluDl VLAN (802.1Q), NAT, DHCP Relay,

Dynamic Routing (OSPF v2 and v3, RIP, BGP), Multicast Routing (PIM, IGMP), Syslog,
SE\H\/\P (V.2 and V.3)

annsovihauludnuassolile

® |ayer 3 %39 NAT/Route Mode

® |ayer 2 %38 Transparent Mode

® Tap Mode %38 Sniffer Mode

awmm“v'h NAT (Network Address Translation) 1

@un30vin PAT (Port Address Translation) It

mmmmwaausﬂ‘ﬁmu (User Authentication/Identification) fiusguu Microsoft Active

Directory, LDAP, RADIUS, Microsoft Exchange tusgnetios wiialdlunisnsindeunis
wWldaugunsalls

awnsamuAunsldy Application ldlaitaenda 1,900 application Ineasoumguis
nau Application e Idagetion fail

® Files-sharing #39 Storage/Backup

® Encrypted-tunnel #38 Remote Access %158 Proxy, Gaming

® |nstant Messaging %38 Social Media

¢ |nternet Conferencing #5® Collaboration

® PpP2p

d@mnsavin Application Level Gateway (ALG) %30 Session Helpers dwsulusinaea 1wy
FTP, SIP, H.323, RTSP, Oracle/SQLNet/TNS waz MGCP lilungnlioy

#1509 QoS WUU Guaranteed, Maximum Wag Priority Bandwidth Tnerfviusulaune

N3 QoS (Traffic shaping policy) @11 Application, User, Source, Destination,
Interface @ IPSec VPN Tunnel lailuatiiae

gwsafimun Virtual Router w3e VRF laliitiosndn 10 ya uagsesiu Security Zone Tl
1an31 60 Zones |
fiszuulesiudiuAnaiy (Threat Prevention) Taedl IPS, Antivirus Lag Antispyware (138
Anti-Bot) Taganunsnsessu Throughput laitfeendn 3 Gbps iaidavineundeudy wasd
AnawtRotwossisioluil
6.1.28.1 annsamsedunaztostiufuanenuldodiedon fil

® Vulnerability Exploits

| /Buffer...
L



® Buffer Overflow %38 Evasion Techniques WuUsnge
® DoS/DDoS
I ® Non-RFC Compliant Protocol
® Port Scans
® Host Sweeps %58 ICMP Sweep |
® Malformed Packets %38 IP Protocol with Malformed Option
® |P Defragmentation %38 IP Packet Fragmentation

® TCP Reassembly %39 URL&HTML Obfuscation
im*«ﬁqmmmﬂ%’uLLﬁﬁgULLuuwaaﬁaﬂﬂmm (Custom signatures) lainuaau
ABINS
6.1.28.2 aunsnlesiu Malware Ussiansinan 1aun Virus, Spyware, Trojan Wag Botnet
: Ioilusdnaiiey
6.1.283 awnsanyiavunazeaiu Virus vulusinaea HTTP, FTP, IMAP, POP3, SMTP,
SMB et
6.1.28.4 @11130%1 DNS Sinkhole #5® DNS Filter 1 8 89 un131918 9 Malicious
Domain uazhseeldnfinsSenldaulugh Malicious Domain
6.1.29 mmmmmuuuu URL filtering vustagunsallel lasfin1suvaivledoenidung
(Categones) wageNNTaiUe Whitelist wag Blacklist 161 :
6.1.30  aunsatesiumaihiaiuldalieyarlneniaden s Search Engine Cache (1y
Google cache) wag Translation Site (191 Google translate) I¢f
6131  awsadeaiunisuansuaiiionidilivanzan (Adult content) 91nnMsAUMLY Search
provider #an9 1y Google, Bing waz Yahoo tdugu
6.1.32 mmsnm‘umﬂsvanuaqT,Wawaumm‘lwaqmuivwLﬂiamUlﬂs’mmmmmﬂaqnumi
ialwamaqmamaaaﬂﬁ]WﬂmULﬂsame U mngauinaasin wagautsaaiieguuuunsg
n93UlARNANABINTS
6.1.33  @u130U3n159An158UnIalbuu Web-based Management (HTTPS) Wag Command
Lme Interface g1
6.1.34 mmsmmwamamﬂmm (Logging) wSeamnsnas Syslog ludaiiudsgunsainneuenld
6.1.35  @1U190d91951891U (Report) #1499 19U User Activity Report, Application Report,
Threat/Attack Report, Bot-net Report, Anti-Virus Report, URL Filtering Report laflu
agey lngannsavinisuiuusesieau (Custom Report) wardssen (Export) Iriaglu
JULUU PDF, XML wag CSV laidusgnatios wiosesiunsvhauswiutussuudaify
’UEJiJaﬂ’]ﬂ“UMULWE)ﬁiNﬁENWUU‘SULﬂ‘V]Cv’]’N‘] a
6.1.36 i Redundant Power Supply WUy Hot-swap %38 Hot-plug ageiiay 2 YN
6.2 HUIURBITAMISY Uwsmsﬁlmmiaﬂnimiﬂmmmﬂaamnauumsaﬂn&mamwamasLLUUﬂuEJm
(Centralized Management Firewall) S1uaulaiteenin 1 szuu lneay ginsfinuantRognwiosvdefniind
6.2.1 LUUS%UUTU;ULLUU%Q Virtual Appliance 138 Software floanuuuLioUsMsEANT
guUn30i Next Generation Firewall fiauounlulassmsi Tnsiawnz
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6.2.2
6.2.3

6.2.4
6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10
6,2.11

6.2.12

6.2.13

ahusnsesiugunaal Next Generation Firewall Ilsitfoundn 8 gunsal

@1u150a379 Configuration Template Ief wagAmunlfvinisusudse (Deploy) lUds
gunsalflauols

annsauimsdanisnisineuresaunsal Next Generation Firewall fivhiauslé
ansadeusiaiugunsal Next Generation Firewall fiunaueiiulusinaea SsL we
Wiguwin

au150n52988 U su lund alUd suudasnisnae (Configuration) ¥83gUnsal Next
Generation Firewall 191 . :
#718190 Upgrade Firmware ‘Uaﬂqﬂﬂ‘m.f Néxt Generation Firewall lg Laga1u150
AmuaIaituns Upgrade 161

anunsafgifinuyesauassu (Administrator) Ineldgrudeyasin Local Database
uag RADIUS Ididuetailay

anansafimunavsuagseRuaud Ay liiugauassuuls

@N3AUIMTIANITRUNTNIHY Web Interface waz SSH IMidustnsiles

anunsnisengasuleyaves Data lugduuuvesnsmilals TnganunsauSuusaseauay

nhslda1u (Custorm Report) waw Export Iagluguiuu POF Iédusteios wiousi

anansasaaTiuMsaBUEY Email 14 Tnganansaviseausieg Idegradousil

6.2.11.1 Top Application, Application Categories

6.2.11.2 Top Source, User, Destination

6.2.11.3 Top Threats, Attackers and Victims

6.2.11.4  User Activity Report

ansnFutoyarsnasaeniinmeiaingunsal Next Generation Firewall agnataesiail

6.212.1 awnsadafiveya Log lifosndn 5,000 wmmsalreTund (Log Rate) uae
annsndmivdeya Log lddoandn 25 GB fatu

6.2.12.2  @wnsavi Forensic Analysis lngmssiusmiagannseavanisalandoyald

6.2123 awnsafuteyasmasneuinmesiwaluils

® |P Address au4 (Source IP Address)

® |P Address Uanewna (Destination IP Address)

® Service Port Uatewe (Destination Port)

® Juuazhatvesnsidouse

o Foildnuiledinsszysnu (Authentication)

® Application ldfay

6.2.12.4  awnsouansteyanslduuuy Real-Time wag Historical ¢

6.212.5 awnsadumndeyaves Log reenisld

6.2.12.6 @WN30AI451897U (Report) Toyaaingunsal Next Generation Firewall 1

6.2.12.1 annsamirupdvsuazseiun s tdeyalvifiudquassuule

nsditldannsaviaudedmuai 6.2.12 Idaelussuvyaieaty HUNEALADILAUD

gunsaivessuuiiamnsavildnatermunding
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6.2.14

o o v 2 v o v oy
SUUMUNAUBR DI UUENDLABINY 9D 6.1

6.3 N‘uwmawcﬂm Software Module mummmmmiumim Security Inspection %38 Decryption

#1915 SSL/TLS Trafﬁc ‘VN Inbound WLag Outbound maﬂaﬂﬂim F5 su Big-IP10800 31u7uUdY191Be 2 YN
Immmmauumamauaamammwmu

6.3.1
6.3.2

6.3.3

6.3.4

6.3.5

6.3.6

6.3.7

6.3.8

6.3.9

6.3.10

6.3.11
6.3.12

@1130vuU Hardware SSL uagdl Throughput laitfaenin 40 Gbps bulk encryption
4101509 Deployment Modes 1u§‘ULL‘UU Inline Layer 3, Inline Layer 2, Web Proxies,
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