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4.11.5 In15v91U sweeping / hunting mﬂ‘z’fayjaﬁ'ﬂ’uﬁﬂ Taed Threat Intelligence
mnLiﬁ‘uaawamﬁm‘ﬁmLLazmmsaLﬁ'm,mdaﬁmdamn STIX file, TAXII Feeds wag MISP Platform 16
4.11.6 @wnsavi Security Playbook iiedanisanuidesiiAntuldlnesmluda
4.12 @wnsaaiensenlalaedauaunsadsolui
4.12.1 gansaaieguuuunsamuldluguuuy PoF lhiduegneles
4.12.2 mursadesiunislanenulaensitnsiase Password 1¢
4.12.3 #1508 1958ULUUSALLTALS

5. vauavasnufiszaiiunisdaia
5.1 ﬁmaéfauﬁwﬁamamil,%amiasvwm%aﬂw FPUUSIAMLUADAE SYUULS ssnaNfmosLive
WAZIEUUANTAUNAAN 9 VB3 W, waﬂLﬂumaaL‘uauiawaualﬂaﬁuwwLaua Wielisyuvanusa
#3298V AAT18Y Joariu LLau&l‘UENﬂEJﬂﬂﬂ’IlWW sRnTuld
5.2 cg”ﬂmmawmlwumsﬂsuqmimw (Kickoff Meeting) 1l ey aueinaiy waunseiuey
LUIAANISBBNUUUAARY LAYUHUANSNARBUSEUUTLALD (MAAOUANLAINT 00O LIS autD a)
WiaamqLauammamsﬁmﬂﬂaummaamﬂLLaSUUU
5.3 funedosdaniuuasianwondufdmsuindiuueiomayiamedudne (Endpoint) ve4
Wy, IwﬂsummuLLawuumaw"UUUQUmmiw svu. dn1slgau uay mmm‘lwmaumaumwmma'a
\3otneiifinnsldanu wsa:,mmaaU’memsaawauamam suuiiausls
5.4 friedesinsamensiiag LLaum\m'ﬂ.wsuuuuﬂ’mmmmaamﬁauﬁ’wialﬂﬁ
5.4.1 @11150Y9UTWAUIEUY Active Directory 158 Microsoft Entra 994 594, lnedeq
annsadldausendussededldnuasstariuden il
5.4.2 awnsaid susousEUY Active Directory (Microsoft) 84 3#al. iiledenasliug oy
Wi (Password Reset) wialiansldan (Disable Account) Isilewudngldamuduiinginssumsldan
ldund viooradudunssieszuy
543 mmsammsmjaummﬂ?a‘zhauum?mﬂauﬁama‘s‘umjwﬁﬁwqﬁnﬁmmsﬁwmﬁam
JusussevienragnléifuesesiunidlumsTaufissuvasaumeves sviy.
5.4.4 il Default Policy fivanzaufudnuassuuiaiesnoufinmosuiiig 1ee .
5.4.5 mmsmmmﬂﬁ'auiay)a suspicious object data fugUnsalszuuinwAuUaense
VUIATEUIEABUAUABIVBY WL,
5.4.6 aunsaideusefusyuy SIEM 983 S1l. LﬁauaﬂLﬂﬁlawﬁ’a:ﬂamamiﬁﬁmﬁuﬁ
5.4.7 afumiudadoudguasyuures s vna Email Weiimmnsalliunfidinty
5.5 ci’*uwﬁaﬁm?]ﬂausmﬁmﬁwﬁw”mLLaivuuaa'Nﬁaa 2 au lawsoaausiatenisousuLda

wa

UjURns wieuenansiiayldfineusuiidunwilne IﬂaLuammmﬂausumaaLﬂulﬂmummmumaa
wanfusifiauedesiosnseunquidomiiivafostumsiinds fvundn USmsdanms wasmsudtoymn
Tngdedineusumelu 30 dudnniuiinsauudauaia

5.6 wivaniiueldduduauiig 9 Sovdesuds furedesdadasoiunanisiiiuey
uazionasdy 4 Mieadadlusuuuy Digital Files fannsauflouiuusdldidu docx, xisx, vsax 1udu

uazluguuuy pdf ussgaslu USB Flash Drive $1uau 5 4a TaasisausiesdisisaziBannseunqu fail
/ 6.1 aguua...
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5.6.1 agunamsiiiunuesnuuy uazfndegending

5.6.2 Lmuﬁ’qmsﬁﬂﬁgmaxL'ﬁ"amfaszuu (System Diagram) %aﬂssﬂauﬁw'ﬁaga%t,ﬂ%"m
reuimesuitie lofiuesinsa lofiuaensiiimsideuse Wslnreauaswesnildnudefldnuiiians
gegauazsanu dmiuitssuu Wiy

5.6.3 ona1susenaunIsineausy

6. A% uaUNER
dawounglu 60 Tu (mnduu) tusnaniuiasmnludyan

7. wannuailun1sNaIsurdaidendsiaus

£

. sNsansndulagldvdninaeisnan

8. 29usUUsEIN/29unldsuTaass
2,500,000 U (@@ UMUALUMEIY) (53U Syaniiy)

9. 92A9IULAZNNSINYNY

Twa. mmamwamﬂmwmwamqumaamumwmﬂsau'] u,auﬂ'fl'vmsmﬂmm‘lwme‘ma
L:uamnsﬂmmLuumsmmanwmmawumvmumuamnnum Tae s, asedunely 30 u (@wduiv)
dudnanlansiasunavdeeunuiseusosuan

10. gasaAiy

10.1 ‘Iumzﬁﬁmwhjam'ﬁau;‘jﬁmuL'E;aul‘um'iamﬁu’qLLaua'auaU wiensdsueuariininfisvunly
'luamm’lumqiwmwsamwm wiedweunduslnuanURligndowmunsandeauaznudnuue
e mun vieddliamnsaldnuld sWu. Tansuenidndayale lunsdid s, lldavivenian
oy ueBupenll sviu. uiuludmndoray 0.20 (Fudenaserud) vesamdnan ety Aoty
'Ivmmﬂwunu) Imamsﬂs‘umuuunﬂmmuﬂwmwumamwmmmmwumawwmalﬂmﬂm e nausy
wardweuszuuTIsgUnsal Aldauesnmudaeiliud s UYNABIATULIY

10.2 lunsdlit svlu. [avSuenidndayaduedusedlh sviu. Andusumude 10.1 Tnetudann
Junsuimundasumudeouiiciuvenidndaynuasiueusedli s, Sundnussiudyaidudiuau
vavuavdousudnily wiud s, sxdiuannas

103 nsclfigugliFudiudunsdenueuudloaudisaunnsssnnglunan 4 $alue tuusdinandi
. Wudemnudhgaunnseaty fursBugenls s, Uuilusedalus lusnsdaluas 1,000 v
(ilaiuumiu) Taswresdluliandunildalug ﬁfucﬁy’qLm'ﬂsuﬁmuﬂLaawﬁanénauniw{{‘uwwﬁu
sullunsteuusuunily

o

10.4 nsamNmalummsa‘uauLLmJLLf’ﬂ'umm‘UﬁﬂUﬂwsaa niadntosvowdndusimudyyiil
meluszeedifmuamude 11.1 yuedugenl sviu. Uiuluneiu ludnsndesar 0.10 (quiganiagud)
vowarmewdyny oty tnoimwesiulinbunieiu duiudasuimuanatdindriaudeiuiigue e

sllunmsdenusuuiluviandsugunsallindnads wazannsaldauldfds
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11. p2sm 2821A1JUUSEAUAINTITAUANS B
11.1 N'znmvs’faqsUﬂiunuamﬁrmﬂ'zmuua~ﬂ’mwsau'lﬂzmwamwauLﬂuivavnaﬂuuamm 3%
Hudnniun sy, lasuteuau mma’lusvavnmmﬂmaivwﬂamwamasma«vaﬂmmmsmunwaaq
wseldenlalldiavunvdeusursdy & HuieazsawessuinnsteuLsudlulildmsiafsuiunely 1 Yu
uummmuﬁlmmmmmmsmunwsm wmmvmaww‘lwuLﬁnwm‘wwummmemmLLauuU'ﬁ:aumm
Wiesusudunisaslu 4 dalus Tududiaandt su. laudsmugrgaunnsediuionsiumalnsd
Insfnviiadoud nsans wieammunedidnnsednd  (E-mail) T,maavlwammamauﬂsmﬁl'z’ﬂumwauLuzm
wily vielldidun1sdtamnsn vefithuuasulilndy fﬂ“maqmmauumlummwaqmu dmsunsdl
msmaumamaﬂﬂsm"lﬁlwu aama"uﬂsmuu%umawumm‘lmﬁlumamn'l‘muu'mauuavlmmwaameu
11.2 mnamammvniwmumilﬂﬁwmmmﬂaamnaLwﬂIuIaaaﬁaumﬂ (Security Monitoring) & ASasail
Tnousavadazdosiszasnaminfuognaios 2 Moy 3 oy Tnefleasdeniidosdnddl s,
Fastoludl
11.2.1 agudnaumgnisaifnunifiieuiimun
11.2.2 agudwumgmsaiiidu critical
1123 aqUsemsieiemonianedisiitves s, Alvedmiteus warddusiaeUsuUs (Patch)
Wumsisaanu
11.24 asﬂmmmimwmﬂmumﬂwam 10 SuUAULSA
viail AodndIsIsausIna1 Iy POF File T s9u. v1e E-Mail LLauammswmuasﬂLUu
nasd@lusuuuy POF File ¥atfivaslu Flash Drive Yiiaussanmy nITuMInsIvsunan svu. (Ju
Uszdmnidiou Tnedndeneluiuil 15 veadoudnly
11.3 ﬂsmmmalﬂu 3Wu uammum’luwmam'l,w,'mmmmumﬂmmaamm 1y Tow swiw. Tl
dorldaelag adiustedy
11.3.1 nsWisuulasen (Re-config)
11.3.2 nmsUTuURsuvoswensuas v3eRnsslval (New Install)
11.3.3 mswnaw«nLL’staivUUUgummwmmwavxlmLmsvuuﬂaaﬂuhia/uameu wan

1)
o

fvenldifuunivdeliannsavhauld
11.3.4 miwwumo]aumaqamwzLflumiﬂnmu/hm?] LASBIABURILABSIUTIEUDY T,

12. fagudng

12.1 wuuuﬁﬁ'ﬁmmav%aﬂcﬁm'§*71c’4"mmmml,wa'l‘z’ﬂuiﬂﬂmsﬁﬁv’wuﬂ sy, deslesuienansans
(Software License) wag/v3o awﬁmi'lmwulﬂammﬂmaamuﬂgwmﬂ Tnotenans@videndnn suy. 2y
Wudweenansavivanus

12.2 lunsdlfifimsdaovseniuadandluani imual S efiauomn szdasilionansBuduangudn
vissavwednviediunudmmhenndunusmievesinanlulsumalng mnuisninan vieen
vitmarvvesndnlulssidlne maaﬁnuswmLmumwma‘uamwamluﬂiumﬂlm Tnduguluml
wazazdosilnauauilinnirdidmunliviofiauou il swy. anudviferfumeuvielusly

123 fueuaz/miadmiiivesfus Adfeszuumaluladansaumaves vy, doaiunsvuas
UftBamnleuienisinmanuiunsasndovesssuumaluladansaumevas sviu. sy paswan o,
uazazdesinwaIudusng 9 Alfainnisufiiau Tngvuilidursuay/misidmirivesusih

/’uaua
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=6 =

foyadumilsdnilavieriomeilldonmsuitienilu svu. g wouns visheneisnanaiie
msdula ldnsnse mmanmwkumimwaﬂsﬂa‘uuwsalmmu N s, avaany guiesesynld
AdomedusuuiubidesniasianndmmunlSludoen Fad w‘maLLau/mamwmwmamma
mmaamu’luammmmusnmmauahLﬂummau (Non-Disclosure Agreement) Al A1ANUAN . AoulSy
Ugumwumugmww sHu. Amun

124 fugvzdesdeyaainsidisiunsineusudiuainuiuaslasndeaisaume (information
Security Awareness) Wiea¥ W uassmiinAmanzan numunloviensinmanuiunsasadees
sruuwmaluladansaume LLas'ﬁy’umauuﬁﬁawaa s, ot sy, v
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mssa iihvuganasuuralszmealng

MASS RAPID TRANSIT AUTHORITY OF THAILAND

SPamfanelamduvesisuuniiinsnsensiauuiay
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

UsznAnssalniivudenasuwsisuszmalne
1594 ulgurenisinmanuiliuasasassvassruuinaluladansaume (adudsuugensed 11)

sewszswnquimimuemdninusiuayIsmslunisvingsnssumneBidnmsedndniasy we. 2549
UM 5 ﬁmumlﬁwu‘wqwuma\i%'ﬁﬁaaé’mv‘fmu'guiamaLLavLLmﬂﬁﬂ’ﬁ’Lumﬁ“ﬂmmmﬁumﬂaamﬁa
suansaume Weliniseuiunisle meBmsmedidnnseiindiumhenuresigrdelasmisauvesiy
firnufunsuaensouasdodeld Jedwmalviszuumaluladansaumevsinssalninvudunauuissemelng
(39.) dosfinsdnwimnudiunsaenssvessruumaluladansaumeodansudauiiogselifemusy
(Confidentiality) m21ugnéesnsudiu (Integrity) uazan wniosldanu (Availability) sesansaumea sauma
ArsedRou Idun mnugndeauias (Authenticity) pusuiin (Accountability) MsuUgiaseusulnveu

(Non-repudiation) wazanudede (Reliability)

Ussmaraiznssumsganssumsdidnnseling Seawnulsvisuarunuiiilumsihweanusiuag
Uaendosiumsaumavemiisnuuessy @UUf 2) wa. 2556 4o 14 Mvualiniigauvesigresimvun
AuSURRTeUTdRLIY nselssuunenmeiviodoyamsaunainnnudemeviosunsela o udesinsnde
duilagfla Suideananmanunnies aviae viserd WumsufiRmuulevieuszunuialumsimnenuung

a

Uaensesuansaume viall Wiuimsseiugedaueavitieau (Chief Executive Officer: CEO) iui§uRinweu

Y

FOAIULEES ANULEEVINY USePUASIETIRRTY

91fgunanuANluLIng 25 whmszsedygRnissalnivudanaruwislsemelneg
WA 2543 girnmsmssalwihvudanavuwdssumelne Ssoonussnmanissalniuudanasuwissandlng

1509 Ulsurenissnnanuiuaasnsevesssuumaluladansaune sanelus

1. InguszasruazuauLn

delinsldaussuumeluladansaumeves sviu. Wulvsgramnzay Susvanaam finrusiunsaense
wazanansasiunuliegseios sumﬁqﬂmﬁuﬂmmu,azaﬂmamwumﬂmﬂ%ﬁuszwLwﬂhﬂagmﬁaumﬂ
Iué'ﬂwmzﬁlajgﬂﬁawﬁamﬂmsgﬂaﬂmmmﬂﬁasm 7 Faldtmumlsnadiemusunstnuautuasaon s
vpaszuumaluladansaune feil

£

1.1 msm’hﬁw%amuqums‘h’f&mmsauwmsau&wam 4 91U A

1.1.1 mmﬁwﬁaszwmsamm (Access control) ® EN513’]"\]ﬁ@UﬂWi’&]UNWﬂVISﬂ’]SL‘UWﬂQ? Uukay

AAUATHEN U ﬂ’liﬁxﬁﬂ“LUUUfﬂ‘UﬁULW@I w[, ‘Vl (User authentication) mmuwmmm
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whileszudlsl saididlnmaiuiuiindeyanisdniiszuu (Access log) uardayaasammeneniiames
yieid nsliavBmslioussuuasaumaiudedidviosramnsauuasifisme (Need to know
and Need to use)

1.1.2 msdhilssyuuaietis (Network access control) deafvumdunisnmsifeusiessuunoufinmes
Ms3u - de visemslnadeudeyavSeansaumerzfiosihussuunsinumanulaondefiosdns
Inassld 1w Firewall IDS/IPS Proxy w3anisnsinasulisaneuiames (Hudu Lﬁamuamaz
Uesiudvanawegadusyuy

113 msudhiiessuudiAnms (Operating system access control) itetesfumstdndsssuudiinas
lnglallasueygn Inefwuslifinstuduimuiessyfsmumeagldnu sausfsimunlid
nsdaszesnanlunsifensoifielifirutiunwasnsoinndsiu

114 madhdsdusunsulssgndviseuaundindunavansaume (Application and Information access
control) fesrmundvdnsiindsszuumaluladansauna lngliavdianyssuunuasaumed
FoaufuRmuminiivinduy sutsdinismunuavinsdildaussuuasaumasguaiase

1.2 Tsvuuarsaunauazszuudisesfiogluanimndoulday swiilunusFoundenlunsdlanidunie
nsdiftlianunsaddunsnadinismdidnnsedndle ielkannsaldouasaunaldnudng

g seiilos

1.3 A599aULasUs e uAINULERNUaIS S UUANSAUWIADY A AL D

2. wnuftRlumssnwenaiuaclaonsduvessruumaluladansaume su,

WU Rlunisinumausiunsasadsvesssuumaluladansaume suu. Wuwamauasnseuiunis
6198907 1) Ussmarmznssunsgsnssumedidnvseding Sesmnulevisuasuunufiilumsdnwenutung
Uaeadoiuensaumavesmiisnuiy we. 2553 2) Ussmanunssumsgsnssumeddnvselind (eq 1nsgiu
ms¥nunanuiuasUaeafovesssuvasaumanuIinisuuulaonse w.e. 2555 uay 3) 1Asg ISO/IEC
27001:2013 Tneuteuwwufifesnifiu 16 dumuenansuuuineusyne sasolud

2.1 ulsniensuimsinnismnuiunsasndudmiuguivis @i 1)

2.2 emusfunsaendefifertuynains @il 2)

2.3 ms¥nwrusiunsasnsynaneniasdsandey (@il 3)

2.4 Ms¥AMININEAY (@i 4)

2.5 M3¥am MR waznstigednwssuuasauma (@ud 5)

2.6 msmuauMsiiszuumaluladansaume (dud 6)

2.7 msmuaunsihisssuueSetglians (@wd 7)

2.8 msmuAuvthsnumeuenuazglidiu (yaraneuen) Wisssuumaluladansaume @wi 8)

9

2.9 msldaumesreufinnesuazeunsalindoudives swy. (daudi 9)

[

2.10 msldnudumesidauasdadsaussulall (@il 10)
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211 msldausnmnedidnmsednd (dwfl 11)

2.12 msdsesdeyauarmaiushvideyaasnasnaneuiimes @wd 12)

2.13 msnvavEouarUssidiunmides (@wd 13)

214 msgelou uazmsuanideudeyaansaume (@i 14)

215 msmuaunsidisia (@i 15)

216 msihgunsaldsiunlden Bring your own device) (@wil 16)

wnUftRlumssnwaaiunsasatessuumeluladansaumenude 2. Fafummsgrusiueuiuag

veeadtlunslinuszuumaluladmsaumanes sviu. Jayaannsues sy, mbsnumeuen sudedlduinns

FTUUANTAUMAYDY SHU. R ITevaesaaUfiRnuetiunsnsn

3. nidsvuuneuRaumeiviedeyaasaumaianiiudenis viedunsiela q udesdnsvieduiledle

U

Suiilounananuunnios avias vIedHunsufuinuuwiulouisuasuuiufialunisinuanutuns
Uaenbnuensaume ginsmssaliihuudanasuuwislsanelne (Chief Executive Officer: CEO) Wug§ufintey
Aerudss Audeme viosunmeiiintu warsiiunisasedeudeiiainsdifissuunoufnosute
Jeyaansaumeiamudomeviesunela q utmhenuieduills suidifonsanadiwnumaduens

U

ulounegtililddeduiiioiuimun 7 Tu Juusiundiisrunaasun

Usenia s AU 7 ueeu w.e. 2565

S~ o

(WILNANA ASNUNTUF)

Ainn1snssalninvudanavuuisussimelng

A I =
NRISE ‘
NETWORK CO., LTD. Gt

'SUn sulss wwnidsa 3134



NASLUUTINBYTENIA A15salninvudelavuuielszwmdlng
1394 ulaurensinwIAuTuRsUasnsevassTuuwmalulatansauwe
wwlfialumsinwanuiiuasasndevesssuumaluladansaume vae sy,

ANHeY

Amdeunlgluuleouied Usznaudie

1.

2
3
4.
5

10.
11

12.
13.

SN, Banehe Assalnhvudsunasuuislsemdlng
W, vidneta dhowaluladansawmna

€

AUIMSIEAUEER vneds ginsnssalwiuudsnasuwisUsemnelve

(4

v @

NU\‘]ﬂU‘UﬂJ‘U’] T TatanN NllQWU’]’%?Nﬂ?iﬁ]’]iﬂﬂiﬂ?I'i"l\‘]ﬂ’l’iUS‘M?i‘U’EN TN

[

e vanefls yaeaildSuoygsliausodldaussuumaliladasaumaves sy, i
- YPAINIUDY TN

eaJC

- yarameuenil sy, eugnalidunlfrussuumeluledansaumemes sw. [dansm WeUsslon
lumssifiumsvas s, ldun winmunegnireuisnmeueniidiuniafmieguasnussuy
Tu swa. fivsnwn AUfUROumdygn viedantinAnwitineu

Jldnumeven neis gnévSeyaranmeusnitlilsndudldaumde 5. FldEmMssTUUTUEsEUAYDY
. HuATeIEEIT IS (Internet)

yieauMeuen el oeding d9 s, sygalidanslunisidags vsoldvaya wiodunindeng ¢
v9 3. Tneazlefuandlunislészuumutssanmumusunauariesiufinvoulunsinwamudy
Y0IUBYA

Aauasyuy wnefls wilouiildSuneumneangaiud yuliimhisuiiaseulunsguasnunszuy
ansaume

Wiesteya mneds dldfuneusunanngiviuliynlisuisseuteyavesszuvmlasidmestowa
HuiFuitaveuteyatu o vielisunansemulneasonndoyamariufgyme

1Asg1u mnefl vssiaguittedulilumsugoRmsasadelnldnuinuseasdviormne
FuneuUFuR el MeavBeafivenduneudude  AfeshunufiRdellfAnnasgunuily
Avualinuinguszacd

LWURTR nedls wwamiidesinuielimunsaussaTagusvasiviodmnglihedy
szuuwalulagansaume (Information technology system) Manede ssuuues sW. iitewelulad
asauwA ssuuneuTImeS LazsuuAset s Bemsteyaundislunisaduansaumai svly. awnse
thanlgusglenilunisman nsuims msefuayu msliudms mswauuasmusumshnsedoans
Faflesdusvnau 1Hun szuuresiiawes ssuuiedetns Tusunsy Toyauazansaume (Jusu
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

Yoyaneuimes vaneds doya domnu fds gafds viedduln feglussuuneufamesluanmitssuy
roufimeiotaUsznanald uaslivunearusniveyadidnvsedndmungmuneitdaegsnssy
diannsolind

ToyaITNIVNABLANADS (Traffic log) e Gﬁagmﬁl gafunsRnsedoansuessyuunuiumed daandi
wndartilln fumne Janemna e Yul Ui ssevian viesu q ARdestunsindedeansves
sruumBNRne I

ansaunA (nformation) ynefls Fewfiaadsfilinndeyminusunsysanana mdnszideulviteya
Fedoyanvegluguvessiauay Tonu vseamnsinlflussuuiigldannsodlaliing wazanunsa
Ululisglemilunsudms msnausu msdindula wasdu 9

swuURBNIAes (Computer system) nuefis gunsaludeyngunsalvesrenfianesideuntsvineu
dheiulaglifnsimuadids gnddmiedddule wazuUftRnilieunsalvseyngunsaivimiag
Usvananatoyalnudnluli@

izUULﬂ%a"z}wﬁ"ami%’aga (Network system) “anegie 3zuuﬁawmsa‘lﬂums§mﬁia?ﬁlamsﬁamsﬁdﬁm&a
uazasAUMATENINTEUUWALUagasAUMmMARTS 9 B SHN. WU SruuKkay (LAN) szuudunsiiiin
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vielafuasausiunsasadognanau
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wmnedidnnseiing (e-mail) vanefls szuviiyanalilunisu - dvonrusewineiu Taeruades

reumeslazinsetnenienlesdiaiu deyafidwzdulivisisnus e mmnaiin mwedeuln
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a vy [ v vo al = v v | a1 & < [
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(Mail box) i mualidmsugldeu AsuananInling u Auvasnseany viseasauisile
YaAAeliNeUszasA (Malicious code) Mg yamdaninavinlinouiames vieszuunouiines

= o o a a ° = & A a v v = a wa '
wIagardRwNnnEsmE gnvitate gnudludsunlamseliiugy dnteaveulinnulinse
AUAAINNNUA LY
LASBIADNRILABS MUETY LASEIABURLADTLUUSILEY LagiASaeRauRIADSLUUNAN
gunsalirdaudl (Mobile device) vanedis gunsafddnnsednduuuwnm Jeauanunsalunsdeusioy
tdl' d' 1Y | Y 1 & 1 £ & [ dl' 1 I3 I dl'
guNIUBUIWDIUABYaN UTEUURS o InTANuAul Sane s elnuedurduldiman Wi dudanais
WU Tablet, Smart Phone
¢ 1 ) Py P MYy g vao 1) =3 P ) 1% a o
qunanldud et gunsein sviw. Lilsdud@nasslildon udlugunsaldusmvesdldauiivmn

wenseriuies et emeluves s, iy i esenfiasesauyara (Personal computen) el sarfiameswam
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o ) ) . i .
B yinan 1 ulsuiganuduaslasndvansaune (Information security policy)
wuUg R

1.
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Falignsviuasmumunieuulsnleuennuiuniasnds uasuunufoiveduaunsieusio g

othatieray 1 afs lnsfinnsanantaderudn sl

11 nagnsnsaiunuuesinns

1.2 deyanguune suleu detdusing q Adesufofnmg

1.3 msusuusailoueanusiunsaonfodmiuddald

1.4 wamsussdiunnudssuazunuanaiides

15 wan1sudadioulnesyuulosiumsyngnludisnn

1.6 wavesnsnsadeuteyanisUadeddnd (Patch) dwsuszuusing 9 Tulifiiiuun

1.7 msinvihuazredygiuiednussuuuwazaunsalang 9

1.8 wwunsaUsINEumBEiuAmaonfvUsyi BRsufamsasrerunsemin

19 wamsvageuwudAuluTHLm

1.10 Foyassanausine 4 Aasiiatulusinuasilagiu sufafeanauiildundannmissey
Meuen
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dasvunuiunsasnisanneuen
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Y

a 1

ulsunganuduasasndouasulouisaduayunng q laensendanasdudfuinveuremnuidss
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dun 2
AusiuAsUasaieigafiuyAaIns

QUszaen

Lwﬂwﬂﬂjmum’lamwmw WTianuSuRnreu waneunsitey JEWINNITINNY LLavﬁuawsa
WasuLUainsdieny maamum“wunamaﬂﬂmuLLa“ﬁwmwmm‘uaan‘ummuumﬂaamwm
syvuwaluladaisaummiioanaudsesuiinanniselug nsdelng AshusTUUImalulad

v o

arsaunaRaingUseasduazauianatnlunsujoaning Feenadimansenundesinly sua.

\inAEee
Hiutinvay
" gemnemsiiemelulabmsaume 8 nnemstheninennsyana §8nensthe/dnin Afdun AuANLAE
MTINAMUIBUMEUBN
319891195

" wndl 3 amuasasadedmsuyaains (Organization of information security)

WA 4 NSUIIITANITMSWEAY (Asset management)

" vnail 9 msiuasaeadbdmsunisieanstoya (Communications security)
wuUHUR

1.

nsaiieuiuacaeafoieunisdineu (Prior to employment) ednassyaainseuiiasidnan
UURnu waziieanmudsannnsuifaulanain nnsulue nsuasuudas uaznisiisyuy
asaumavseninensansaumavas s, Tuldlumanlivmnzan saaeligldoudlalunih

AUTURAYDUVDINULDY
1.1 mnvadeunuauTRvedadas (Screening)

[

Aienineinsuana wiere/d11n Affuauacuiiinisinarmuiguneuen deensi9aey

Y

Y

AneuiRvesaing ansdnsiaduminn ande myidronhenunisusniteUf oAy

. 2w BAndnAnyilnam) Inefadnsiasldinensevhinnguune szideu doteiu vie

385550 Tavalifivsziilunisynsn wily vhane wislasnssudeyalussuuinalulad

ansauwmanieu warlinuantinuil svw. fvue

1.2 nsfvunidoulun1sdeeu (Terms and conditions of employment) n1531319lAdiTouly

nswanilinseunquludesieelui

1.21 fvuanihiirwduliaveusumiuiiunsUasnfeduasaumaegraduanednualsngs
(Information security roles and responsibilities) LLﬁBﬂ"ff\‘l’m louAmunlvidenndas
fuulenemnusiunsuasnfovesssuumaluladansaumavos s,

1.2.2 fmusliinmsannludyanazli@ameraudures swa. (Non-Disclosure Agreement : NDA)

1.2.3 'izuumﬂiuiaﬁmsaumsziﬁa%ﬁwﬁ@quﬂmaé‘l‘ﬁmﬂuswﬁNmidwa’hﬂﬁalﬂuﬁuw%“wé‘um W,
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1.2.4 Amuanuiuiaseuniounading wingldnuldufddmunloviesnsinwanuiuag
Usensevessyuumaluladensaumea swu. 13 ngine sadou deteiv siederimundu 1
MAgteaiunIsSnwenuiunsasnssvesssuumaluladansaumne

2. msafuanuduaasndeluszninenisinasu (During employment) Wiioadsainunse i

Jlidnunsiudeinedesiunsufofoumsauna saddianudiieanusadestusedmanilé

2.1

22

2.3

wihilumsuimsdamesmesurnusunsasade (Management responsibilities)

fuims s, ynseduduiiviniiatuayuuardaaiudesfasolud WAl

2.1.1 Ussmendeviensinwanusiuasaenseduansaumeves s Wumednualdnuslivnnau
FunsuuarUfUmmn

2.1.2 Ylalvifldemufsimulsuemsinemusiuanaendoduasaumsves s,

2.1.3 adwarunszuiininiuiunsasatoduasaumeiiiodestuniiirnuuinveu
VOINULDILAZUDY TWA.

msadremnuaseviin mslirg wasniseususummiunsUasngliudgldan (nformation

security awareness, education and training) MsasnANuAsEMAluMsS v siupsasndy

o vaiuae

2.2.1 fouaszuudesuduieussanay wazvosmidwansenusomusiunaenfevesssuy
weluladansaunaunflnuiiiedos uvenanifeudafouligldnudurmmsaias s
Anudsarng 9 W lifareufiumes walanisvasnaenisdnivien (Social engineering)
waggaslwivnanaie Wudu

2.22 s, Fesduiunisilineusy vieustuduiudiiieaiueunseminduautunasede
vasszuumAluladasaumaungltanulussdmnd

2.23 sy, doudeldanlivsu WelimswAsuwanlsnemsSnwneusiuntaondtansaumea
93 59, TIBBUIBRANTEIUINMSIUEEILUAsTnE T

nMsimuaUNaslny

2.3.1 ANUSURAAUN U
ulsursuazuuudilunisinuanusiunsaonfeduansaunedlilddoldAnans
vengmneiviilsigldnuiuiauisldufoinuleunswesmndg Tilumsnunenusiung
Unensuansaume wavdlinunnasdugeniiazlifiiunisla 4 vengmnede svy. ¢
UftRnusadout wieghdlsinumngléanunssimsandianienssifinnusloue
wazuUURlunsinmnnasiuacasnfoansaums ondumuinnteuazuivg
Tignaslnumadilels swu. lifidwsulnvourensazidianswddumetlyadiinainns

Tdszvumpuiimes
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s sanlnyEnsyyinie

Hduiinssiheuidin v, sfinooudimslinuazerafummufiamdie wWeernaia

mungvsefiAeade

1) winew/gniniid Huvieasdisulsuienmssnuwenusiunslaendevesssuumelilad
ansaume s, Aesgnadlyiennunszuinunsmeiveves s, sudiangrinefiieates

2) whenumeusniinssyinmuia willnemudissyBludaamiegnifnaeuivimslda

mdwiumsmunguuneiiiedes

3 m‘i?’ma:ﬂ‘vﬁaﬂﬁiLUﬁBuLLﬂa\‘m’ﬁﬁ’mmu (Termination and change of employment)

Wemuawihinusuinveuillodugarsedsuutainisiieny Senuluimsfunindaunas

N1500ANBUANSTIUNISITNDY

3.1 mswdamsduaavseiisunUainisinanu

3.2

3.3

3.1.1

3,12

Hrenswernsyanadesuislidomaluladaisaumansiuiuivinndneuinig
aeen lendne InBea vieldeTin iedheweluladansaumneogldnmaseunasuivnns
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ANSNBANBUANTLUNITIANDS

3.3.1
53.2
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Houaszuuiesennoudvilumsiiiewesldn Wefugmiendsumamsieny
nsnenneudnslunisidfaunesands mentenim (Physical) wagnisnssny (Logical)
U negua Tnsuansau Ynsussddadldon wasda@dldou W

Tunsdiflinuiiduamiadsuuamsinsy fimsldUn@rldanusuiu (Shared user ID)
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nguszasd

v

WenuAuuazdasiunsinwmaudunwasssofifefestunisdifisennsaniudl uasiuiidaiu

Toyamauiiames (Data storage area)

HiuRaYaU
B auasTuU
RV )
" gdwemsthedndeuazuinig
219 9UINTFIY
B yuai 7 Anuluaslasndenienien I nlasan mwngey (Physical and environmental security)
WUIUHUR
1. {ALassuU fieseeniuy wazdnssgunsaivieszuvatiuayu (Facilities) iletostuninutunsasn e
v 1 € v = o 4’ o ~ U d’l
AUNIBNTW LU BUNTAINUINGS Szuudrsedlwin nSeeiulinluin SBUUUTUBIMALALAIUANAINT Y
STUULRBUN BT wagpealinsungeshviegsaiane
%] Y a o ¢ v - Aaa & Y] a a &
2. gj@LLaszwmadmmquﬂsmmiaumwﬂ,ufg]LLiﬂ (Rack) saanunnilanusiuansUasnfelazinistngen
3. dguaszuu dedinstesiumainlaildiiemsieansvidomely Tlsidinmsin3udyana (nterception) ke
faudemeaiintu lnsavdsaiumeanidaiuieseuamevsemadiuameisuanaenseanmsstg LAy
luiiAuangr U8 eldog19a1s15 0y ssansiadadeanswazaslnviidesuenainiulaeil
YT WAL T AL
4. MINMRUAUSIUNNTNSSIIANNTuAUansy

o d’/ A a 1 1 { o ol
ﬂ’]VUWWuV]“U’G\‘]iﬁU‘ULV]ﬂIUIaEJﬁTiaULVMG]N ] BYRUTHN LﬁEJL‘fJUﬂ’]iLﬂﬁiﬂ’N AIUAN NI1IINY
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a dy i v al @
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4.1 Wi (Working area) manefls NuiiRndursesrenitnosdiuynnauasaeuinines
wamnUsEIlAsiey
42 Huidaiuleyarouianes (Data storage area) vanefis Nuflgudvesdaya (Data centen)

5. MIMUANNISIUNE8N 91AS @auf

5.1 fmuadnsvesgldnunasmhsnuneueniunsidiaeud Tneudaenld foi
5.1.1 fguaszuufesivundviuafléauiiiavivi - een uarimuataeszesnaniting
Tunsidh - senusasituiilfaussuumeliladansaumeonedniay
5.1.2 Wwihiifnwiauuaeadte (sUn.) szdpslimhenuneusnvsoyanameuenantng
fiannsaszysnuuasyanatu « deudhiormsves swu. 1wy Sasussidaussnay
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5.1.3 henumeusniiinfndedosiatasifnse (Vistor) psefansadiulddamunasaian
fieglu s, uasAutinsgFiase (Visitor) feusenamnetmsves sy,

514 Wwihinwanulaendt (Un) dowmadeuifiese gunsal nieawmeeniiayatuiin
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B el 4 N15UIMSINIMSneaU (Asset management)

wuAURUR

1. wihenusuiaveusenswdduasaumne (Responsibility for assets)

11

1.2

13
1.4

£ 6 U

Wwesdoyauaziguaszuy dessaufudavhdydninddu/madouningdu (Asset inventory)
waznumunesdounindaueraosday 1 ad visoiefimaiAsuudasiiveddy
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2. MIMMUNUSZANVBINSNEFUANTAUWA (Asset classification)

2.1

2.2

Wvesdeyauasguaszuy dosduunussinmmingiunuduneudl s fruun uasyumunis
Suundananiogsasinane
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ANNUR

3. msdansietuiindeya (Media handling)

3.1

3.2
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vafl 10 Tassaiamsdiavn mswann wasmsthgesdnunssuuansaume (System acquisition, development

and maintenance)

d’ o v W 1 . . .
A 11 AMnuduwusnuniigaunieuen (Supplier relationships)

wuaURUR

1.

JUeuTyn desmurulifimstvusdennauarausuiaveuiiisadestunudsdumsiuag

[
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E
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e e
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Aguaszuufwanideyavesilicuedvianu Wy mslatfeyadfyueadldon (Sensitive data

masking) Hudu

nsflvewaundinduildiuriugunsaiindoud] (Mobile device) Tfjquaszuuduiuns fai

111 Yadevthaeidlodouaundindu (Application blurring) L'ﬁ'aammmLﬁaqﬁﬂayjaﬁﬁﬁm‘uaqsﬁ‘ﬁmu

z3lvia
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umaaey nsiidndudedideyatiedoddsvoyyndeyannidwesdeuthunldnu uasvhanetoya

oehazaNnudunewT s fvua

HRuasTUUfBsuenIzuUasauUNAdmEUNSTAILY ndeu wagldnuaTiesnaniuiiioanruides

ﬁLﬁmmnmsm%auuﬂaqswumsaumdmahﬁﬁ%’uauﬁym wazfoedinsimundninsdfessuy

ensaumeTiiaLN nadou violdeuade fessuvansaumell wazmsuTulsaunluseuvasaumeii

HauaszuusiedimsimustunoumsvageussuasaumanoulUldausie ﬁgdlun'iﬂjﬂ%UU?‘i%UU

ansaumAALLaEMIRRIVISEULAT Sl

fpuaszuudesiindeendunivussuumsaumailiuing (Production) suduneudl swu. fun

uazdirAvBnshindwensuiite sy uuansaumesng 1 frugndiosasuduuariidedie

HauaszuudoniwendinsiliasindvaviinAnsauussuuansaumaiilsiuing (Production)

jquaszuusiosiiugualiiiffudejifnudyaviedennainislduinisiiseyls Tnsnsounqu

B
v
fennumnutuasasnadsansaume uazmsujURmuduneuiiiendesing q 7 sy, fmueld

e

UAsTUU ABdiinn AsameuTIey vietuiinnsbiuimsvesyaravidemisaumeueniiiudns
wivguAdY IR sELEND
guasTuU fosgualimindduamsaundlaiunisthsednuinasdenusumuaudents siuviededl

e

mMstuiinUsediinsvhauiaun® nsthgesnw LLaxmssziauLLsumqﬂﬂszﬁﬁu’u 7 ogsaiuawe

Anuaszuvassiodladedmvsssruvansaumeid sz uemusunsdussiBngh (Criical) uay EAURNUTULSS

s2duge (High) vianumrwitlulinusss (Production) vierouy Go live Tnstamgszuuiiliugns

H1WASETBBUMBSLTR (Internet facing) LLasiswﬁﬁmmﬁﬁmaiamaﬁ%ﬁumwm TN,

Aauasyuudesinsanidentd Version 481 Software i)

21.1 nsdln Software Wusnlglunisdavvsewansyuy AdipainanIsnaae Ut LasHans
NAFBULINYITUUINUSENOUMIATANARIEBNNSTUYeY Software de tateaiulaliAn
Fosliifusuiafioanniszenlunsdndesinifium

212 nsdhdu Software filsinsthalfenilidenld Software nestuagn
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dun 6

Y =2 =
ﬂ’]ﬁﬂ’)UQﬁJﬂ’]iL‘lﬂﬂ\ﬁ%UULVIﬂIUIaElﬂ']iﬁquﬂ

MUITENA
P Y =2 = 5 ! o a £ o b v o o
" wenrugumsndissyuuimaluladansaumansuinisimuadnd fvuadssinmveteya dadisy

2
<2 v

mdfmseaRutuAuTuresdeya seiutunisidide narfdhdald wasdesmianisidds il

9
d‘ U Y =t 1 v 1 Yo
WenauAuuazUasiunsidnta nsaaed waznisudlussuvansaumaves siu. Tngldlisueugan

KSuiavau
B ouassuy
" 3eaya
m gl
39BWINTFIU
" yunndl 5 Mamuaumadnie (Access control)
" i 8 anusiunsUaensedmsunsiiuay (Operations security)
" 300l 9 mmﬁ"umﬂaamﬁae?m%’umi?‘iamsﬁﬁa:’ga (Communications security)
WU UR
1. MIAUANNISIENSEUVENSaUmA (Access control)
11 Wieeyauavdguastuu fesmiuiwmundvslunisdifessuuasaume (Authorization matrix)
fngaunazaonndostuninfinnusuinrevvesiiden wasnumudlelinmsdsuuuas
12 Wivesdeyauazgquaseuy dossauiuiinuasziuniseysi® (Authorization level) nsidnis
suuwmaluladansaume
13 Wivesteyauasdquaszuu sesdaliiinisudaenmiriianuiuiinseu (Segregation of duties)
Tumadfessuumaliladansaumeegtawanzan wu dmsudseniiifissnnamsudeenusyad
nsiifekaznseydAnisidnge Wudu
1.4 nsdlvesuoundinduiildnuriugunsaiindeuil (Mobile device) fauaszuudasufth foil
1.4.1 bloygwligunsaiirdeuiiitldszuuufuinséadi (Obsolete operating system) Wldfanu
ueurdiadu visemnougalilduimslimstinasmssessuioanauided swa. a¢ldsu
sufvannansenusiodldoumunuminyay Wy mafiuanmsnisBususau Dudu
1.4.2 Lloygyeliaunsalfifimsusuusamsidnfassuuifing (rooted/jailbroken) Whldanu
woUNALATU Lﬁaammml,?imﬁsﬂﬁﬂszméﬁmmimL%"]ﬁq%’ay‘aéﬁmmm@%muuﬁzazLﬁm
vievandeanmsmemsinuianusunsaended s, duals
1.4.3 Llougelildnuldueundieduniesduminind swu. fvun Weldueundieduiing

SnwianudiuasUasndululunuannsgiuves sv.
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15 dunsudfifiienisdaivtoya

1.6
1.7

1.7

1.8

£
ava v

Wvesdoya dguaszuy uazdldnu FesfUR el

1.5.1 wisussiandoya sail

1)

124

Teyauazasaumad msuaduayunsindulavesfuins laun deyaansaumand
muddgvsetauIndussiiundesiinnuedlnddaieUsznounisinaule
Beulewne AMvunulouts wazn1sreusuvegusmsseiugs

Toyauavansauwmmmivayudsvsmens (Strategy data) e Jeyauazansaumend

Jmmsiieaiuayunisandunumuiushiauazynseanives sw. Wussqiwang

TIsdoyaTIHEUNTUAL FUUSNMseuen

a

Toyauavansaumaiiatuayunisufofcnuuszsh (Operation data) T oy a7

aduayumsvihauiluves v,

1.5.2 daudssysiuanudfguestoya sondu 3 sz fie

1)
2)

3)

Toyafillsziueuddapnn vinefls feyailddmivatvayunsiadulavesuims

Toyanisziunnuddyunans mnefls deyaildufiRnuaemengunu usn nes
< U (3

wserheneluesing

Teyadilisziunnuddnydes wunei doyaindnau/gnirenelu sy, awnse

[aesuulavseanunsaeuns e

1.5.3 daudsdwiutuanuduvestoyaniui svu. fvun

1Y

1.5.4 9AuUISEAUTUNISITNDS

1)
2)
3)

Qe

v o v Y

FEAUTUAMTUAUSINS [WDelamusunaminduazA1siafileaSuLaunung

U

Qe

AUt MU U TRl hiieleyai i Suneumnengnavin
wautudgwiugguassuunSedildiveunneg fdvslunmsusmsdnnisssuuuasdit

Toyanldsuneunnemusuantii

Wvesdeyauazgguaszuuiesimunnansidiisssuuasaune

e3¢

(9

guaszuufBsifindemensihiisssuumalulaasaumaniugoms fail

1) wsevrengluvee s,

2) LASEVUAUDN WA

3) ASeTRURTAIA1Y Wy iuwmia‘msaamwama GIN

B
Y

guaszuudeaifugua Default permission watlvid (File) uaz Inawmas (Folder) Tladnatulyia

MIIAREANTIUNISIES

Whveweyauaziguaszuu fesiarsanderdmunsine q Alnamengrnedafesdestunssnm

o

AraEiupsUaams T saumAYRY Y. 1 weeslyel defmusmangmneg Yanvunludyan
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wazdeimuamadiunnsiuasiasnsedu 4 Judu Wormusavdnsdndeasaumneas
szuuwmalulagansaumnaves sva.
L9 wWwesdeyauazfpuasyuu Fealinmsaounudnslunsdrfessuumaluladasaumeaogng
anl e w%amﬂgm,ﬁﬂaauawéLﬁBWULﬁuﬁwéﬁlﬁgﬂs’faamuﬁw‘%"lumwﬁﬁd (Authorization matrix)
mMIvsmsInmsmsidnfiaveslden (User access management)
Wilimsmununmsamsdeudlda msuimsdanissiaiiu msudmssanisandnisldauszuy
welulaBansaume uazmsnuvnudvsnsdfeesdlda
2.1 msmmmﬁawﬂ%’mu (User registration)

2.1.1 fguassuudesuimsdamsuasmunutyddedldon (Usemame) flsiimsldnuda?
Foldeusiu siail Tuduveswinaru/gndne s, Wi wusdedldeu (Usemame)
manesyuRavenedEnvseding (E-Mail) Aldlussding

2.1.2 wwesdeyadondufeydinisadraTyddldeudans (Temporary user) uazdag
$rifataansldaumiiisiu

2.2 MIUIMIIANTIHARIY (User password management)
2.2.1

2.2.2

AuaszuuLargIuing destuuamusnstaiuegeos 12 wdn
YAMNTUBY WL (Mlnew/gnanawes sww.) siesfmunanuemstariuetwley 8 ndn
2.2.3 gouassuuimussiadnuuutinsmilagldiSmsdy wardsiulidinisdsusiaiudle

Aldnudldaussuuluadiusn (Caduldaniznsdde 2.2.1 - 2.2.2)

Yo Y

Ay
2.2.4 fouassuumazSui e Tadiyaansues sy minmygninees i) sude 2.2.1 - 2.2.2
FosUftRRuay fail
1) sarulszneume fsnus duau uazdnasefitey 1y (a-2) (09) (@, #, &,
¥ =<, >, %, 8+, ) sy
2) fwmussiarhwidetenisendn widedalidufiaunsamaenlsine wy Fiteglu
WALYNSY “qwerty” “abede” “12345” Fo-unwana Juiiouliia iy vieiued
Inséwi Dudiu
3) sedlldaeuniaiulaensruunmadildeulaesaluel@ s mstwuasn “Remember
Password” 1Jugu
4) deufusiaiuliduanuduianizyans TiUamelidusunsu waglifn
svissiludnuneome wu RuisWarudewihildouaudu Wudy
5) fedhilivadtedldnunarsiariudmtutugay wiiaydvedldnuas 1§¥unis
sy estodldnuyanaiufin
6) FouvAsuulassiainiulssdedionn 6 ey
7 fewAnuamiaiudeimusaieunnsuy vieasdiuiitanuaelaeyanadu
225

2.2.6

Aguaszuu desimualifinsdnsiadeyasiailusyuu
AuaTyUU fasdalilnsmuausiarusgaduan
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227 fouaszuudesindedydtedldnu (Usemname) wagswainu (Password) fedSnisd
Uaensiy

22.8 HouaszuudemuauguaszuuUURng uteys wazszuusuasauma (Application)

A

d

TinduTadldnuassiahuosadunn Tnelhdals nzdpuaszuuiliuougn
whifu

2.2.9

2.2.10

AUBTEUURDINMUME M I3 BNy UUMsuS usmuiivaense Wy nsdinauswaciu

e eX¢

guaszuuRean muali I nunsueniiadasldus msssuunuasauwenss svw. 19
R AR IR0 R KD
nstiuwaundpdunialy

1) fvuanuensaiiueg1ios 8 udn FeUszneudie fsnws fMiav wag
oNUTEALAY LU (-2 09 (@, #, &, “,“, % = <,>,%,$, +, 7) Hudu
2) hiveiuliAsusianiu fsiltuegfuauatiaslalunswiousiariu wazssuy
Fosseasumsasusasinulunsdling q sedinsiivasade
nsdlusundinduilfnuiugunsaiindeud (Viobile device)

1) vussviaulagly PIN code viaswanufidudou (PIN/Password complexity)
Tnonsal PIN code dodldswasinu 6 wanduly
2) Lidsuliasusianiou vadtuegfurnuataslslunisiwdeusiarou uazssuy
Fosseasumsasusarinulunsdiing o fedinnsiivasade
23 MsUImsianisavia (Privilege management)
23.1 ffuiyudesimualiifunoul juRdmsunisamefou msifinaeuand
MsABuuUAEYS uasmsvuvudvivesildnuethadumednunidnys
232 ﬁmumﬁwéﬁmmxauﬁwﬂﬁmummmmaﬁﬂLTJuLLazaamﬂﬁaaﬁwﬁﬁﬁﬂ'sm%’UﬁmauLLas
JfiudsedR (Log) msamuleu msifinoeudns u,asmSLﬂﬁﬂuLLUmﬁw%‘mmsﬂ%\am
233 Wreseyaussiguassuu fewalifimseunuuasdinavslumslimussuumumsdu
TunsTldauiny
1) avslumsairedoya (Create)
2

<,
=

vslunisedeyaviesungdoya (READ)

N

7
a6

v5lun1susulsetona (Modify / Update)

[N
fa\))

Da

"
o,

Ul

avslunisueumineanslunisdudunsuny (Assign)

Doy

(&)}

vislunsiusesnugndesnsudauveseya (Approve/Authenticate)
laifi@vs
23.4 1Wvesleyauavdguaszuusendudoyddnslransiieddasaumansossuy

9

)
)
) Avislunsaudeya (Delete)
)
)
)

7

.

wielulagansauwela q sgraluamednunidnes

= ISE |
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a ao

235 Wwesdeyauazifguaszuy desdrindruaudldauivimididudliavs fugldo
Tdoeiannuauwmanzay

2.3.6 Wvestoyauaziauaszuu fossrinsrernainisldnussuumeluladansaumeves
. umbsaumeueniidunui TRty sr.

237 Wweeyauazgguasyuu fesdnliiinisnenneuviteudsuutasdndnisid e
dlefldmunBon wWasuamiiiiauieey wWasuamsinsm welifems i
Tunsldnussuumaluladansauna

238 fouasruuiesauniossiumsidndviveslinuiiintuszuy Oefault user) Tunsdidi
fimudndusieddnuderimunsiaiueguiunnaonss

miwumuﬁméﬂw3L°ﬁwﬁwaqc§h’mu (Review of user access rights)

24.1 Wiveadeyauaziguaszuu fesimsaeumuavinmsiindaesldnuszuuidle s,
finmswasuwaszuumelulafasaunevielasaiesins

24.2 youasruu sedimsaeummuasssiumslimudaBd o bilidnudu 180 Su wndldou

B9
AoansnaunldeuazdasBudusnuls dvv. nsu v srezanitlalaldaue s

Unydgldauenvsfiuegiuusassyuvansauna

3. msUesiugunsaifiliiifaua uaznismuaunislifdunindansaumnaddoylSluiinlivasnse

3.1 msﬂadﬁuqﬂﬂiiﬁﬁlﬂﬁéﬂua (Unattended user equipment)

3.2

3.1.1 douaszuudesdalifinnsnisdmiulestussuunoufinmes szuunietsdoans
Yoy uazsvuumaluladarsaune lnon1smmunrvesszuy (Configuration) 19l
msdenwhasdmiugunsnliilsifininaugua viefengunsalogiave

312 gldaunagmbenumeuen desdonuivedaluifidelsiinnsldsussuumealulad
aTAUVATEY S mMuszezaimue lnefesinuinee (Screen saver) snludl

[ M o k74 a € < ! al v |
vasrnibifinsldaueesiamesiuszeznamini 15 it fldmuasmhsnumeuen
wldanuselafiofinisldswariuigndas

a

1% % < a ¢ A o & v O a ¢
3.1.3 mﬂjﬂqumaﬂ LOg out a@ﬂﬁ]qﬂLﬂﬁaﬂﬂaﬂJW?LG\'@?Lllallﬂ'ﬂllﬁnLﬂum@\?aﬂﬂﬂLﬂﬁaﬂﬂ@NWQLmai

3.1.4 ﬁl‘mumaqﬂmﬂulu‘[,mau‘lmaﬂﬂm U NABIAINA LATDIEUUDNENT LASDIELNY

enanslaglilasuoygn
nsmunLAunIndansauwaLaznsifusTUURBuR a3 (Clear desk and clear screen control)
321 fisiuinmwionimusliiid S uimeulumeguesemmifing$u - dwmnd videwmaned - oen
322 gldaudetennianszuuneninnes (Log out) viudl osnfudesldesielnglals

AU

e e

323 gldnuderdiniudeyaddyuensiiamn waztestulidinulasndostaneliies
324  gldnusoniionaisesnininIesiuiviufiifunauass
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NSAIUANNISLINEAA3TY (Network access control)

Wiilnsmugunisliouuimsialetns mamusunsiigaisaudmiugldnuiiedneuen s,

msmuumMsigadinugunsnivuaietns msdestunesa (Por) AddmsunmeaeunasUsuuseszuy

N13uUaLENATEUY (Segregation in networks) pEaimunzan MsmuANsourenuaIate

WAENTAUANMIAIUAEUNRUULAS 8918

4.1

4.2

4.3

4.4

4.5

4.6

nsluuIniaiesetieg (Use of network services)

411 fauassuuiaimununnssunsunudsssuuRIetedomsdeya (Network diagram)
yddlasea$ns IP address Foszuy uazdegunsalansaumauidilallisuougnnie
Whenuguen

4.1.2  douaszuudiesmurunisldnuszuuiedetsieasioya itedestunisidnfiessuy
e wiomsteyauarimstesszuuinerdomsteyalaglildsuaug

413 douassuudesunumsideusionietiemenen ieldensumediin dweadutems
Timheaumsuendifisansaunavessuumeluladarsaumevos swa. Tnedledy
AU

414 glinudssudsemsrasilunmsveldauudmanietioun dvn. uarannsolduinig
inseUelivamniasunseyiion s, udn

415 gl dedsildszuurdotudemsdeyaitedudenmidumsinssuy (Hacking wite
nmsaunutsdlnivessuulnedlisueygyn

ﬂ’liﬁiji]ﬁ@f’mwumgl%ﬂﬂuﬁag'ﬂ’lauaﬂ W3, (User authentication for external connections)

eXe

quaszuusesimuslilinisiigaddinuiussuy Active directory ¥a9 sWa. Aeuayaals
flidoniiegmeuen svu. dlduedetreuassyuvansaumanes s,
msiigaidnuresgunsallusyuueSetnedomstoya (Equipment identification in networks)
Houassuudesimuslitl msigmidmesgunsallussuueSevnedeanstoya Iiun nsesiadou
MAC address

nstesfiunesaiilddmiunsiraeunazuiunsssuy Remote diagnostic and configuration
port protection)

ouaszuudesssiuuinisuaznedn (Port) Mlifeusidudedduuniomeninefnio
gunsaliasedny

EEQLLaizUUﬁadaﬂ@]’jﬂiwum’aﬁﬁ]’umiqnﬁ,ﬂ (Instrusion prevention system/ instrusion detection
system) UBIIEUULAS DN

NSWUSRENLATBUY (Segregation in networks)

461 gdauasvuusesdaliiinisudsueniatediemunguvesiléau wienguuesszuy

winluladansauma teruaunsldnuluisasiedetnedesegramnyay TneRarsan
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MnAnuAeInslunsdhiisleys seduanuddguesfeya samfsnsfiarsandu
1A UsgAnSan waznansynumeduaulaensesasolui
1) Lfﬁam’wﬁ'a‘qzyﬂm’LﬁLﬂﬂﬁqmﬂmauaﬂLLazm%a‘zham%mU’Lu U,
2 Aereueundiadu (Application) iflemad dayfueiernedu Afaaddyosnin
3) nsetnedmiuesedliuinig (Server farm) fumSetevesldens msinsfings
gunsafiianunsauiaenieferingld W Firewall vde Switch flanunsauts VLAN 18
Dusiy
HRuaszuITA MU uuueS e el Wesianisdndserinaluianig
iSetefitmuawity
Hauaszuudassiar (Configuration) gunsaliAiee WU Firewall w38 Router filwaninsn
vimsdnmsnnneuenieietidld duulunsdiandudsdeddfumseynnainggua

SYUUWINUY

MsAUANMILTBNRBVNUATEY1E (Network connection control)

a.r.1

4.7.2

Hpuassuudesinfanislinuesetrevosfldonlunsdeudefuinietoves s, wu

Router %38 Firewall \{usiu w%auﬂy’qam&y’aszwmuqmﬁaﬂﬁuﬂsaaﬁaaﬂaﬁ%’u - 8 Wy

Web filtering, E-mail filtering tHusiu Wovhlinisideuseiimiulasnse

Hauasvuuiesiinda Firewall sevrinaedotnenss sviu. fusdetiunouen il nsdnds

Firewall fosfiansanidossaneluil

1) msdestumsanasannmeuen dognivusldldidumsiiniig First tier frewall 71
Adiunsaensoiiiotesiunindauasaumeauas sy, uazlasaadneiiug s
awddyanmsideitlailasuoune

2) Firewall Aessyfmunazigatfauvesldounouirlianinisdnddumesiva

LY

(Interface) WBN1SUSUISIANTS Firewall

v v A

3) Firewall sﬁaaG?aﬁﬂﬁsxwuzywﬂ%mwé’qmn:ﬁmmwmmuﬁawﬁwsjizuuhja‘hL%ﬁ]
5 afs MsenEnAssETUdsIauNsTaY tvm,

4) BioynwliRgniiemeinmdumesivg (nterface) Mm3dams Firewall :nszelng
(Remote)

5) ﬂ:iﬁlé’%’umsuawmamﬂ Wy, WinufiiavSAesiuasunsteindiuanuasade
VU Firewall

6) Firewall foaerrliiuiinmgnisaliunusiunsasnd

7)  Firewall fal@i5UN1SERUNIU NAEBY WATATIVEDUDENSEL AL

8) Firewall foagnuimsinnmsniuvsnsinsedeansiidnisidhsiia

9) deslnusnisuaznesa (Port) fAlisududoslduu Firewall

10) Flrewa L Usumw%a‘vmm (Software) maqmmmuumﬁmﬂaummamm’mLLﬁmmwm
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11) Firewall sipsanuisadosiuiiesarnnislau@ DOS (Denial of service) laagay

12)

Ping, Sweeps %38 TCP SYN Floods tJusiu

nesldiresdureganiuas (Software) Firewall uazszuuUfvAnsid1ves
wanAundslvinisatuayu

13) fgua Firewall fosinnudeyaresininingliuinng (Vendor wWiesunsiutnans

13 Upgrade uazuind (Patch) N5 110u wavdos@indeuing (Patch) wavuni
RN

4.7.3 HRuaTEuusinding Firewall ieuusuen Zone Wilnnsld DMZ (Demilitarized zone)

lnenasiasuSosasaluil

1)

2)
3)

\SesnenfumesulTIofiliuS s uBumesiEn 19U FTP, Email, Web was
External DNS server {usiu ﬁaqaﬂéy’aaq"lu DMZ
msiiisansseslnadosfigniiaud Firewall viorwuuimsiiegly oMz

DNS Servers dfadlsiayaaliiiinisuanienlau (Zone transfers) uusivgsiy

4.8 MSAIUANNSIVUAEUNIULLATYY (Network routing control)

Jguaszuudesmuaunisivuadunisuueiediiiieliiulaiinisdeuseindes

roufimesuaznsivaisuvesansaumauuasets tnalinalnlumsnsisaoufieguaronis

1% a | | ) 4 < v
WAEAUNINVDINSLTOURD LU N13AIUANLAY Firewall w38 Proxy (Hudu

YV =t a wa .
- MIMIUANNTIUINNTZUUURUANNS (Operating system access control)

bilnseuaunsidirfiesssuufofnrsedratunsasads msmuaunisssyLayigadianues

Y
dide nmseuRuszuuinsdanssiaiu nsmauaumsldnulsunsuuszamgian (System

utilities) n1sAIUANMIMIARAINSIFUTTUUWALUlaBasAUmA wasmuANNTITnsEELLIaN

4' ' a
ﬂ'ﬁL‘UallVl@i%UULV]ﬂI‘UIﬁEJﬁ'ﬁﬂULWﬂ

5.1 FuseudfURlunisiiriisszuvedeiunslasnd (Secure log-on procedures)

5.1.1 dauaszuy desdaliinismivaunisidifessuuufiinisedsiunsasndolng

Tuneunsidngszuuseslamedeyaiisadussuulidesiigailonanidoagldemui

LildSuaynyn Jetumounis Log-on Fesfiansan il

1)

2)

3)

4)

minnszuunsiingszuulidiia ssuudedduansdoyavesszuuviousundiadu
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