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(Documents and Digital Media Management System: DMS)
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'
o [ o Y £ I~

(Documents and Digital Media Management System: DMS) Lielidmiusessunmsiamstayaionaisuazie
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Digital Tassnssalwimiuduiusiwes lneszuun fanan ssdugadyadneiigesnm Ussdtaulssana
2567 luiui 30 fugneu 2567 il Wielidanisteyatonaisuazde Digital lassnissaliin aunsaldaula
stnwalllouariivssdnsam sy, Feduludesinsdissinwissuudanisdeyaenaisuasie Digital lAsenis

salviih (DMS) sigly
2. Anguszasd
sy, AANuUTEaAIEdeUI TS nwIsEUUIan1steyatenaisuazde Digital lasan1ssaluiln (DMS)

Wieliszuu anansaldnuldegnwioiios Tusvdvanm wavmovauesnusiaan1svesitaluesfnslina

3. audutAvasgBudaiaue

3.1 AANNENNTININNY YN

32 ldduypeaduazans

33 legsgwitudnians

34 hiduyeeadsegseminagnssfumsudeiaueviorhdyandumsnuresislitinsidesan
Hugilihunarinsssfiunansu foRauvesusznoumsmuszifeuiisguusiinnisnssnsemseds
fvuanufissmAweunslusTUUIAS et e saumATe s STy Bnans

35 ffududediduiignssydelilutyinedelicnumusndouremmanuniswagldudaiou
Foud vielifudilésunarensdiliifyanavioyanadudulfisrumuszfouremienunis

36 faueifuashiidnunedoniwmuiianensunalaensiatedadmasmauimianness
MurualuswRaUNw

37 ffuisendulfyanadaiondnlumsusznevssiafumaiannssuvasaumavieUssinm
Weriuanuivszna

38 lidufinausslevdsintutufdudeiauesoduiiidrdudoiaueliun swu. a Sudaiden
vielsidudnssinssudumsdnunenisudetuesradussalunisdnidonasel

39 fiududediduldtuenaniviemnuduiu fsoraufiashiventumalne uussguiaves
fauosanldficmddaayAvsauduiuduindu

310 fiudeiauafosameifoulussuuintodninafeiinisdifinnselind (Electronic Government
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311 fdudeiausdedyadignsvesiamaidulunmioulade 1.1 - 1.2 vemisdennznssunis
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4.  UBULWAYELIUINUIFITNM

4.1 FFuededaliinisussyusuaulasenis (Kick off Project) Saufuiisadoslulasinisuas
wioudndsngaziBoaunumsiuiunulasans anglu 30 Yu funnfuiGusuimuanaidaeuian

12 fFuiderimmavarivenduailidmiussuuinnistoyaionaisuasde Digital Tassnssolwily
(DMS) w09 59l. n¥auidlisnuSnunnslians sl nuludeldanu s, (License Assignment) usiazszunm
Tngd19843UuU3MITANTT Microsoft 365 uagduaundng1un1ssamaeans vonduaiflddmsy
szuu DMS ity sulu. melurdmundsuey fail

i PRI 71U AMuUAdINaU
1 | Office 365 E1 (no Teams) (118 UVINAIDANI) 15 nelu
29 NAINEU 2567
2 | Microsoft 365 E3 ({igULN%30AN11) 22 nely
29 AL 2567
3 | Microsoft 365 E3 (1lguLi1n3amnI) 23 nelu

27 WAINEU 2567

4.3 fFuidesaina Sie wardwuszneudu 4 @visuazuiinge) vessruudansieyaenansuazde Digtal
lassn1ssalniin (DMS) 31uau 1 Site wazandunisnaaeulausaldnulieggnieuazasuiiu
4.4 f35udeazressulseiununInnslduinig (Service Level Agreement : SLA) FONAWISTA LY
dW3UsEUU DMS 98 4.2 maifl Microsoft fviua
45 fFuiazdewmsnaeutiym ususmalamedeya uaznsifndoyaialnanui s, fvue
46 fFuiedudunsqua anesey wazthgednw szuuiansdeyalenaisuazie Digital Tasanns
solwit (OMS) 7 5y, Weeglutlagiu Taunsaldnuldegelomasnszaznannmstizesnm
4.7 é%’u%’wﬁaqﬁﬁmﬁwﬁﬁﬁﬂszaumsaiuazmmﬁwmm dieudnsvirusne wasmeulamma
Insdndt Insémvindoudl Wsudgdidnnsednd (E-Mal) 130 Line Tuiuuazawihnisves suw. (Fudung -
Furng s¥minaiaan 08.00 u. - 17.00 u.) lelduudsilym adpamautlamiusiu (Issues) nelu 4 Falug
ndnlaSuuss Ingasdessndunisnsisdevazudlaliudnadanude 4.7.1 - 4.7.3 Judausioani
Fardaldudstedndos sniulunsdiinmsdatesiudutgmiidanududou §3udrsasdosdarun
MR W%@Mu’a%l,mmaamﬁamjaﬂ‘ﬂzym wagnsuATane fanand InadlikimenIsunN1snsIRsuNEn
Rasanlinnuiureu
4.7.1 nsdilésundetlaym ﬁ%u%’w%ﬁmmauﬂmﬂm%uﬁu (Issues) nelu 4 Falus
4.7.2 nsdlfiszuu DMS iawnnsailsiun@ (Incident) audsnalviszuum lianunsaliusnisle
fiuisagdesdiunsnsadeusasuiluliudiasanigly 24 dlug
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4.7.3 nyalgldaulianunsaldaussuu DMS taluu1ediu (Problem) H5udnavzdasaniunis
asavaeukazwilylinauasaniglu 3 Juinis
48 fFuezdosdudunisudledymdeiianarnvesszuuinnisdeyatonaisuazde Digital
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9NA19UsEWA (Professional Support) Taeida Ticket nsdinudlgmuieafussuun anfunsudle was
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410 f¥uinsfosdalifidnming gifaug anutiungszuudanisteyatonaisuazde Digital
Tassn1ssalalin (DMS) 161guasnuIszuy (Preventive Maintenance: PM) lnsuaay 1 afs ilusgratios
niousdnrhasnunamInIdeussuudansdeyaonaisazde Digital Tasenissalifla (DMS) pud
59y, AR

411 msuinmsthssinunszuudansdeyalenansuazde Digital Tassnissalytit (DMS) inseungy
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MsazlnvanNAIRINGT?

4.15 fFuidosufjiinumlouionssnmanuiuasasadsvesszvumaluladansauma sy,
(aAnuan n) mngFuidivfdanuuleuisnmsinwanusiuasasnden sunsliinaudeme sy
YoarAvslunsdenfesidemeduidownanmsidufoimuuleuisnisinsausiuasasadoding

4.16 f3uieazdesdiynainsidnsiunsiinevsudiuanuiunsUasadsaisaumne (Information
Security Awareness) iloas1spunsyviiniungay numuulouisnsinweusiuasaendovesssuy
walulafansauma uazdunouufofves s,

.17 szuuv Tdnwazidu Web Based Application #aelda1un1ulusinaea Hypertext
Transfer Protocol Secure (HTTPS) Tngl4lususas SSL Certificate 71 sl fivun visdimnlususes SsL
Certificate nuaeng f3uinasosusuugdltszuun Ty SSL Certificate 7 59y, foaguéasioly

4.18 fFuineiesUndeslnd (Hardening) veaszuudnnisdoyatenansuazie Digital Tasenissalulii
(DMS) wazgendusildluntsimun mnvorlfuasdy o Snsussnatednd sauvdesinid swa. asaany
w%’amﬁgﬁmv‘hiwsmumams%ﬁdm‘[u’iizw%’mmﬁayjaLaﬂammzﬁa Digital Tasen55aluifin (DMS) mudi
swa. forun Taedt sy, Ligeadedldanela q WudnansimasnsunuiimmuelSmudan seimn
i 5uddlianinsaladedmuduasanelusseznannissulseiu ags osdmiununsaniunuled odlwi
Feszysvasifonnazanuniliarunsodateddninieluszozinainisuusedy niouredna ol
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419 asAanuauAuniinilededind Weduduninaasouiesuda d3visdeaudna
Tudans uazsunudunenunanstadedwissuudanisteyaienaisuazde Digital Tasanssaluii
(DMS) sl wal. s

4.20 fFudazdos mumu/UTuUTe lenansiiiA sadestuszuuinnisdeyalenaisuazde Digital
Tasanssalai (OMS) samsfedndsliun sviu. iiefinisusudgsssuun dandn tagladarlddiedia
FeUszneusig

1) aen1sldau (User Manual) wazailonsldemudmsugauaseuu (Admin Manual)
2) pilensdnsesteya (Backup ) wagmsnAuszUY (Restore)
3) AlleN1sARAIAZNNSAIANSEUY (Configuration Manual)

421 fFuheiosindsenunansiizadnwmszuuianisdoyatenansuazde Digital lasanissaluii
(OMS) Tsiurt v, iilens1u nFulasuna (nawwuan 2) Sssenoudae
1) NeuRaNIATIREBUsTULIRnsTeyalenansuazde Digital Tnssnissalwiin (DMS)
2) $1891UNTIIEBUANSN5NTITEUU (Role Matrix)
3) emuagUnMsudsamuazmsudluszuudnmsdeyalenansuazie Digital Tassnssalvifia (OMS)
4) 799UNgLuNSWIaU (Asset Inventory)
5) eauransUavesmissuudanisteyaionaisuazde Digital lasannssaluiih (DMS) (mndd)
4.22 §¥uirsazdedliionruimuaviowdunsduludedasdnneands Yuwdnisdisgiany
uisduildsuaygmdunddentn sriu. wda nsit sulu. Ideuaelfinadsnuuiuisdudanardu
L duma i 3udramaeiuainanuiuiavieiuszming uazFudisasdinsdesduinluauiouay
arasvanAude TS Ut vidoresiunuiegninsesisudnstisiunnusznns (mnd)

5. MnuAnaIdINa U,

TUATATUN 1 AanAy 2567 — Juil 30 fugneu 2568

6. NANLNAINNITNIISUIAALRDNTBDLEAUD

lumsiasanran1sAniandaiausnisdNun s nwssuuIaANIsUayalonalswazde Digital lATenIs
ol (DMS) Asatl vy, agfinnsansindulaglivaninae s1a159u Mbusaiign egluraiusuyszuna
wazidugfinaaudfinsudiu gnses assmuseandeanasieulad sy, Amue

7. 298uUUsEIN/29RuN LASUIRESS

WRUAWTUNMITINsI TS hwszuudansteyatenatsiagde Digital lnsanissalily (OMS) Usednd
JUUTEINAL 2568 WUIUIUReEY 1,900,000.00 UM (MENATULAEUUINAIL) TWABYAAWTY Aa0AIUNY
9INTDU 9 LAZATETIBYIUIILED

8.  $IANIULAZMSINYNY
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mstszdumudynn uwseendu 5 va Sdldnundyariud fnoasdondal

8.1 vIndl 1 Thsziiu 40% vosyamemudya Weffudsldduiunisnude 4.1 - 4.3 uazueundngu
mstamnAvAvEYeni ST E mSuTzUL DMS Wiy sviu. yastsenenssumssmasuian I imsasuny
SUTPEUA?
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8.2 1anfl 2 T1983u 15% vesyarn g Tukustudl 1 nanau 2567 BeTufl 31 Sunew 2567
&N sl IHussnuranistisinmszudanisteyatenaisuazde Digital Tasanissaluii (DMS)
WAZAMENIINNIIATIATUNERN LATN19ATIaTUNUSEUTREUA)

8.3 1307 3 T159i3u 15% VBIUARIANFTY Y SusaustTuil 1 unsiau 2568 Betuit 31 e 2568
daan . Wsusenunanisiissinuszuudanisdeyatenaisuazde Digital Tnsanissalulii (DMS)
WAZANENITUNITATIATUNER LATiN15nsIasunussuTosna

8.4 1Iafl 4 Trsedu 15% VBIUAAMNFRYY SR Tull 1 e 2568 Setuil 30 dnu1eu 2568
wdaan sy, ldsusenunamsthsssnwssuudanisteyatenaisuazde Digital Tnssnnssalwdih (DMS)
WAZANENITUNNINTIATURARY tAdin1InTIasuuiteusasnas

8.5 130l 5 F15edu 15% VBIYAAMNFY Y SfuRausTud 1 NINYIAY 2568 Fatudl 30 fueneu 2568
&aan . IFsussnuranistissnmszuudanisdeyatenaisuazde Digital Tasanssalulii (DMS)
LAZAMENITUNNINTIATURERY tAdin1Insiasunuiseusasnas
9. ansAU5Y
Auinsasdosuiunmsmrnaeuuazudlaliudnasanude 9.1 - 9.3 letudusnafigiddlduss

54

Fodatedligzuimsumalnsini nsdwitadouil TUswdlddidnnsednd (E-Mail) %30 Line Tufuuas
nain1sees . (Tuduns - Yuand seviianan 08.00 1. - 17.00 w) snulunsdiiinisdadesiuiy
Haifianududou fFuideadmiusumsdniunudaddiuinaznssunsmsaiuian fasan
Tanudiuseu viall mnldasnsasudumsudleldudnadonuunu (mely 3 $u viemufiauznssums
as9suEn lalianuiureu waaudnsd) sudnagdendeduiuiluneiuludnniuag 3,800.00 um
(anufuuUniosumenu) iewvesiulianilu 1

9.1 n3difiszuuinmsdoyalenansuazde Digial lasenssaliin (OMS) tAawgnnsallsiund (Incident)
udamaliszuun Wanusaliuinsls fsuinaedomadeuuasui llinauaianigly 1 5w mnifa Incident
Gt (afafl 2) fFuisasiediiasieimanniiuiiais (Root Cause) uazudlaliignios siall mngsudns
lianmsaudlaldananmaiuinss (Root Cause) wazdsnalviiAn Incident isdn (adsfl 3) f3udneasdos
AAUsuiintulusne 1,200.00 VIn/as (ileiuaesdesumann)

9.2 lunsdlf fldaulianunsaldauszuudanistoyaenarsuazd e Digial lasanssalusia (OMS)
Ifunadau (Problem) gSudnsagdesifiunisnsiaaauuazudluliudnaianielu 3 Ju

9.3 3l svw. ldanunsalduinisnuszezinainisfuvseiulude a4 TaswmaduldldiAnain
szUUASeU18ves sl Wetud winunfidliannsaldauldsuiuudidudwuinnnd a4 niiseiieu
Asudneagdestisyausuld svlu. Wuseideuludniesay 0.2 (Audynass) veayar1sienIswsenan
MUTe 4.2
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n1ssalnivudenlasunel semdlng
MASS RAPID TRANSIT AUTHORITY OF THAILAND
SpiamfaneldmAuresiuuniicn1snIEnIANuIAY
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

Usznaanissalninvudentasunisusemalng

13049 WlpuremssnwianuiuasUaaadevasszuumalulagansauma (aUuuiuunsen 12)

MensEwnguiMimuava ninasiuaz3snstunsingsnssundidnnselindniasy we. 2549
110571 5 Murualinuigauessigaesdariuuiulevisiaziuidjinlunissnwinnudunsvaonde
fnuasauma Welinisandunisle o Mmedsnmisdidnnsedndiunbenuvesigrselaemiienuvessy
a Y ) A A AP~ B3 a | |
Hanulunsasnfowazitonale ddwwalissuuwaluladasaumavaanissaluivudsavuwislsemnalne
(593.) Apefin1sSnYIAINTUAIUARANYYRISEUUWMAUlATANTAULNARE19ASUAIUNES15ILITIAIUSY
(Confidentiality) A3 1gNABIATUNIU (Integrity) wazaninnouldanu (Availability) Yoda15aune 53U
AuAuTRBY TA ANYNABILYIATY (Authenticity) A3SURA (Accountability) n1svinuU fuasenuiuiinyey

(Non-repudiation) wazaUTetie (Reliability)

UszmAnaiznssunsganssumedidnnseding Geaunulovisuaswnufoilunssnmanusiuag
Uaanfefuansaunavesminenuesdy @Iuil 2) we. 2556 o 14 fvualsimuisauresdgiesiinun
AufuRnveuiitaiau nsdlsvuuneuiume fvieteyaasaumainmudemeviesunnel 4 uiesdinsvide
Fuilefla Sullosnananuunmses azias vier Hunsufimuulouisuasinufoilumsinuenasiuas
Uaenfoduansauma v Biuimssefuggauesmiiesu (Chief Executive Officer: CEO) Wuf{fufinweu

FEAMULALS ANULELINY YIDIUATIENAATU

p1fuguwIanINANluLIRS 25 wisnseswUyaRnissa i udiaruwiilssnalne
.. 2543 ginsnissaliihvudanasuuisusemelng IseendsemanissalilivudanasuuisUssinalng

599 Ulguren1ssrwmanuduasUasnievasssuunaluladansaund aanaludl
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1. TngUszafuas U
dielinsldnuszuumalulaBansaumaves sy, Wulvegramngan fusvandan Sanuiunsaonds
wavannsasiuuldedieedios sudesfullymuaranransmuanmsidaussuumaluladansaume
Tudnuailigndemieainmsgnanauaindesne q Faldimuauloneiiomusumsinwvaiusiuasmasn iy
vessruumaluladansaunea dail
11 Msniawsemuaunsidnuasaumnansauagy 4 A A
111 nsdrfessuuarsauma (Access control) fasniadeunisoysiRansniadfeszuuuay

)
Avuasvan1u Msaamnzioudldanuieliglinians (User authentication) Wintiufausy
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Widaszuuld saddmaduiuiindeyamadnisszuu (Access log) wazdayaasasmpeuiianes
el msliaviamsld nusyuvansaumetudediaviegramnzauuaziisae (Need to know
and Need to use)

msdndessuueietne (Network access control) fiastmuaduninisdousesyuuneufinmes
A3V - @9 vﬁam'ﬂ‘waﬁ&Ju%’a;ﬂaﬁamiaummzﬁmﬁhuiwum'i'%’ﬂmmmﬂaamﬁ’aﬁmﬁﬂi
dnassl¥ 1wu Firewall IDS/IPS Proxy vifensasiaseuldareuiiamed idudu iemuauuaz
Uoafudoanaueginduszuy

mMairiassuuUfURnng (Operating system access control) Llatiasfumaiiidsssuuufians
Tglilésuaugn TnefmualitinsBususnuiossyfvhauesildou sufatmualdd
mssmszevatiunsdeuseiioltinutunsasnduunniddu
mafdusunsuUssgnaviseuaundintuazansaumne  (Application and Information access
control) fasmunarsnisiasssuumaliladansaune Ingliansianzssuunuansaumeai

Ao URmuminIvinty sumsdinsmumudvsnadildaussuvansaumasg9ainae

fszuvasaumakazseuvdrsesagluanimniouldau siunduaunseunseaulunsaaniduvie

Asanldaiusasdunisenuisnisniedidnnsedndle weliaiuisalduaisaumealaniuuni

28719M0L DY

13 A59aULazUsziuAUEI VDT UUA TAUMFADY 1 9ALNLEND

2. wnjialumsshwanuiuawasndovesssuumaluladansaumea sny.

wwlfualunisinuianuduasasaiesvesssuumaluladansauna sy, Tduuimiawaznszuiunis

§198w3 1) UssmaraznIsunsesnssunedidnnseling ewwulsusuazuunuiRtunisinmaiuduas
UaenafeinuasaunaveImiieausg ne. 2553 2) Ussneaaenssunsgsnssunaaiannsetind Geq umsgu
nsinwianuduaslasaievessruva saunanuionIsiuulaeadiy wa. 2555 uay 3) 11n3g1u ISO/IEC

27001:2013 TnuusunufiRsandu 16 drunuonaisuuurineysznia feseluil

2.1 Wlgnemsusmsinnmsanusiuaslaeadedwiuguims (dwn 1)

2.2 anudiuasUasadefinedtuyaaIng (daum 2)

2.3 NMS5NIANNLUAIUABAN NSNS A NLATAILINADY (AIUN 3)

2.4 NSIANSNSNGAY (@7 4)

2.5 M3 MR kagn1sUngssnwsEuvansaume (@i 5)

2.6 M3nuALMTiIteszUUmalulagansaume (@il 6)

2.7 msmuAunsiiifsszuunsengliany (dwin 7)

2.8 MsAUANVIIBIUNMEUBNLAZH LYY (UaRan1euen) Lindsssuumalulagansaume (duf 8)

2.9 Mmsldnuesesnauiimaiuazaunsalindeunves sy, (@i 9)

2.10 Msknudumesiintardedausaulall (@1un 10)
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211 msldnuanmnedidnnsednd (@i 11)

212 msdrsestoyanazmsifiuinudeyasnasmenesiiomes @wil 12)

213 mInsadeukazUsTIiiuAIIEEe (daudl 13)

2.14 msmelou uaznsuandsudoyaansaumea (dufl 1)

2.15 mamuaunsidisia (@wi 15)

2.16 maihgunsaldrusinldau (Bring your own device) (d2uil 16)

wnUfRlumsinvierusiunsaensessuumaluladansaumanude 2. Sadumsgiudiuniiusiuag

vasadelumsldnuszuumaluladansaumeaves sy, Fsynainsves sy, mhssunieuen suflduinig

STUUASAUMNAYEY WY, MifeItesazdesUURnuegaasanin

3. nsdszuuaeuiiumesviedeyaarsaumainanudenits viesunsigla q unesdnsnsegnilagle

Y

JULBINIINANUUNNTBY aztas Il HuN1sUURMuwuIulutlaziuIUfURlun15SnwIAudua

Uaenstesuansaumne §insnssaliivudanavuuisdsemelng (Chief Executive Officer: CEO) wufSuiinteu
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wa 1 WleuieauiuasUasndeasaune (Information security policy)

wuULUA

1.

LY o

Falvinmaiuazmumunteuusalsuisnrsiuasmaends uasunUFtRfiatuayunsiemsig 9

ogationtas 1 ads Inefimnsanantadedndi i

11 NagnsnIsAuuYeIeIAng
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1.7 msdmhuazredyyunjinussuusazgunsaling o

18 ununseusIIsuANuiunsasnfeUssiUdenanfansaianunsemin

19 wamsvadsuwugAuludiuan
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HTuiavaU
" Sunemsemeluladansaume fennemsdieninensyana g8mnensdie/diin Adifuguacuid
MININILUNLUBN
319991195g 1
" wndi 3 mmﬁumﬂaamﬁaﬁm%’uqﬂmﬂi (Organization of information security)
" A 4 NSUSMITANIINSNEau (Asset management)
" il 9 AnasunsUaeafedmiunisdeansdeya (Communications security)
WYL U
1. msadumnuiunsasafonounnsinany (Prior to employment) titednassyaainsieudiaziinmn
UfURIU waztiloannnudesainnisufifeuianatn nisuluy nsUasuudas uagn1sinseuy
ansaumavdoninennsansaumaves s, TlHlunsitlivmnzan saiadeligldnudilalunthi
ANUTURAYEUYDINULEN
1.1 msnsaeunautAvesaliag (Screening)
drenwensyana wierie/din iffuguanuiifinisidramhsnuneuendesnsieaoy
AnasiRvesaias (ansdinsdaduninmu gnine myindamhnsnuaeuenifieu iRl
sy, sausdAednAnyilne) Tnedadasdedliinenssvhiinngune sudeu dotedu uie
23u595u Tasslifiusedalunsyngn udle iane wielasnssudoyalussuuimalulad
ansaummnney wazdgaautinmd s fvun
1.2 msfvuaieulunisd19a1u (Terms and conditions of employment) n1331313lideuly
nstsnuliinseuaguludostaraluil
121 Awuenthiirnusuinveusuanuiunsasndesumsaumasg \aduanednualdnys
(Information security roles and responsibilities) LLﬁEﬂ‘ﬁ'ﬂm Tneirunlidenndes
fuleueaiuasaonievessyuumaluladansaumeavos s,
122 avualrdnisasunludggritarlalamenanuauess sWu. (Non-Disclosure

Agreement: NDA)
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123 szuumealuladansaumaiaaseiannlnegldnvluseninimsindredoduduning
Y99 TNY.

124  Awusenuiuiiaveurdounasing magldnulivjiRnuuleuisnmsnvanusiuag
Uaoafuvesszuumalulafarsauna sulu. 5990 ngvune suifeu detedu wie
Formundu q MRedesiunsinmeanusiuaasassvesssuumaluladansaumna

n1saseautuaslannAuluszningni1391997u (During employment) Leda319AUA TERUTNLA

AldnuRgiudeiineesiumsuifauansauma suddvienuiiieliaansadesiudedandale

2.1

2.2

23

24

whiumsuImsdamsmenuanusiuasasnste (Management responsibilities)

fuims v, nnsedutuiinihatuayuuasdaadudestuolud wigldau

211 vsmedsuemsinvemasiuasaensiesuasaumaues s, iWumed nuaidnuslimnay
FunTuwazUfuRnu

212 yelldnuufdinmnlouiemsinuieuiunsasndofuasaumeavos s,

213  aheemnumsgnindsanusiunsUaenesuasaunaiiieadesiumiiauiuiavey
VOINULDILATVDY THL.

msassmumsziin nnslimnng wagmseususueusiunsUaenfeltungldan (information

security awareness, education and training) mMsassemusszninlunssnvauiuasaende

oesasiane

221 fouaszuudeauiauieufoanaiu uazdeslnifidiansznusenuiiunsUaonfoves
sruumaluladasaumauigldnuiiieades uenanifesudafoulvigldnuiuany
sesinseYennadsadng 4 wu hidanoufinnes wadanisvaendenisdninel (Social
engineering) Waztedlwimamaila (Hudu

222 v, deaduiunisiineusy nisUszunduiusileaduanunszningiunnuiiuns
Uaandevessyuumaluladansaumaugldonndulsgdmny

223 sy, deudadlianlimau Welinmsdsuwvamlsursmsinwanusiunaaonsde
ansAuMATEY T, uTeRUIERANTEIUAIN MU AB UM AR eNE)

nsudauvnnsalliung

Ausomdavnnsallivnfsrumalladansaumainusiiutesmiedl s, fvuslaei3aiign

nsivuaunadlng

241  ANUFURAMIUNYVILNY
ulunsuazuuiUfialunssnvanuifuasaenfefuansaunadlilinolhianans
ynengrnefvhigldanuiuiauios iU oRmamlouneuasiunuf iflunmssnuanusiung
Uaenstansauma uazgldunnadugeniiaglidniunsla q mangrnesie s, l¢
UftRmusadeoud wiogslsfmumnglénunssinmsasdaviensgyinfanuuleuns

wazwUfuRlumsSnwvanuduanlaenduansauma anaduanuiandddowanlume
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242  mMIRsalnegnseinge

Fléauiinszviranuiin dvn. ssfinaeudnimslisunazeraduanuiianside vie

AnaRnmNNINeTiiAaTes

1) winnuwgnisiiuvEeasdisuleusnsinnmisiunsaendsvssssuumalulad
ansaumA sy, fosgnadlyumunsruLnsaTeves sy, sadsngunefifertos

2)  mihenuaeuendinsziiauin %ﬁimwmmﬁazqiﬁué@mﬁagﬂLﬁﬂaau§w§

nsldau sadeefuntsmunguunenineades

nsauaAvTeNIsIUAaEUKUAIN1391991U (Termination and change of employment)

Wafnuantfiausuiageulloduganialasuniain1sdnenu Fesludenishunsnddunas

A1500ANBUANT IUNITIIND

3.1

3.2

3.3

maudamsduaavderdsunuasnisinaay

3.1.1  dhendneinsyraadeawdslidiawmalulagaisaunansiviuimnndnaiuiinisaieen
Tonéne nden viodeTin WelhemelulaBasaumessldnmadeuuasuivsinnisans
Tunsdsszuumalulagansauwme

312 die/diin Adfuguasnuiiinisidramissauaisuen dewdsliomalulad

'
A Yy Y

ansaunAnIIuiulunstingsudnsneuenduandyyr9enseinisendndyy1919

Y

Wialyt 1. 9593989 UNIS 9N UTEUUANSAULNALAZNOANDUANT IUNISLI1DISEUU

FANTAUNAVDI TN,
MsAUAUNSNEVDI .
P P A A a o ¢ v A L a a
HakaszuUARwmTRaaUiiaenAudunIndvas s, 3ngldanu Wensaugavsenisidsuudas
ANF199TU
AS0DANBUANT MINISHINTS

v

331  gauaszuudesnenneudnsiunmsidifwesldnu dedugaviaasuulainisineny
332 msnennaudvslunisidifmunesinds n1enenw (Physical) wagn1ansing (Logical)
! L% L% o w v v A ¥ [ ¥
W Neyua Unsuandnu Unsuseddiagliau wasdaadldau Wudy
333 lunsdlidldnunaugavitedsuudainisinenu dnslddadsldausuiu (Shared user ID)

udldamdu gedudyndealfsusianuiuivdanduaavseiufsuwiainsdnanu
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Joyanauiialmes (Data storage area)

Hiuiavay

[E=>344

AWAIEUY

DUENSENEINTBLATUSANS
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NI 7 ANURUAIUADAAEN NN NLAZENINLINGDL (Physical and environmental security)

wuUgUR
1. {auassuu feseaniuy uarinAsgunsaiviessuuaiuauu (Facilities) iedasiunnudunsaensiy

AuMen Wi gunsaldunds ssuudisealiin wieaiudaluih stuvuSueniakazauANAINLTY
SEUUWaUAEYITT wardeainsungesnwegeadinae

guaszuudeRansgunsalansaumalugusn (Rack) viseaauninfianuiuanaensiouazinisUndon

Y 9

e3P e

ALATTUY Fesfinstestuaneniladildifiensearsvizeansl SlWfinisdndudayaia (nterception)
vellmudemeaistu Insesfoanuaemdanuelosmeviemapuaeiitunsasadoanmsidngs
warliliFuaneruituiindhdsldegnansisar suaandadeasuavanelihdosenaniulned
syvieiivinzay

msfmuausnaiiinsshvenuiuaasnde

Suniufivesssuumaluladansaunasing q sgramnzan wWedumsidhse T PIUAN MISNBIAIY
ﬁuﬂaﬂaamﬁamﬂ@ﬁlﬂé’%’wwm sunedlestumnuidismesy 9 ioadntuls Tnouwdwenusnaitui

T nuszuumaluladansaumeaoandu

¥ v
= (Y

4.1 #ufivhar (Working area) manefia fufindantosrsuiamefduynnauazaufimeinnmi
Usgldigrinau
4.2 ﬁuﬁ%’mﬁwﬁa;ﬂaﬂauﬁama% (Data storage area) Mgl ﬁuﬁ@uéﬁuaﬁaaﬂa (Data center)
msmuRuNskitoan 81As aaui
51 fwusdvivesilfnuuasmisnunisuenlunsdidaniud Taouwtuenld dil
511 fpuassuusesinundniundlieuiiiansiin - een wazdvuataszeznanditans
Tunsidn - senusasfiuildussuumelilafasaunaoadaian
512 Wwthifnwanuvaends (5Un.) axdediimienumeusnvieyanameusnuantng
flannsnssydauresyanaty q noudhieiaisves s, wWu Tnsusendaussenen

Tueugndud Judu uduiinteyatnsluayatuiinviessuuanuansaume
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513  mhenuneueniindededosainsgfnde (Vistor) asqafiaunsadiulidnaunasaian
flogflu svis. wazAuTnsiAnsio (Visitor) Aeussnatnermsves vl

514 W@mihiisnwanuvasnds (sUn.) desnsiaaouifnse gunsal nouasanoendiayn
Juiinvisessuuansaumalignaes

fauaszuu desmunummdi - senfiufidaiftuieyaneuiiames (Data storage area) g laisiavs

dndsld TaesmuafiuiinsdeeviuduaziuiinnnwIsuviedsznevgunsniansauina

(Unpack Area) dautiidhituiidnifiuteyaneufianes (Data storage area) uagfiasmuaunis

i - oon ilevAndeansinfessuuansaumanaz deyaansaumalaglaili3ueygn TasUfca

gj INI o
AUVUADUN FNU. N1AUR
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HSurnvau
" duasyuy
" Jvesteya
" gl
319991195g 1
" nad 4 N15UENIEANSVSNGau (Asset management)
WYL U
1. wihiienuduiaveuseningduaisaumna (Responsibility for assets)
11 Wwesleyauasguaszuy feeiuiudavinUyninddu/veidsuninddu (Asset inventory)
waznumunslounindauegnaleslas 1 At viedlefinsiwdsundasiitod iy
12 éwesteyauazdguaszuy desssyidnvemindduamsaumannsonis iesuiaveugua
Anusiuaslasafoasaunanasninasetgnsli

v v = P

13 Winedeyauasiguaszuy fesdendunindaumsaunaioduanvodounainsdany

14 ffnudeddningauasaumeanes . ogaseinse Ty warlfifioufofnumes su. whidy
ssosUfiRmunamung sudeu Fetidu wagulouis ves s,

2. MITMUNUsBIANTamINgaua1sauwmea (Asset classification)

21 Wnesteyauazguassuy fessuunussanmindaunudunoud swu. fvue wasnunmuns
Fuundananiegaiae

22 WerayauasnuaTTUU Forienintedensndavansaume (Labeling T Seniaaliiinnsms
guanisineusuataenuasaumATiaenndastul sy ng AumussAuTuALEUT Wl
AU

=~ v

3. msdansdetuiindena (Media handling)

Y

3.1 wWwesdeya dauaszuu waedldnudesmuaunisldnuuazdaivdetuiinuuunsaniesonis
fuipseemauiaLnesla (Removable media) A vy, Amun
32 Wweleoya Hauaszuu wavdldnudeviaedeyadidgylugunsaldeduiinteya wiludeya

g-jl d‘ o ! YA ¥ L val ! o w 6 v ! A
ANUTUADUN TWU. N1AUA Icﬂalummmqﬂwagaﬂaumlmﬂﬂau%mf\]mqﬂﬂimmmmama
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N3¥AY TAumeLAToYINAeLeNaNT
Flash Drive 1) vhangdeyauu Flash Drive muansgIu

DOD5220.22M @dnsensrnavisanigenism
Fulumsileuivdeyaiiuvanesou
2) TBnunseunlindens

Wiy CD/DVD TUmeLAToYINALLeNaNT
Wy g nunseunlmdenevisemviiany
ginfan 1) vhaeteyauusninfanusmsgy

DOD5220.22M ¥a4n3ensMNatiansgansni

Fadumsa guiutoyalmaneseu

2) TEvuviseualmdeme

Wivesdaya dauaszuu wawdliou desdinsdesiudetuiinteyanlddnnuleyaansaumne Tunsdl
A a a 1% A ) Y wM Yo ° 1% a o & 3
niin1siedeudreiiedesiunisidfdlaslalasueugin gninluldauiaingusvasd suds
Jesiudetufintoyalililasuanudsme lneshwianudasndvarsaumenutunoun sy,

AU
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dauh 5

N139AN1 NITARAILY Lazn1TUNFeSnENTEUUaTAUMmA

s

ngUszasA
" ieAuANMSINM Waiwn waztngesnwissuuatsauma ln1smruaunsn1sn1sinwanuduag

Uaeady iedesiuanuianain gayme waznisiudsuudasuilusyuy

[

{Surnvau

LY VY]

= NIl

el e

AUATEUY
319891195 g 1
" anedl 10 Taseadenisdam mswean uagMsUns S SEUUASEUIMA (System acquisition, development
and maintenance)
" it 11 anuduiusiunenuniewen (Supplier relationships)
wuIURUR
1. gl desmuaililimssmundennauazmnuiuiineuiifedesiuaudssiunusiung

Uaeadvansauwmaadludyariudlruinismeuen lnglinseunqusiudelfudnagiwie

2. fiutydesmunsliiidennas (Sign off) neuFaldauszuuais (Production) w¥eriouEa Go live

3. fpuaszuu desdmiermualasszyfamseiunuanssiunsasefesumsaumnaiiaenad ostuuleue
wasuuU oG U Lunsaen A saUmATesaIins Wy TBnsuuuasndtlunsitaunlusunsuma
U1n 351U OWASP (Open Web Application Security Project) Top 10 NIOUINT 311 CWE (Common
Weakness Enumeration) Top 25 #i3esnnsgiuiiensuluaina

4. fouastuudosesnuuulassainamsinnessuunusasiauediRuTysiure uRousy Go Live

5. fouaszuu feslinnsesnuuuszuuiilensivasuteyaiivzfuidigueunaiadu Yeyailiinainnis

Usvanana uazdeyalegszuinenisUssanana ilensamuazlostuaralligniesiiAntusudeya
WY eAuTIau (Buffer overflows) N1stdiawUsinUssnn uagdesuinsmslesiunseniuny
ANUAUMAITENIINSUSEIIANE (Rollback)

6. fauasruudodimsmuaumsdnfauasmunumadsunlanieutlssuunudunoud sviu. dwvuaiile
AuAuNaNIENUTARTY

auasruudedfaliiinswdsuudadle o degensduisnldau (Software package) Ineiuasuulas

\‘
e

Wiz duwiniy waveuaunn 9 nsitdsuwasegradunanuduneui s, fMviun

1 < v
Yyada K 1 o

AuaTEUUABITIinN1InEe Source code TdndislAlannzdntanamnTuy

Y

e X

AWATEUUABITAYIN Source code review Wiemdarana1anTodwRaUnALarUTUUTY Source code



10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

21.

22.

23.
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1

ARUATZUUABIAIUANNITINEY Source code WutaInIInduAIUanfowazidutoniad swu.
fl

UA AL UL

Auaszuureslatideyadiuyana (Data Masking) NdntAveglussuviuasaunanieisnisi

@30

bANNT AN

o o

Hauaszuuseaniteyavesldnuegieany wu nstUadedeyadAyvesdldeu (Sensitive data

masking) tusu
nsflvenounanduiildensiugunsniindeui (Mobile device) ligjauaszuuiiiuns sisil

o o

131 Yn¥aminsewdiegauaundaty (Application blurring) teanaudesiveyadAnyvaldanuay

v RY)

Slva

'
=

132 vednsndwmineInsusouInisineuaundindu (Application permission) ungunsaliAGiau

Doy

vosfldnupifidndy uasdinszurunismuniunisvedndidulszdniletostunisazifinans
anuluduivosdldnu
Hauaszuudesmunudeyaiithanldlunismeaoussuy (Test data) sgamanzay Taglithdeyassen
nadeu nfidnludedlddoyasieedddsueugindoyasinidrvesneuiunldim uaviraredeya
ogamnzauuTuneudl s, favun
douaszuusioatenszuvasaumad iU siau naaeu wagldnuideenantuiieananudesi
Aranmsiasunlasszuumsaunalagliliuounm uasfesdinmeimuedvimadifesruuasaumed
fiann vedey vieldauas dsruuasaumdlua wasmsuFuuztlusruasaumeia

Auaszuuisansimuntunsunsadeusruvasaunanaullulduase vislunsalufudsessuy

@32

ansaumARNLaENINRILTEUUA SAUWALY
fauasruufesfindameniuafuuszuuasaumailiuinig (Production) muduneud svu. fvua
uawsniadvsmeRadeeniiniiftelfsruuasaunesing 4 farmgniasnsuiuuasindede
Hauassuudioniwenduiiliasdindvansinfndsuussunarsaumaiiliuims (Production)
Hauaszuudesifugualii3uiujifnwdyaiviedennasnisliuinmsisyyld Tnuaseunguis
Fruemnutuasasafansauma uaznsufiRnuduneuiifendessing 4 7 s, duueld

AUATEUY ABIRARM ATINERUTIBNU viTotuiinnsiusmsvesyaravisevidisuneuenviusnsia

e

Mheunudygy1ind e el Ewe
AUATTUY FRsgualimingaua saumalasunsUn RSN wILa IR LINAINAIINABINTT SIIIADAE

@32

mstuiinUsg Rmavheufiaund nsthgsine uazmsdenusugunsaiiy « ednsahiaue
Houaszuvasdedarodmivesssuuansaumeid sz umsuusslussAUIngR (Citical) uagseiunmgus
JeAUge (High) wemaneu U nuese (Production) vierauisy Go live Tnstawizszuuiiliuinns
KueSatedumesiin (ntemet facing) wagszuufifianuddsenisaniiunuves sy,
Hauaszuusosiinsanidontd Version 104 Software fail
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23.1 nsedun Software WU IUNISTAMATENAUITEUU LABIUINANITATIVADUY DM ILALHANIS
NAABULINLTEUUNIUTENDUNITHIITUFALEBNIBSTUVDY Software aag wilataanulalriie
Jaslnipusiufafinannszaulunstate iy

232 nsdhdu Software filimetanldnulndenld Software nastuagn
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daun 6

n1sauANNsidfssTuumaluladansaume

o

ngUszasA

£ o v

" eaduAunIsinfessuumalulagatsaunadaun1 simuedns Amualssinnvesteya Jaaey

vy
= v A

ANdAYMIEA IR UTUANLEUTRITaYa SEAUTUNITUNET La1Tnadle warYeInIanNIa Vel

Wormuankardasiunisidiiie n15a193 wagnisudleszuvansaunaves suu. Inslildsuaygyin

L

[

Hiuiavay
" duasyuy
" {wesdeya
" e
3198911M 57U
" el 5 MaruANNsdnds (Access control)
" yaad 8 anutunsUasadfedmsunisiiiue (Operations security)
" yedl 9 AnusunsUaeafedmiunisdeansdeya (Communications security)
WUAUGUR
1. MsmuANnsnfiasEuvansauma (Access control)
11 Wweseyauazdguaszuy desmduimundvislumainiszuuamsaume (Authorization matrix)
fmnzanuazaenndesiuminfinnuiuinveuvesglinu wagnumuiilodnmaivdsuutas
12 Wweseyauaviguaszuu Aessiutuimuaseaun1sesia (Authorization level) Msidniiaseuuy
walulagansauna
13 Wesdeyauariguaszuu dosdalifinsuienwinfinusuineey (Segregation of duties) Tu
matfeszuumaluladansauwmeeg awsnzan Wy fmsuueniifissrinenmsudsmnsradnng
dhawazniseydfnisidngs WJusiu
1.4 ndiveweundiaduiildeusiugunsaiindeudl (Mobile device) fpuaszuusiosufi deil
141 blsygneligunsaiideuiiliszuulfifinisénasie (Obsolete operating system) Wldfamy
weuninu videvmnougeliliuEnsldmsiiinninssesiuioanauded s, aglddu
safannansynusedldnunuevIzan Wy nMafiuasnstusufinu Wud
142  lioyanelvigunsaifiimsufuussnsdnisszuuufoanms (ooted/jailbroken) inldau
woUnaLAtU LﬁaammmL%imﬁ?'i;:JlmlizmﬁﬁmmmL%’ﬁﬁﬂ%'aaﬂaﬁﬁiymmgﬂ%muuazmLﬁm
vevanideunnsnsmssnanusiunsaeaden s, fmunld
143 lioygnaligldanldusundiatunesdudining s, fun dWeliweundinduiinig

ShemuiuasUasndaduluauninsgiuves sy,



1.5

1.6
1.7

1.8

1.9
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TuneuuURiensdniudeya

destoua fguaseuu uasiléo fosUjoR fedl
151  ulsssnndeya dil
1) deyauaransaumadmivativayunsiadulavesfuims lWun doyamsaumaii
anudAgviiedaudndussdidesinauegidlnddaieusznaunsinaula
Waulgung Myuauloung KagN1SINUNLYRIHUSINTTEAUES
2)  Yeyauazansaumaaiuayuaensmans (Strategy data) laun Teyauavansaumeid
Anmaileaiuayunsiidununuiusiauazevsmaniues s, Tiussqidmane

FIVTeya N LNSUARSUUININEUeN

a

Y

3)  deyakavarsaumaAnatuayunsufURnulsed (Operation data) laud Toya
avuayumsvinunaluves sy,

152  douvssgiuanuddyresdeya sendu 3 sedu fe

1% =

1) deyanilszRuanuddaann wneds Yeyanlidmivatduayunsiadulaveiuins

Y

2)  deyaniszauamnudAgiiunats wneds TeyanldufuRauanenguanu unun nes

Y

A 1 s
wierenelunsAng

3)  deyanilszduauddydes vuneds deyanininaw/anineniely sy, awise

' o

Y = Y A M ¥
Wdswiulavdoanunsameunsla

v
v o [ v

1.53  FALUIEWIUTUANUTUVRITBYaNINT SNa. vun

v
U Y =2

1.5.4  9akUISEAUTUNISENG

v
v o o v Y

1) SEAUTUAMSUNUSYNS WND9laRNNB I UNaNTNAkaLANSHAN RS UL U LY

kY

€

)

2 wiviudwSUUR TRl Wi sloyarilisuseurnemusnnamii
3)  swutudmiuiquassuuvdediilduoumne Savdlunisuimstanisssuuuasdds
Foyatilssuneumnemusiunanthil
LANVRITRLARALH KA TEUUABIMTUALIAIN ST T UV SaUmNA

[N

AuaszuUisdIfingeamensiniessuumaluladansaumaniugeanis fail

eXe

1) w3eviensluves sua.

2) ATeYnenguBn THAL.

3) iAdevedundalily Wy szuuieSetndeansieya GIN

fauassuusiaatifugua Default permission sl (File) uaw Triawnes (Folden) fiasstulyd
n3dinavslunisdnis

Wvesdeyauasiguasyuy Fesfinsanderimuadin 4 Ainaniengmnedafodesiunsn

[

AnusiuataanduansaumAYaY SN WU wissalydd denmuamengvnne Jefmusludayn
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wagdearruamesuAuTuasUasndedu o Wudu e ruadvdmaidndsensaumenaysyuy

waluladansaumaveg swa.

110 wvesoyanazguaszuy deslinisaeunmudnslunisidnfessuumalulagasaumeaotng

alaue wionvaiinooudvisdlenudiudvsligndenudrslunisidnds (Authorization matrix)

MIUIMIIANIINISRsveeldaU (User access management)

Tiimsmuaunsamalauwdldanu msvimsdanissarie Msusmsianisdvisnisifonssuumalulad

ENTEUWA LAENIINUMIUAVENISUND R lTaI

21 msamzlougldnu (User registration)

2.1.1

2.1.2

Houaszuusiesuimsiamsuazeunudadterldou (Usemame) flidinsldauinyide
fdugniu stadl Tudamveswdnau/gnine s, i mundedlda (Usemame) au
inasguanvsnedidnvisedind E-Mal) Mtlussdng

Wwesteyasealufeysifinisairetadildautinsn (Temporary user) wazdosdnin

1 v Ao &
Frananstaaumnngndu

2.2 MISUTMTIANITIRANIU (User password management)

2.2.1

222

223

224

2.2.5

2.2.6
227
228

2.29

2.2.10

AuasyuudesimunsiakuuutIasnlaeldiimsdu waeTesiulrmandeusiann
diogldenunldaussuuluaausn

ALATEUURDIAVIUARAINNENIVBITANI 619l

e

1) %@Lmi:wﬁmmmaa&mﬁaa 16 #an

2) gl¥udianuenediedey 12 wan

e

Auasruudesmvualiinstuduiinuiuunatelade (Multi-Factor Authentication)
MIUANMVNZEL

Hauaszuuneaimualisiaruianududou Tngusenaume f@inys fiaY uazdnuse
A WU (@-2) (0-9) (@, #,&,“, % =, <,>,%,$,+,7) Wudu
fauaszuudesiinuelifininudsuutassiar feil

1) fouaszuudenddsusitaiunn o 3 Weu

2) flfnudonddsusaimn o 6 Wy

3)  fldmiBaszu (System account) TriansanAsusiasumuaamNza

waszuudesimualiin s siadeyasianulussuy

=a0)

WATEUUABIINLIEINSAIUANITARIUDE1 TR

v oA

LASEUUABIIRAITTVNbTIU (Username) wagswanu (Password) Aag3sn1sa

v Y

e eXp e
[ERO BCAO)

[l
)
©
ho)
>
(e

AAUWATEUUADIAILUANALATEULURURNIT seuugudeya wazsvuuaualsauna
(Application) Adaiutadilinuuarsiaruegadune Tneliddddamedauaszuud
I#¥uayanwintdu

AauastuusiosimuniBnsBenssuiumsBuduimuiivaensts wu nsdifidusianiy

Vo
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2.2.11 gauasruudesmuualigliuinig ldsiaiiegslunslasnsde il

18

19

nsflLaUNAntunby

1) Mvuarnugsiadiuegaties 12 vidn Fesenaunie AIonys fuay way
Snusziivey Wi (2-2) (09) (@, #,&, ¢, , % =<,>,%, 5, +, ) Huiu

2)  sarudesliduiiiaianilade wu meglunauiynsy Fe-wwana
U oA Aa A A v e @ v
Tuieutiin ey vivelvasinsdnyt {Wudu

3)  Lidshuliasusdariu Melvued fuanuadaslalunisiasusiany uasssuy
fossossunsildsusianulunsalang o seisnsivasnde

nssluaundintunldnusugunsalindeui (Mobile device)

) Amuasiard1ulagld PIN code nSosvanundudau (PIN/Password
complexity) Iasnsdl PIN code fadldsarinu 6 nanauly
2)  LideAuliasusianu viatiduedduanuainslalunisivdeusianu uay

STUURBITRISUMSIABusHarulunsalang 9 aelsnsivasnsiy

v

2.2.12 douaszuukazgldnusesddsiaieguaondy dail

1) destwuasiaiunlldanunsananlade Wy Ameglunaumny “owerty”
“abcde” “12345” Yp-wmana Judouliiin ey wiewvesinsdni Jusiu
2)  dethildnusiaiulaenszuiumadildnulaedaludd laun n1sivuadl
“Remnember Password” 1Jusiu
¥ o o v Y 1oy v v o 1
3) deufusaduliiduniuduianizyana liidawmeligdusunsiu wagl
famisieariludnvasome wu Ruisienwsievtd [fnueudy Jusiu
! v A

4)  dealilivaydvedldnunazsianiusuiuiuldu wiih Taivedldeuazlisy
Moy I9NITeslodldnuyanatuiny

£%

5 deuldsunuaasiaruiielinisuduseuainsruy viseasdyinsianuaeilag

=
UnPaau

q

N

2

NMIUIYNTAANTTAYIS (Privilege management)

231

232

233

Y CY v o a wva o U I

JdsAuTudesmvualiiitunsuljiidmiunisameideu n1sifinaeudns n1s

£ 2 > '

WasuuUasEns wagnsnumuansveldeuesraduaednualdnys

Y
Amuadvsiminzauiudldnumuenudndusaraenadosiuniiiianusulevounay
v wa P a a £ a a £ Y
Faiudse TR (Log) Maawmeideu nsiinaeudns wasmaUasuulasdnsvegldim
W1vesdeyauaziguaseuy desdalviinisatuauuazdninanslunisldauszuuny

o & o &
ANy dulunisidauyintu

s,
=

1) @nslumsa¥redeya (Create)
2) avslumssuteyavieSungieya (READ)
3)  @vislumsusudseteya (Modify / Update)

1) avslumsautoya (Delete)



2.4

234

235

2.3.6

2.3.7

238
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5)  AVBMINTNOUMINYANE MIATALTUNITUNUY (Assign)

6) Anslunisusesmnugniesrsudiuvesdaya (Approve/Authenticate)
7) Ldfians

Lﬁgll’]‘uaﬁ‘il’agaLLaWSIIQLLﬁiS‘U‘Ué]JENLﬂUNBUNMﬂWiIﬁEW%LﬁaL%Wﬁﬂﬁ’liﬂumﬂ%%@i%uu

Y 9

weluladansaumdla 9 sgrafuaednualonys

Wiwestoyauazifguaszuu desdrinduugldauiivimiddudliansfuldnlides
flgnmuaumszay

Wvesoyauazhauaszuy desdinszuzinainisidnussuuwmaluladaisaumavos
¥, uAvitheumeueniidiuUiRausuiu s,

Fesoyauariauatzsuu desdaliinisnonnouniendeuntasdvsnmaidnfeiud e
Adnundon Wasuudamihiianuivinrey Wasuulamisiisnu wislidai
Fudulunsldnussuumalulagansaumne
Hauaszuudesuniessiunisidouanivesldauiiinduszuy (Default user) lunsdlfid

Ausndusodddaudesirunsianiuegaiunslaonsie

M snunuAnsMIniavesldeu (Review of user access rights)

241

242

WvesdayauazEalaTEUY fewinisaeunuavsnisiifwesildaussuuidle snu. d
madsuilasssuumaluladansaumavselnsiainweeng

AnuaszuU dedinsaeumuaystiunsld i ld o lildld iy 180 Tu wndldau
A

DM snduLldnuIzAestuduinuli dvin. nsu vl sezaflulaldauvesiyd

v
'

HM91UD1998TUBYNULAAL STUUATAUMNA

Y Y

3. msUesiugunsninlififoua waznisaivaunshindunindgasaumedAglilunlivasnde

3.1

3.2

q

miﬂaﬂﬁ'uqﬂﬂiajmﬁﬁﬁ@ua (Unattended user equipment)

3.1.1

313
3.1.4

Aauaszuudesdalitumsnsdmivlostussuuasufiunes szuuederiedoasieya
wagsruumaluladarsaumea lnan1sinuuna1veeszuy (Configuration) Tidinnsaen
yihvedmiugunsalfilsifininnugua viedengunsalegiaue
Jldnunagniieaunisuen desdenuiaesnlud@ilolifinisldnuszuumalulad
asaumAYed s, ANsTeznafifvue nedesinmiee (Screen saver) §alusl
vdsnilifinsldnueesfiawesiduszeznannunii 15 wil flfnuasmisnumeusnay
T nusslsiletinsldsiariuiignde

fldanisfes Log out senmniedesaeuiiamesiflelimnudndusewasiiariewmouiiumos
Jldudestesfulailigduldgunsal 1wu ndesidvia in3eadiuionans ta3osauny

enanslaglailasuayn

a v ¢

mimuﬂmum‘wsjmsaummmzmﬂ%&mswmamﬁaLmai‘ (Clear desk and clear screen control)

3.2.1
322

¥ YY) [%

AU ATy wesri sl Ul areuluimsguaeenun N msSu - danind vieamvenedn - een
Y

Fusieseananszuuaeuiiames (Log out) viufl WedndudesUdesiialaglifdoua

Hn~

o
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323 fldruserdanuleyadidguensimn waslesiulilanudasnivegiameriies

324 fldnudenienaiseenainnsosiuiviufiifiuieasa

miﬂ’wﬂam’lil,ﬁff”lﬁﬁm%ﬁdw (Network access control)

Tidn1saugunsldauuinisiesedng msmuaunsiigaldmudmivgldaunegaieusn sy, ms

muANNsigaldmugUnsaluwes ey Msteasiunesa (Por) Ml¥dwmsunsnaeulazyTulsesyuy N3

WUueNLATaYY (Segregation in networks) BE1WMNNZEN N1TAIVANNITYONFDNIUATOUE UaTNIS

AIUANNSITUALT UV IUULATEN Y

4.1

4.2

4.3

4.4

4.5

4.6

nsldnuuinisa3etie (Use of network services)
411 HuATEUUABIAIUANMTHEUNTUNUNITEUUIATY8F0a5T8Ya (Network diagram)

Y 9

= % = = ¢ Tvay M vo =
sdelAsea3ne IP address Foszuy wazfogunsaiarsaunaungfldldsueunnnse

WguAguaN
Aguaszuudesmununsidnussuuiesevedemsteya welesiunsidnfesyuuaietiy
doansteyauaruimsvassruunTevedemsteyalnglilnsueugn

AuATEUURRIMUAIMsWaNdeawrset aneen dWeldrmbumesiln Fweralugewnald

&

=

W
e

miguaeuenidIfvalsaumavsessuuinalulagansaumaves Wy, lnedilasy
UM
4.1.4  gldnudeudnnudszasalunisveldnuuinsaievieun dvm. uasannsaldusinig
wsanglanaanlasumsensiian evm. udn
.15  {dnu dedildszuuiedeinedemsteyaiiiedudesmidumsingszuy (Hacking vi3oms
aunuiatvesszuulnedlisuayn e
miﬁqaﬁﬁmmm&ﬂ%’muﬁagmﬂuaﬂ WL, (User authentication for external connections)
HpuaszuuAeainualiin1siigaldinur1ussUU Active directory 989 31y, neuaygy1ali
duiegmeuen s, ihldaueietnsuasszuuasaumeaves s,
miﬁqaﬁﬁmumaaqﬂmmﬁuizwLﬂ%@szjw?iamﬁaga (Equipment identification in networks)
Aauassuusioat muslilimsfigaufnureseunsaflussuuiedetsieansioya loud nsmsiaaeu
MAC address
mstlestunesadilddmiunsinaeunazyiuLiiszuu (Remote diagnostic and configuration port
protection)
dauaszuudipssziuuinsuaznadn (Port) lifiauddusedduuaiomeufiumesvie

L4 & 1
2UNTLATDUNY

q
v v

g@LLaizwmaqamé?ﬁwumaﬁﬁfumﬁqﬂqﬂ (Instrusion prevention system/ instrusion detection
system) UBITEUULATOUNY

NIUUSLLENLATYY (Segregation in networks)

4.6.1  dauwasruunesdnliinisiuseniaIeYienunguued iy viienguuessrsuumalulag

ansaume iepugunsidenluudasiasevigdsseg1amunzan Inefia1sanainaiy

o

=



4.7

4.6.2

4.6.3
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foan1stun1sidnfeteya sauANdIAYeIlaya TIUTINITHANTUIAIUTIAY
UsyAvEnm uaznanszvunsdnuaraaeafedeoluidl
1) edetefieyywliiinfnmeusnuazinietneildmelu .
2) aevrsusundintu (Application) Aflauddyfuiadetiedy o Al
ANEIAYTRENI
3) iedetwdmiuieiediuinig (Server farm) fuirievnevesgldnu msiinig
Andagunsnifiannsoutaueniedetneld 1wy Firewall vi3e Switch fianunse

WU VLAN 16 iudiy

HAUATTUUIA MUAUNTULLAT YT Wednansnaeszeglnalummnziasovie
ANAUMLIINUY

AUATEUURBIAIAT (Configuration) gUnsaliA3aYU1Y 1y Firewall 30 Router ilvianunsa

@30

Usmsdnnmsnnaeuenasevigld Luwilunsdianidudsdedlasunmseuninainggua

SYUUWINUL

N3AIVANNNTT DU BNNALATEUNE (Network connection control)

4.7.1

4.7.2

Hauaszuudesiriamsldnuaietsvesdlinulunmsioudoiuiniotisves . wWu
Router 3o Firewall iflusiu wieuisindsszuuamunuiitondunsostoyaiisu - de oy
Web filtering, E-mail filtering \Jugu iievilvn1sidensefiainuvaensde
fauaszuudashinda Firewall szvinaedotneves s, Auidodieneuen sl msfinds
Firewall ffosfivnsanidosasialud

1) 113083 7UNN5I91959INA8UBN AN NUAlALYLdUN97KY First tier

g
0

firewall ilanusiunstasn foiiedeatunindauarsaumeves sl uaz
Tnssasiuguidanuddyanmadndsilldldsueyae

2) Firewall Fosszyianunaziigavdnuvesdliaunouiiazliansnnsdide
Suesng (Interface) lon1UTNsdans Firewall

3)  Firewall Fossalifse futyddldnundinndeuneeuiisndigszould
50 5 ads mspnidnnssiudosiiumsing dvm.

4 ldeugelvifigaudinuniumisdumesivg (nterface) N159AN13 Frewall 910
sveylng (Remote)

5 fiildsumsueumineain dvn. virdudifianiesdsunisdeandiuaa
Uaaanguu Firewall

6) Firewall Fosernliduiinummsnlifuenuiuasaonsie

7) Firewall Fadlsifunisaeuvnu nageu Lagasadoues A LaLe

8) Firewall fosgnuimsdnmisshumsnisinsedeansiiinisudhsia

9)  dasUnausniswaznease (Port) Alisndusaalduy Firewall



10)

11)

12)

13)
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Firewall Ussinvmensuad (Software) Resfinseuuiniosnaniinaeiuignouen
Fi9vN

Firewall Aiosanusadesdiuditesannnislan@ DOS (Denial of service) o
981919U Ping, Sweeps 138 TCP SYN Floods Jusu
Fodltineftureswendinag (Software) Firewall uazszuuufiinisiiiives
HanAaudslvinisatuayu

faua Firewall fsAnnudeyavesiniaingliuinis (Vendor) ilefunsu
§17815 115 Upgrade wazuiind (Patch) fisndu wazdesindeusind (Patch)

& a A 1%
VRUUANLAYIVD

4.7.3  fdouasruunesfnge Firewall liveuusien Zone Midin1sld DMZ (Demilitarized zone)

Tnemaanasausosnesalull

1)

2)
3)

wSsaneufimesuitediliuinisinudunedidn Wy FTP, Email, Web was
External DNS server tJusu ﬁaﬂamﬁzﬁagﬂu DMZ
m'ilfi’hﬁammxasiﬂaéfaﬂﬂqﬁlﬁéfmuﬁ Firewall ﬁac\huﬁmﬁiasﬂu DMZ
DNS Servers fadlaiayanliinisuanidasulsu (Zone transfers) Luusiilivg
1y

4.8 MIMUANNTAIIMUAEUNIIUULATEYIE (Network routing control)

Y

HouaszUUfBImuAuN sivuadunsuuesetieielvdulainnsdeudeiniesneuiinmes

q

wazn1sivalieuresansauwmavuaietiy Wneiinalnlunisnsiaaeuiioguaienisuazfuniaves

mMaLdewsie W n1seuAulag Firewall w38 Proxy Wusu

NsMIVANNISIURITEUUUURNT (Operating system access control)

Isinsavaunisidnfsssuuyjuinisedesduaslaondy n1sAIUANNITTEYLATgINMAIAUYDY

aa

A199U N19AVANTEUVUTMTIANITTNENIU N15AIUANNITITIUIUSUNTUUSELANYAEH (System

utilities) n1sAruANMIEALIAINMSIdUsTUUIWAlUlaBanTaumA LazAlUANNIIIIRTEEELIaINTT

Wausaszuumaluladasaume

51 YuppulfuRlunisinfaszuvegnatiunslasnsie (Secure log-on procedures)

511 gauatzuu dedalidnisarvaunisidnfessuudianisegraiunslaendelag

v
9

[

Juneunsigsuudeslamedeyaneniussuulitesngaienaniaeyldaunlyla

Fuaun M FeTUABUNIS Log-on ABefiasa fiail

1) ynnszuaumsdngssuulidne ssuudediivanddeyavesszuuniaueundindu

(Application) ﬁi‘i’fﬂma‘ej

2) szuudsuanstenueudlfiuiansadnldnuaIssneniamesaianiz s

AoWnTu

3)  winnszuaumsdngsyuulidnsa ssuudesliduansdeyaiianunsassyudinuves

YUU 19U 1AS0U8N1TNY d0UNAeIsTU visetawnsasrauiawasusidie Wudu

Ao
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1) swuudasiuansdorruiitiamemmuesmadrdsruulidnge wu liuansormari
Unydgldauiin vise saruin Wudu
5 shuddszuunndadildnudiuyanatisatuuinndmis Session luszuy
Wiy
6) svuudesirfndnnuafdumanergmdngsruuitlidni uasdesinsanitouly
seluil
(M) mafudufinnensdngszuuieriaifauarlidnge
() winseznailumadldnussuuaduioly
(M) msFansiTousio
@) msuwansternuidiouiiviinvevesiguassuuidiefinadigeruuiiuiuiuady
fdal
7 ssuudonansiu e lumsdngssuuiidustluadsdou wionsuiingiuuads
fnenenundnlidisatuusiniadngssuuiiduitluadiouvolden
8) svuusesliidisiaruuuy Clear text luszuulriotudoastoya
9)  fauaszuudoatmunuuadsivolildsiarnufialdlifu 5 ad
nssvyuariigaliinuveslteu (User identification and authentication)
fauaszuy desdalvglinuiivedldnuveusasyaaaiiieldfigaddnulunindifessuy
walulagarsawna wazdosldszuumaluladarsaumangaddinudldaulunisidnds
izuuﬂﬁﬁami Tngr1usEUU Active directory %38 Lightweight Derectory Access Protocol
(LDAP) nnads wowvatufindeyaniadnils
msldnulusunsuUszameian (Use of system utilities)

Hnuaszuy AesruaunsidnulusinsuUssnngaAuLse U ldauesa (Production system) fisil
53.1  aesdnihdnydlusunsudseangian (System utilities) Niranldam

v
aaa

532  fmuaanusuiageulunisldlusunsudssuangfian (System utilities) usiagsnenis
sgstaunazdeasligiferiomsuiiiofiou o

533 lifinnsfigaddanu uazdmuadnslunisldaulusunsuussamgfidmanie nguauiia
i isuRnveu

534 finstufinmmnisal (Log) n1sldeulusunsudsenngfiai uazdosaauniuninggua
szuveEaamilaNe

535  fewhnsifinoouniessiulusunsussamgiaaiilsuiu

NMsuAnAINsidusEUUETaUmNA (Session time-out)

541 fpuaszuudiesiivua Session time-out vesszuumaluladansaumed sifl msldanuntely
svpzan 15wl el dszuuiildannsadanisifensouuudalud@ly fuunalild
Tusunsuinuthaefidedldsviaiumiormusliiinisdenuiiioe

542 fouaszuy uazdldon dosdsaliilsunsuinuieedidedldsianiudmiuiaios
Aoufinmasduyana in3esnaufiumesuuunnm waziniesneufiaeiusidny sl

Hm~

B
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Taunsuinuimesmualidousiariumdsnniidnsiaedestananilaglidnslda
Junan 15 wiit
55  msdiinszeznainisdendesyuuasaumna (Limitation of connection time)

551 fuaszuy desifnszeznanlunisdeusessuvasaumadiinnnuddags Tnosos
Aisszeznaindulunssummetidiumemessia o svualidldalalugaanm
smue3 T 08.00 . - 17.00 . uandewraiieldnuldndmelaifiu 3 Falus

552 fldau mndemssdudeddauuennaiitmusfemesyifandseuliaysminy

6. MImuANMIKAUIUNIUUSEENALAZaNsaUWA (Application and information access control)
Tinssiamsididsansaume uazmsuonszuumaluladasaumaiiauddgygsliluuinud
AIUANIANE
6.1  msiansWnAsEsauwmea (Information access restriction)

6.1.1 \iwesdayauarfuassuudosimunaninisdidaungldnuniisidudedslunis
UTRu Iensliavsdesinsanludesiwielud

1) msdrdnlaflldEuden (Options) Alaléiueynym

2)  msPiansinds Command Line

3)  msdnansintsleyauaeileaidumsliinuveueundindu (Application) PliRendostu
wihfianuuiiaveu

) msdiaseiudnslunisdiielnd wu sruediafior Wudy

5 N19AUANNITHING 1Y MTdNdateya N15UIYTeARBNIINTEULATTAUNA 1TU
1891 LTudu

6.1.2 1¥vesdeyanazdguaszuy asiivualiissuumsaumasesiunsimundnslunis
Winfanuungula

6.2  mausnszUUaNTAUmATlFeNsTUMU (Sensitive system isolation) Siianszmusioaungalve) viesuy

Afleruddrysevienu dewdumsdil

621 \iwesteyauazguaszuu uenszuudshron1ssuniueenaInszuudy 9 uagauAy
dannuIndenvedszuulagianiy laun 8y File sharing SeUVATAUMANIINITIRY
uarszuU Active directory Tnandhisldfagunsainoufinnosuazdoasiafouiiuaznis
UHURUINN8UBNEIANS (Mobile computing and teleworking)

622 fauassuufesmunuguniainonfinneiuaggunsaiindoufivaznisufiaeiuain
AeuenMies (Mobile computing and teleworking) fiieadostusyuudianana

623 westeyaiduivesszuvasaumaifanuddygsdoadufounyn lunsdifiszuy
aseumefizlensd Wiaygdlanssdufeninnusmiussuuansaumeduiilensd dnyiesndi

7. asAuAun1sUUReIuIINA1guen s, (Teleworking)

71 fauaszuudestmuslifimsfigaifauneunislieu wasdeuderudeamsifanudasn fei
fwaluladidnsiadeaiu
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Aauaszuuieinisnennaudnslunisidifisvesldnuainaiguendidneu easufivue
TP V0DUY M
Aldeu mndndudesfinisufuRnuainasuendiinauves sy, dedldsuniseyyinain

2

Adsfutyregraduaednualdnes Tunsdiseiuamnsadniumsneu Insuddviiisdudayw

Funsume lnegusdudymdesiansandeululunmswiouns dwieludl

1) enuduesUasnienanennLazanImLIngenaamMsU URNuaINAeuan swiw.

'
=

2)  enutuaslaendeniansdeans lnedaainseauaiudidsy (Sensitivity) vesloyaiay
gnidnfakazdaiiutean1an1sideudedaans (Communication link) s1u8e3ediy
ALY (Sensitivity) vosszUUNETW SV,

o D a Y saa 1% = Y ¢ Y 4
Alfnudedanuenasiiluanudulugunsaindenlauazimsmunumadnga Taeldvdninaminig
Shwianuduudedivansaumeaiegludminaures sna.

Al desdaddusunsudesiulafauay Personal firewall dmiugunsaldiudinldiveuse

LATOVIBUDY T INATBUDA

LYY £%

=~ Y o o A va v

ngszilou JeteAuninedtes wu wieswldinuasestayadiuynna w.e. 2562
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daun 7

n1sAruANNsIdfesEuUATaTnel3ane

IngUITaeA
" flefmunmasmslunismuaumsidifeszuueietnglians (Wireless LAN) wed sl Tngmsiwmug
avsvesldnulumadindsssuulimngaunuiiinnuuieseulumsug iR sudsdimsmun
avsmsifeedsmiiase
" fleadenusiunsUaendovesmslidauszuuinsetnglfane
Hiuiavay
" duasyuy
" e
3198911M g
" wefl 5 MIruANsdd (Access control)
" yndl 9 Ansiunsasefedmiunsdeansdeya (Communications security)
wuIURUR
1. gldnuidesnadifeszuuinietioliansves sWu. dosamaifoufuiquassuu uazsesldfunis
auanan dvn. egraduaednualdnus
2. fouaszuusesimunnasunsasniovesszuuinietnelimeliiiininmnsgiu WeA2
3. fouassuudosamstfouimuaandgldnulunsdidessvuieiodnglianelimusauiumniing
ANusuRavauluNMsU TR svaiimsunudnimadfeedaihiae
4. fouasruuieamedougunsainniilifeessuuiaerieliane
5. fpuassuy deaimuaiumisnisinsgunsal Access Point (AP) liiliidauaumesgunsaiialvasenly
wonunadiidau Lﬁai’]aqﬁuiﬂﬁ;ﬁwaiﬂi’f Access Point (AP) 183 1. $U - dsdeyayaulel
6. fauaszuudndenlddddimzaniuiuillinuiasdosdmaihdygyindiluasenlumeuen
vielal uenninsliianenafivesfiannsatmuafiamanmsuninszanevesdyyiueatasannis
#avosdryaaldity
7. fquaszuuseadsuen SSID (Service Set Identifier) fignimuaifuan Default tnanguaniiufifit
Access Point (AP) 17k941u
8. fpuassuuiesuasudn@e Login warsiarudmiunsmsainishauesgunsallians uasdpuaszuy
#eadenldde Login wazsvariufisinnuaanldeniitedesiuglondliliamisammioians siia
Inlaedng
9. HpuaszuUAeInIUAN MAC address Fagld (Username) wazsvian1u (Password) ma&&ﬁ%&mﬁﬁaw%‘
Tunsildaussuuedodnelians Taveygnaemedldnuildfueyaralidliindeieliaeldesne
gnieawitiy
10. fpuaszuudesmmaasunnudiuasasnisvesszuuiaiedngliagedsashiane wasduiinimgmsal

1 U idl a i;( G 1 ¥ :.II d‘ o
urasdennTulussuuinseunglatenutunauin su. Avun
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N13AUANNLIBIUABURNUALE ITuMeuanditeszuUmALUlaga TaumA

o

ngUszasA
" demuauvhsnumeueniasyldeuntguenidnmainldnussuumalulagansaumeaves sy, A

Wuldegnasiumslannse

[

HSurnvau

= AEGRIANE

e eXe

Y
Y VY

B HUNAUURUN

@>®

" mhgunnguen
" gldu (yaraniguen)
319891157
" el 5 MsruAuNsdnds (Access control)
" il 7 anuduasdaendenieneniniasdanandey (Physical and environment security)
" ynad 11 Anuduusiugue Jlruinisnieguen (Supplier relationships)
WuIUGUR
1. fouaszuudiossaifiunnudssnnnisiinfessuumalulafansaume viogunsaiildlunisUszanana
Tneminumeusnuazilinunieusn wazdvusmnmsmssosiuvioudluiivanzaunoufiazeygynli
Whileszuumalulagansaumnaves sua.
2. msmuaumsdldnuszuumaluladasaumaveahsnunieusniayylduneuen
21 dwedeyadeadufoynmsliaviuimisnumeusnuasdlinuneuoniidemsdvilumadn
Tnusyuuansaumaes sy, egnadumednualdnus

LY VY] £%

22 Juwudgydesimualidnisasuunslilawedeyanddguaziluanuduves swy.

v v W

il
Y

23 gUedudgyn desnruaulidnisimuadennasuazanuiuiinveuiiineitdesiuanuides
AuanuduaslasndvatsaunAasludyyIAURUIgN U U NILRUS M IAUEITAULNALAE

UINsinumsdeans nelvinseungusiuialsuaneg

CY

24 gdudgudesimualidaitenarsuuulesudmiulvmilsnunisusnuazgldanunieuen

eXe

sryvmpamusduiideadldnussuumelilodansauna deineandon fail
241  wenalunisveld

242  szpzaattumsly

243  mannageunilasafuvesgunsalilionseiniote

244 N5959@U MAC address UpaAIRIARUNIMBINLIDUAD
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25 fauaszuufiavslunisnseasunislfaussuumaluladansaumavosmieuneuenuas
ldsumeuen weruumsldenldensiunsasn fonudyan
26 fpuaszuudesmunlimisrumeusniaiusunisiuiuau dgilemsuftRnuuasionansi
Aedos suviadosusuusliuadivegiane elddwmiuauaurionsnaeunisieu ua
wieliiulainsufiRedulunmueuedldimualy
JuAsTUUFBITINU TR q TiReesuimizssuneusnuazdldaumeusniite iU foRnm

o o 1

AUaTEUU fasfiuguanilissunieuenuazgldaunisuenliujianudygiviedennainis

e3P X

Tusn1snseyll evesnsoumquisiuauiuaslaande

ALATEUU ABIAARIYN ATIRADUTIENUNTETUTNNTINUINITVRIMIIEN U8 UBNAINTII13199E79

e

%

adaENan U1

AUATTUY fasiruadunauwazdasslunsindeiumbenuneuenidvinlunsiduaua vie

e

mirsauiliisatestunisdaduldngrune saufenisauiiauauguasniunisaignidunisls
anunisaiang q Megresdaiau

fauaszuu Fosdidunounazsemndumsindetuniisnumeueniifinnudesngamssunie
whenuiidanudemngiueuiuacaendesuasaunameldaoumsaing 4 egadnau
AauastuudissmuaunsAsunlamemiisnumeusniidsmansenudamsiuimsvatesdng uaz
FosUsufiuanuidssoshamnyaiioniugunanssnusudeananmsideuulasi
mdlgumeuenuazgldaunmeuen desldrunindduasaunaves swa. srganuszdnseds uas
fnwiarwdures s, i ludame uazdosooygianieuisfjifnudeullunadfeuy
ansaumAres svl. ynass

whssumeusnuazdldaiunisusndesudavnnisallivndsng q sumaluladansaumaiinusiiu
Fosmadl sy, fmualaeiFiige

v

' v Yy v & v =~ v o 1% < 1Y)
Mmamumauammmﬁmmmauaﬂmawmﬂwmﬁummmw . wmﬂﬁﬁ’l%mmﬂummau LN

Y

yana Ldilamelvigdusunsu



29

duin 9
nsldunIasnauianasuazaunsalindaun vae suu.

o

ngUszasA

v
o

" iemuAunsidumingaures sk Ussnnetesmeniiagiesuara Unsalnd el ivangaw visll dedeiu
msgaye Weme viegniintislayalagliilisuaungn

HTuiavay

e

AATITUU

¥

" plganu

e

31989119551
" i 2 gunsalpeuianesuuunILarnsUf URuanszezlng (Mobile devices and teleworking)
" e 4 MSUSMIIRNTMSNGAY (Asset management)
" yaad 8 anutunsUaeadedmsunisiiiueu (Operations security)
WuIUGUR
1. msldauinld
1.1 gauaszuudesnmuadaydvenduisuinsgiu (Software standard) ﬁaqﬁgmiﬁﬁmé‘?wum?m
AoNfiamesVeIE T warUTuussidulagluiane
12 fpuaszuudondudimunmadideiniosnouiounes (Computer name) iy
13 gl nufesdndiusunsudmiumuaunsldauguniaiindeudl (Vobile Device Management: MDM)
sufegunsaldu o 7 svlu. liansamuaumsldausszuy Active Directory 16
14 fldruseddnusindiussavsnmifionuues s,
15 fldnudedldfindiusunsuiiasdindudviuuniosnouinmeiuargunsaiindeuiives swi.
16 fldnudesmeyynindilusunsuluiniesnoufinmesiazqunsalindeufinuduneud s,
g
17 {ldnudedlifnduarudluisuadunalueiesonfnmesuazgunsaiindouiives s,
mssdunisdnandesiuiumslaeauassuuhiiu
18 fldswdesAnviuazufiinudiiontsldnueiesneufinmesuazgunsaiindeuiiedisazdon
wielanunsaldauegaasafouasiuszansam
19 fldnusediifauvadlodiuisznousine q vesreufinmesuazgunsalindeud uazinu e
GHAMIGH
110 {¥nusdowudsdenndosnouiiunesuaraunsalindeudiegluanuiuinyouves dvm. 19 avm.
HuFdunsii
111 gl¥nudessuinn Patch wagsyuuuuRnshiviuadivegiaue

112 gldnuneslidaiia Shorteut 1iuu Desktop Mizeuselufidayadifyvas sna.
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113 nsdliesesrauiiamesuuunnnikazaunsalindeud glienudesujoRiiuiu fedl

1.13.1

1.13.2

1.13.3

1.13.4

1.13.5

1.13.6

1.13.7

1.13.8
1.13.9

1.13.10

1.13.11

1.13.12

1.13.13

1.13.14

1.13.15

1.13.16

1.13.17

1.13.18

FosRnds Application 910 Official Store vieiulasiliusnsriulusinnea https
Laiusuusianisidndiassuuuuing (rooted/jailbroken)
Tunsdiiifimsldnugunsaiussmmamlufiassue fesszgy uaziuiiniouen Su «
filsifimsteaiu vielulldegluuinaves swa. Wideatunsiifeilaldsueyyn 1wy
LidamsiWonsiouuulianelnglifimsidhsadoya Wusu

fosszinszTsmsiadondine lnededdnsuidwiledesriusunneiiinanmsnsenunsudiou
W mamnanlfigyiheuvionaaile s
Lldlunszfumsiidssdenisgnnaviulaglaildidlannmsivesminiiuvieanagn
Fulgulel

mslfnudusseznanuiuly Tusnwidenmaseudadestinefomeuiunosiiiody
nsiiniedesdnsvesnianeudaldelmisnads

yiEndesnsltavievewuds wu Uaetinm naduifantise LCD Tiuses davunie
vilviee LCD veudasnauiintmosiuunnmnuandeme
linevesriuuunthaswasuduiiun

maadeuduiniosvusiitadendaldauey Tiinisenaingrunieldudufiu
suineweeslnensfatnannndy

limdoudheiniedluvaigil Harddisk fdsviau

Lildvdendnddaiifiuveavan emnuu Wy ens 1 mul wisesrusine q Hudu
lindlndgunsaiffaunsusiménlyiiusegs wu uiwdn svied lalasm §iu s
laifindeviendlufififimsduasniion wu luguwmusiimduadou
nsiderianuazorninsenmieadnegrnurieian wardeudnlulunuinig
Wenduiudanuunyuan szdwihliniheeiisesdaviule
Suiisserlunstosiunmsanme wu desdeniadomneilildlinu lshaedesidlilud
assey viseluunaiidanuidesionisgamne

ihfndalufeiaue wWu lidagia gunsaivszananadszinnmnwlusasus fesinlu
Tssusy vidowosseyn udu lunsdiifinnudndusosasdisliiniulluanudidung
Uaensne

Lifundeldnuluanuiiifianuiou mnudunieduazosigauaziosss fatlosiuns

ANANIENU

v
o '

laidsunvasun lvdruusenauges (Sub component) NAnRwgN18TY WU LUALADS

Y

PUIYAIIUDN

wwUfuRlunsldsianu

TigldauuiRnunisldausiadiu (Password Use) (dul 6)

nstestuanlsunsugardslifisuseasd (Malicious code)
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AAUaTZUUADIAIUANNTS Update s3uuUfufnis tiusdwes warlsunsuldaiusing q

pgsasiaue Welateslnd (Vulnerability) Ainduaingenduisiunisdesiunislanfann

@

ABANAINAIN
W

q

auaszuudeinnarUTuuTlusunsudesiulddliviuadvegiaue

TdudetlitansasnanszuumstesniulSansnnses

v
Y
Y Y

HiufeInsageumbasaandetuiingns 9 1wy Thumb drive Way Data storage 9u ¢ Aou

Y

o

thanldauuiueiesreuiinosues sy,
¥ manuvdeasdoinedosneniiamefuazgunsalindeuiifnyaddshifisusyasd Wuenidn
WeusawdoainfuszuuinsetedeastieyaritetdesfunsunsnssnevesyaideiliifisUszasd
TUSnedesdu 1 16 wasuds . nsuiud

nsdrsesdoyauaznisnay

4.1

4.2

Hldnusesiuiiaveulumsdsesdeyanniitesneniiuwmefuavgunsaiindioun livudeduiingu  wu
3¥UU File Sharing, CD, DVD, External harddisk Judu
Aldmdvihiduinundedeyadises (Backup media) Liluaemunfivanzan lidewiemsiiluauves

ToyanarnaaeumsnAudayaidsetliogainae

ARUATEUU fasniuanlvesasreuiiameslisun1susuRtregawmzay Welesiunsldanuvs ofinds

Mobile code WU Active x, Java 3nnuwvia i kil neie
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dufl 10

asldaudumesiinuazdedinusaulall

o

nnUszaeA
" diemupunisldnudumesilaueznislidoudedseussulail (Socal network) vas swu. Wilawdasnsty

uazlosiunmsazlianszsuUe)AinnenMsnseANURANEINUABNRIMDS JUAINaNTZNUAD T,

[

HSurnvau
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AL REANY

£

m BINU

=S

3198911M g
B y9091 5 N3AUANNITNRe (Access control)
" e 8 AnutuAsUasndpdnsun1saniiugiu (Operations security)

" a7 18 ANudenndey (Compliance)

wuIURUR
1. Houaszuudesniuaunislenseniaasetiedmiunisinidumesidalnefiansansesdasialull

1) douaszuudatlioygnvldeugunsal Video streaming guUnsal audio streaming %38 Download
TWdfidvwelney 1uﬂﬁr:ﬁ171'ﬁ‘hLﬂué}’aﬂé’%’um’aaynpmﬁmﬁﬁ’qﬁuﬁﬁgmdammfu
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anusiunsaenfuasauma feradanmmuszsnnemsiamanslinussuuamsauma kuteamns
Uimsdamsiidmunliegramnzan wasdesiiunsladedmiiinsmmanunielaiuuds

o

-
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14. Fauaszuudosdinisuimsdnnisnisdsuntasferfunisiawiounisliuing nmsguauiulss
ulsurglumsinvmnuiuasUaenfefiuasauna dunouufofenu viemsmuauisatuaiy
fuasUaenfofuasauna Tnafdaiaszduanudidyuesnsiniussiafifetesuaznisuseidu
anudsegasieLles
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nsanelou wazuanidsudayadisaume

<
3649A

WelvitinsaivaunisaeloukazuaniUdsudeyaasauna Jestunisiilva visedinsuiledeyalnes

Wlésuoygn swdimstesiudetuiinteyalilianudasadedulunudeimun

HSurnvau

319991195g 1

a9 Anudiuasasniudmiunisieansiaya (Communications security)

WYL UR

1.

Y v v v ¥

autye fesmuaulvinsdninuleuy waztuneunsujifivedesiudeyaarsaumaniinig

¢
doans viseuaniguruszuvasaumalivizaumuszAutuANEuayaa sauNA AUTUABUN

UL, NUUA

v @

AUsdudye uazidnvesteya desnuaulviinsdavintennadlunmsuaniufsuteyaansaumasening

i
AN UYARAYSBVIIIBIUNBUDN
Hauassuudesuanidsudeyaasaumadowuanidouiurammsivasnsty Wy Web Service g
Wuluslemoa https

auaszuu deslinistestudeyaarsaumeaiiinisdoansiududoyadidnnseing (Electronic
messaging) LU 9AnU8BENNTadnd (E-mail) 30 Instant messaging #835n15W3eNIATNST
Wiy

dauaszuu dosdosfudeyaarsaumaiifnisuanuasulunsyimndvddidnnseding (Electronic
commerce) fAaTeneNiamesasIsae Woedliinisdelns azdindaqn wielinssilua uie
Toyaansaunagnuilulaedilasuounye

dauaszuu desilestudoyamsaumaiiinsdeans siteuanidsulumsingsnssumassulatl (Online

transaction) teiilviin1sfudsteyaildauysal dedeyaluiian n1siilvavestoya Toyagnunle

Wasuwdas gnihagiival isegnasilaedlasueugyn

1

(9

Huaszuy Aespiuaunsiudsdayaasaumaiietesiuanuianain fail

1 enuliawysalvestoyaansaunanu-de

~N ~N 0~

2 msddoyransaumaRaIavigUanenig
3

nsidsuiUasteyaansaumnalaglilasuougyn
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7.6 mahdeyamsaumanduinldlvllaelailasuouyn
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Wvesdeya wazdauaseuy desdimstesiudeyaansaumaniniswewndsoanssayy Tiinisuily
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n13AUANNTSIIN S

o

ngUszasA
" ielinadhsviadeyaseavnsaaz sz avnalunsuntoswnudy Jesiu mavaeuudasieya uay
AIUANAINNYNABIVBITRYA
HSurnvau
" duasyuy
" Jvesteya
" e
319991195g 1
" e 6 nsisiiadeya (Cryptography)
WYL UR
1. @wesdeya doadrsita viemsldsimindeyadidnvseindvesosdnmuseiufunnuduietosty

aa v

VSN MU EUIINI—NTSAIANUAUVDINTIVANT WA, 2504 LATHUTUADUN SN, A19Ue

&

W

Y

2. Wweweya gauasruu uadlinusssfiRmussileuivmemssnvaruduremneenis we. 2544 Tuns

ihnmdhsianldivdeyaiidumuduasdedd35nisdha Encryption) Mdunesgueanna

v o A

3. Hauateuu dedldISnisinswa (Encryption) Miluanasgiuaina nandesmsldzuuuunisidnsian

P ' v
= =

WAUTUee Welmiulaintuneuis (Algorithm) Alalunisitnswatulinnusiuasaondy fall

Uszlannegua / 3an1sidnsvi inauTidus AN (98191ia8)
NEYLALUUANNINT (Symmetric) AES 256 bits
NEYLALUUBENUINT (Asymmetric) RSA 1024 bits
19 Hashing BCrypt Cost Factor 10 *‘ﬁuvl,ﬂ

Y & aal . A v Y] i Y &
@JLLa%UU ABIUNTIINUNIUVUNBDUIT (Algorlthm) LL?I%V‘TJ']@JEJTJSU@\‘]QQJJLLQWL%Wiﬁﬁaﬂqﬂuaﬂﬂﬁg 1 A3

~
e

walrgaanusasnu igannusiunalasnse

ALaTEUU fesmvualiiinsusmsdnnisnauanidlunisidisia dell

S,
@32y

1 msaenyuasiamsnsgyituaauiniiuinsnistesiuanudasndey

R

2 diefimsasienauasiandunauadu (Private key) msdwauliiuidivengualaenss lngisnis
aendiy
53 msdalilinsAuduiin Log Wemsasindeudmsuianssusing q Mfedesiunsdanmsneyuasia

6. Hldnu msshwianulasadelunsldnunyua dll

6.1 ivnguasialuanuiivaense wu disde viededuiiniivaeasdie warlifilasanunsadniald

q
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delinmsTunayuaansnsae (Public key) inld Aauldiuazdesiigalanugnaesweinyuaans s
Ingapunuiuddwmsensiaaeuiugunulunsiusesninugnievenyuaaisisae (Certificate

authority) Mi@etiolayiniu

mupunsldnusazdaiungualiaenedasiunisinuanududoyaniui svu. dmue
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n1st1gunsaldaudaunldaru (Bring your own device)

IngUITaeA
" flemuaunisthgunsaldiuidendeniedinfssyuuansaumaes s, Aldlunsudmsdans
sruvarTaunaves sl vieufuReul sulu. Mafiiledestusgnaiuiionasifatufussuy
ansaumaves sy, udailetesiulilideyaues swiu. ifian1sslua
HTuiavay
" auaszuy
"l
31989311A5g 1
" vaneil 2 gunsalrenfase suuunamuazmsUR RNuINszezlng (Mobile devices and teleworking)
WU UR
1. fauaszuudesimusnuanifivesszuvljoinmsvesgunsaidiusiieyynliinnideudevieidnis
spuunuasaumaves s, 16 TnsdeadussuudfuAnisilidnats (Obsolete operating system)
wazdalasunisaduayumsldnuainidivewdngdoue
2. douaszuudesinnisifensemnszuuujifnisveseunsaldumiieyyeliithunidonseviednis
STUUNUAITEUNAYDS 3. LARN1SAdTY (Obsolete operating system) #30L91U0INAR A a1l
atuayunsldauu
3. fouasruudesininsnstestuiaud uagnsiaaeunisduian Patch estuvesszuuUfianisi
Wvesnandueidlvinisaduayunsldanu
4. fauaszuusedioygnligunsaifiinsuiuusenisdrfassur§iRnng (rooted/jailbroken) snidousie
MIRLNTTEUUAN TAUNAYDY TN,
5. fauasyuusesutueniaietnevesgunsaidiumaiiihuieusevieiinfesruuansaumeavos sy,
6. flfnudesindilusunsudestutawrinudoulsd sy, dvue
7. fldnudediivhgunsaidiudiiiindueundinduuen Official store uudeudevierdifsssuuay
ANTAUNATOL TV,
8. fldnudedlivhgunssidiusiifadslsunsuazifindvansundendeniodnfsssvauansaumea
09 i
9. flisudesduian Patch vesszuuUfUANsgUATaidudliiTunedudgn Taufeoady
srUUUfURM s veman s slinsatuayunisldau
10. fldnusesduiufnuieutifessuasaunaes s, nnads
11. Eﬂ%dﬁuﬁaﬂamﬁgﬂ Network Access Control agent (NAC agent) #38 Mobile Device Management agent

(MDM agent) @il s, Mvug 1ieAIUANNISIENUAToNBLALNSINASTUUANTAUMAYDY SH.

o

-



48

¥ @

12. nidlgunsaldusgamevisegnuluedldnussandsdauassuulnesiign edansdeyanidaive

Y

Tugunsaldiusveldau

13, JlENUABAINTITTUUATAUNAYDY THY. NTUYBININ S0, Mvua LU VPN
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szuUIANIsYayalenasuazde Digital lasennssalun

(Documents and Digital Media Management System: DMS)

Uszanlasunadl Co — )
gyt
INNLag
USEN






FIUKANITATIRHDUTEULIANTTYaYaLeNa1TUazEa Digital 1asanissalviil (DMS)

1. psadeudayauazuIn1siingIdasiuszuy DMS

YN

aeiu Tolatuu NSLAOUAD NNTTUU
1 mrtacoth.sharepoint.com HTTPS dnulviduaszde Digital
2 mrtacoth-my.sharepoint.com HTTPS OneDrive dwsudnnulnddiuynaa
asUnansnsiedey [ Und L1 Livnd
2. AFIEBUMTIVITUNUNVDITZUU DMS
Taulasesnmssalad_ lasenns
§ Ualdew | dwau | Used
2olATINT URL
YU Teams| Channels | (GB)
Tassnssalnihansdidntu | https://mrtacoth.sharepoint.com/sites/xxx Taf 1 XXX
asUnansnsegey [ Und O] Livnf
3. asvdaulassn1siilalna
y Waldau | awu | dud
YolATINIT URL )
UU Teams| Channels | @39
Tassnssalinanedundu | https:/mrtacoth.sharepoint.com/sites/xxx e 7 NN,
2566

a7UNaN1INTIEDUY

4. psdeuMWsWRLTNIsIanudaya

L1 Und

O lsiund

ASIVADUNUNLTINUNIAUA. XX GB NNUNNIAUA._ XX GB 5188LL38ANUAN

(k@m3 Donut Graph il Used vs Available)

(% < ¥
FUNIIMLAAINANITIALAUUDYA

aUNaN1INTINEDU

L1 unf

O Tsiund




5. psyadeunufinsdaiudayadzau (Cumulative Space Usage)

& e v & 1A = A
‘W‘LW]I?N']‘UWQLLWL@@U WA, N WU W

(L@AY Graph @zausiuLnou)

sUnTMuansiunnsInnuleyadzauveszuU DMS

asUnansnsiedey [ Und O] Livnd

¥ ]
=~ =

6. M5IVEBUUILINNTT MYNUN

FolAsanis HAUAlATINIG g

g

=
=)

U

=)
e

nle (GB)

asUnansnsegey [ Und L1 Livnf

(4@A9 Graph Donut Chart wansUse3Rnnsldnuf)

sUnanIngae Ul IR sIdug
asUnansnsiedey [ Und O] Livn

7. A57982UYTI90 Home Page

(5Uni19e Home Page/Sub-Page 1)

sULanamt198 Home Page/Sub-Page 1°

asUnansnsiedey [ Und O] Livnf




8. avvdeudnsnIsiditietayalasenssalnia

8.1 lasanssalndin

a19u Yo-wlana dlua UNUW
(5Uni9e)
suuanithaensiindedeyalasamssalwdin
8.2 Vasanssal
a9y Yo-UNEANA GG UNuMm

(5Uni9e)

sUnanamhenmsiintadeyalasinissalnih

aUNaNIINTINEDU

O] Und O laiun@




9. AsRHRUIUIULITUTTUY DMS

g lunme_ A Tneudsnaniu
- dnugldenumel AL
- Fwugldaunieguen. AU
(5Uni9e)

sUwansd g ldusTUY DMS
asUnansnsiedey [ Und O] Livnf

10. A32305FIUMTINNMUVBITTUUTANSTRYALaNasUaLEa Digital lasen1ssalniin (DMS)
10.1  9599@9UNSYINUIDITEUY

A51980UNSIILFUTEUU (authentication and authorization testing)

U

asUnansnsredey [ Und O] Livnf

10.2 asaaeulssdnsninnisliuinislunisnevaussnisisenldeu (Response Time) *

MNBWR . * MSIERUSTETAlUNSRaUALRINMSS el nullmSA........ 317 (81918 3 N99)

U

Response Time.____ U1

asUnansnsieaey [ Und O] Livnf

103 amvdeUNsAUgALaTldUTEUUAINAMUA

v

szuufMuaiaLgaa1n15ldau (session timeout) Weldfinsufduiusiuszuu (dle) \lu

SYLIAN 119

U
asUnamsasavdey L1 Unf L1 Liund
N[0 HR5IVAOU
( )
FUT oo Jim”



s
FIBUATIAADUENTN5LIIN9TEUU (Role Matrix)
sEUUsTUUIANTSayatana1suasde Digital Iasanissalwiln (DMS)

AssaluAnvudINIavULIUsT A LNg

Uz ATUNET oo (AIATUT e R 1V [
DMS
g < (MS. SharePoint DMS
7 Y - dna Username
) Administrator)
Administrator Owners Members Guest

WG N1SIUIDeNaIT F - Full, C : Create, R : Read, U : Update, D : Delete

* Administrator : & “%w‘émmia%’mmiﬁm‘é;ﬂ%’mu wagdayaszuu DMS 1ol

* Owners : favsanunsadansavigldnu uasdeyaszuu DMS 14 ()

*Members:  fiiAvisanunsadnmstoyaszuu DMS I (C, R, U uaw D)

* Guest : fiavsannsaiSengdeyasyuu DMS I (R)

M~




seuagunsudstyminaznisuily
szuvInn1sdayatandisuasde Digital lassnissaluiln (DMS)

nssaluAnvudIIavULisUsTwALNng

UszSasaeh oo R 17 R 1YL )
N 1ol . LR RN . Fuiduiiuns nan1sAiuns/ | gandiunis
A1AU | IUNITULLIN o w ALEE o a INYASLAYA o GREPH
JULLN NTITULLAN LLALE 3R 13 LLf’ﬂ@U LLf’ﬂ@U
nuewig) nin1susulsaestugenduasvissyluteaanisaniunis/nsuiluiae
* Uszunnilayn Fildsundaudseaniu ¢ Yssan il
Issues : nsdififFuissudstigmuazutlaneutiymdusy wu maduavinisldeu nsudlotoya Hudu
Incident : nsd@ifiszundnnisteyaienansuazde Digital Iassnissaludin (DMS) iRawmmmsalliunfaudamaliszuus lianansaliuinsld Wy ssuudnnisteyatenansuazde Digital Inssnns
ol (OMS) Tdanunsaliuinisle usiu
Problem : nsaifgldaliannsaldnussuuinnmsdeyaenansuazde Digital Tassnissaludh (OMS) leluunsdiu 1w liansnsaduiindeyals uansdoyaliasuiu uansdoniu Eror Wusu

Change Request : n3gifl sviw. udsweudluszuudnnisteyaionaisuazde Digital lassnssaluiln (DMS) wu iiusneeusng 9 Wudu



FIYUNANITUAYRIINT
szuvInn1sdayatandisuasde Digital lassnissaluiln (DMS)

nssaluAnvudeavuLisUsTwmAlng

U5z ASUNEN e (AIEAIUT ceereeeeeeeerereeresrnnn DU oo sesnaes )
L NANISAIUNIT / uh
5 AUNNU | NU1ELaY . . .. .
A0V Yovoelni s18aLIun AswAly / Janidunisufily ANTUNTS An1uz
Joalnd | Ya9lud .
NANSZNU LaLED
YU o Y




s1891uUNnzfounsndau (Asset Inventory)
szuvInn1sdayatandisuasde Digital lassnissaluiln (DMS)

nssaluinvudINIavULsUsTnALNng

UszaMNATUNEN o (G TTL Lo LY DU oo vesnes
L% s fa 1 [ fa % fa Firmware/ aﬂ’]uﬁ Y v =R
A0 379A1SNSNIEY | End of Support | End of Life ngunIwgdu Usznnnsnaau o - BUuiin
Patch Version ALY
L Y




