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3.10 QauwmauamaaawxmHu‘lmswfﬂ”m‘uaammqmﬂs Maedidnnsating (Electronic Government
Procurement : e-GP) wa4nsutiydinand

311 ffutoiauadoinanulunismenisuindsgunsiinuanulasnisvasszuuiaisunelvdlea
(Next Generation Firewall) ¥ifudausnums msnumungunedwnessdousmmsansiasiu wmhsnuves
$5 S5 mAs viemhenuonuud s, Jefiold Alddiiumudnaiameluszesnailiiiu 5 U dufiviuiity
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Tumsinsanfadenteiauensad sy, ssiasandadulngldndnnusi sasnaunueiay Tned
wauBunde

01 TnButeiaus (Price) fvumimtinuinfutesas 40 (100 AzuwL) .

12  AualasauanTRndulsslovitemheausvnis fvuntutininiuiesas 50 (100 Azuuw)
Fasalud

val v v v
- NENTUYRIHBUTBIAUD Saway 5 (10 AsUUL)
AIURINTIUNANURAEYAANVBIHAIY

- WHUNMSALIUIUISUY Jowaz 5 (10 AzW) -

forsananusuauiiaudaaudedes dianssuaseungy

anursoanduaumuunuliussad muneeeslasanisniely
sguzaimualy

- AnanURiamAile LLaxﬂmauﬁﬁwmﬂﬂﬁmé’{uq fifuuselevide | Yovas 40 (80 Axww)
NUIATINIAINATIVEY THU.
anauTFvnameaiiafannsoTaduliuncls swinaading
waladue

4.3 USMsuaamsureimuauiviinviniuisuas 10 (100 AsUUL)
- AININTEEERAIMITUUTEIUANNTITAUNHT DY Jouay 5 (50 AvUWUY)

- WAITUIINTDANAITEAUNIST IR US NS (Service Level | Sasay 5 (50 AzUUY)
Agreement : SLA)

5. [eulvwazderouunialy

51 fiudeiauesasdmivdeudsiinsdusumusmisuagliuinmiefugunssiuasseuuiiaus
tie 6 9nian vievnaesanlulssmelve Tnefesenlitosntutawust ussnivieduiationy
Tiifiu 90 Fu (fdutn) Tudaeniufieensudeiuiidudoaue Tnevsdsuudiumdngunndeuduns
Budoraue

52 futerauesesdidmihidiimnuifussuuateinedeastoyaluseiuesdng Wieihwihileanuuy
fnsagunsnl TnglalliiAntamvieransenunessuuiadotiendnuas svu. Taeiflufuses (Certificate) CISSP
(Certified Information Systems Security Professional) ag1aee 1 au uazlususasdinanedslinuneny
o Juitdutieiaue Tngasfesuuudnumdngmsnwioutumstudelaue

53 guasaithiausseaduvea agluanmilldenldd Wusuigiegluatenisudn (Product Line) uag
foaduvesdmifiliwegnldansntou susrasliigmimiuiuugsanimlu (Reconditioned u3o Rebuilt)
Tnsasdnauuvdumang i ldsunissusesandudnvisanvvesfndalulssmalneumauiunis
Hutolaue
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541  sedldsumssuseunasgiumuasadevnalnia aumnsgiuainanUu UL v3e EN vide
, IEC Iiuaenaion
502  #edfumsiusesnasgudtudanadon FCC vize CE w3 RoHs vialitouiin
55  gunsaifliauerasinaautinssny Catalog w38 Brochure voau3SvgnanTiauetonuisnatn
Tnefissuundn uas/meesdsznoundn Alilduseney uaemiednudas Welfiamzdudaiauanssd Taugdu
Toiduansdassyfvouasy uasmdndsiiaue wiouiwosl Catalog w38 Brochure iTmdvls w3avh
wisoamne wiewhiemfuguninifiausly wasdmhmsuSeuiisuauantiveudasihdestredaou Tny
wisuuuduuminguumisuiunisiudeiaue
56  gunsaifiiauesesannsaldeuiussuuliiii 220v AC 50Hz asanasgmvesinglalnglifosld
gunsaiudasszuulvih uasudnlwilwesgunsaimnmensaseaduniin 3 1 Eundmivanei)
5.7 gunsalshwiamudaenitvasszuuinsatigindiaa (Next Generation Firewall) iesatflu Gartner
Leader Quadrant s Enterprise Network Firewalls U 2018 #3alusinia

6. dermunnmAnuz
6.1 fyuzmsdudoiaus (une) desdnungunsaiinummasnivwesssuuinietislndaen (Next
Generation Firewall) wioxiings Stuavlaitosnd 2 yn Tnefianudnunsegatouofinindeil

6.1.1  Jugunsal Appliance frsnuuuindmiuinnmnaenieveaniatielaams

6.12 Jugunsalhwiauuasndeyszinym Next Generation Firewall (NGFW)

613  lan1inenssuwuu Single Pass wazin1svinenuves Control Plane uag Data Plane 7
wenaandniu wiaidugunsaliidl Security Processor Unit (SPU) wiafiiisuwiriiledy
masenuuunetieatussuueIetelniany

6.1.4 3 Application Firewall Throughput liaani 6 Gbps

6.1.5 il Threat Protection Throughput liasnii 3 Gbps

6.1.6 mmsmm%’Um'sﬁamialﬁqaqﬂ aifasnia 2,000,000 n1sideusa

6.1.7  atusasessuniaid auseluy (New Session per Second) lélatiaenia 84,000
mMsveusa/Aund

6.1.8  fiwasn 10/100/1000 Wuu R-45 n3afindn hivesnin 12 wase

6.1.9  dlwasn 10 Gigabit Ethernet wuu SFP+ litiaandn 8 wadn

6.1.10  Siwesm 10/100/1000 13dwSU Managerment wuu Out-of-Band litiaenin 1 wesn

6.1.11  @wnsavia High Availability (HA) Wwuu Active/Passive Wag Active/Active 1o

6.1.12 i Storage wuu SSD laieunin 240 GB

6.1.13 & IPSec VPN Throughput ldtiaena1 3.2 Gbps wazseiu VPN Tunnel lidasnin 4,000
tunnels

6.1.14  a1m1savinaunuy SSL VPN Taeanunsaldeu lalddesnda 2,000 Active Concurrent
Users

6.1.15 aunsaldany Client VPN (Remote Access) Tnerasfinnuaunifagtioeduoluil
6.1.15.1 31 Application ﬁmmmwmumuszuwﬁﬂ’ﬁmi Microsoft Windows, Mac

05, I0S uag Android I# Tne Application fana1asenduf waiisafufiu
gUnsaifiiaue
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6.1.16

6.1.17
6.1.18

6.1.19

6.1.20

6.1.21

6.1.22
6.1.23

6.1.24

6.1.25

6.1.26

6.1.27

6.1.28

6.1.15.2 @130 Integrate AUS¥UY Authentication Wuu Multi-factor Authentication
(MFA)

AU (Encryption) wuu 3DES, AES (128 bit, 192 bit, 256 bit) LaysaIsunIsg

Authentication Wuu MD5, SHA Téiusenaioy

dnsansI9aey Traffic MdnsaLuY SSL (Inbound Wag Outbound) was SSH 16t

aunsndundeyafignaensia (Decryption) uazdwisl¥gunsaidunsaeaeuldrin

Mirror Port vaswsigunsalla

AU130TBITUNINTFIUNTTHNAIUANG wasiolUil VLAN (802.1Q), NAT, DHCP Relay,

Dynamic Routing (OSPF v2 and v3, RIP, BGP), Multicast Routing (PIM, IGMP), Syslosg,

SNMP (V.2 and V.3) |

annsavhauludnuue Layer 2, Layer 3 n3a NAT/Route Mode, Transparent Was Tap

Mode %38 Sniffer Mode 1@

a13130v NAT (Network Address Translation) 141

@u150vi1 PAT (Port Address Translation) 161 :

ansonaavdaug ey (User Authentication/Identification) iuszuu Microsoft Active

Directory, LDAP, RADIUS, Microsoft Exchange \uee1atian Lﬁ‘a‘l‘ﬁ‘lumim’maaums

i ldaugunsalla

annsanuANnslda Application @ldifaendn 1,900 application lneasaunguils

ngu Application #1147 Wi Files-sharing %38 Storage/Backup, Encrypted-tunnel N30

Remote Access %38 Proxy, Gaming, Instant Messaging ¥13® Social Media, Internet

Conferencing w3 Collaboration wag P2P \luatiaton

annsnvi Application Level Gateway (ALG) w38 Session Helpers dwiuluslanea i

FTP, SIP, H.323, RTSP, Oracle/SQLNet/TNS uaz MGCP liiluaghutioy

4115011 QoS WUU Guaranteed, Maximum Wag Priority Bandwidth Tnafmuaulsuneg

nN13%1 QoS (Traffic shaping policy) M4 Application, User, Source, Destination,

Interface uaz IPSec VPN Tunnel ldlduageiiey

anansafvun Virtual Router %38 VRF Tdhitisundn 10 4n wazsneiu Security Zone i

taenin 60 Zones

ﬁisuuﬂadﬁuﬁﬂﬁnmu (Threat Prevention) lneil IPS, Antivirus Wag Antispyware (138

Anti-Bot) Tnpanunsnsasiu Throughput litfasnda 3 Gbps illailiavihaunieufiu wasil

anauiRedaliaedraluil

6.1.28.1 a1u150n5295unasya3fu Vulnerability Exploits, Buffer Overflow n3o
Evasion Techniques WuUU#® 147, DoS/DDoS, Non-RFC Compliant Protocol,
Port Scans, Host Sweeps nio ICMP Sweep, Malformed Packets %o IP
Protocol with Malformed Option, IP Defragmentation % 59 IP Packet
Fragmentation Wag TCP Reassembly %358 URL&HTML Obfuscation a1 Uu
pefey saviaannsnUuAgULUUTeseanA (Custom signatures) e
AIUAIUADING
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6.1.28.2 annsntasiu Malware Ussiananeg loun Virus, Spyware, Trojan uae Botnet
Tiusthaies
6.1.28.3 awsansavdunazUasiu Virus vuluslapea HTTP, FTP, IMAP, POP3, SMTP,
SMB gt '
61284 @150%1 DNS Sinkhole 3@ DNS Filter 1 a3 un15L418 Malicious
Domain wagithseFefldntinsFenldnulugs Malicious Domain
6129 @W15A¥I9IULUY URL filtering vusagunsells Tnefinisuvaivledeanidungs
(Categories) wagansanvun Whitelist uag Blacklist 10
6.1.30 aansatdesfumadrfaiulediliouynlnemeden siwma Search Engine Cache (L'au
Google cache) wag Translation Site (14U Google translate) ) 16t
6131  awnsadesfunsuanaaiiioniiliivunzay (Adult content) 99NN1FUMIVL Search
provider 1&n¢ 19U Google, Bing Was Yahoo (¥usiu
6.1.32 a'mmammnﬂismmaa‘lﬂﬁﬁaqnpm’tﬁﬁm'mswum‘%‘a*zhalﬁﬂwﬁammsnﬂaaﬁ’umi
Hilvavesdeyasananszuuiaietne 1wy wneaudnsiasin uazaunsaaieguuuuns
ATRvulAmINAINRBINTS
6.1.33 @w1sauinisianisaunialuuy Web-based Management (HTTPS) Uaz Command
Line Interface n
6136  annsafiudeyanislénu (Logging) wieanunsads Systog Winiugsgunisineuenls
6.1.35 @1u1508371951897U (Report) @149 19U User Activity Report, Application Report,
Threat/Attack Report, Bot-net Report, Anti-Virus Report, URL Filtering Report Ty
attio Tneaunsniinisusunsesiea (Custom Report) uagdtaen (Export) lvieglu
JUuUY PDF, XML uag CsV ldiluagretioy Wiﬂii)xﬁ‘uﬂﬁ‘W’N"ﬁUS’mﬂuﬂinUUﬁlGlLﬂ'U
mauams‘t«ummwaasqmamuﬂsvm‘wmaq n
6.1.36 i Redundant Power Supply WUy Hot-swap %38 Hot-plug 8eiatiae 2 g
6.2 N‘U’IFJGIEN-’\]ﬂWﬁ"UUU‘i‘Viﬁi}ﬂﬂ’\‘iBUﬂ‘imiﬂ'tﬁ’]ﬂ’)'m‘daE)ﬂﬂEJUULﬂ‘S'O'U’IEJﬂEHJW'lLWEﬁLL‘U‘Uﬂ‘LlEJ‘S’J:J
(Centralized Management Firewall) Sruulitesnin 1 szuu Iﬂaavmaammauumamauaﬂmaﬂﬂmmu
621 Juszuvluguiuuees Virtual Appliance %38 Software waamwuamwammmﬂms
gUn30i Next Generation Firewall fiaueanhulasenisil Tneaws
622  amnsaseedugunsal Next Generation Firewall l@litfiaend 8 gunsal
623  annsoaine Configuration Template 16 wazAvualivitn1susuyse (Deploy) luéa
gunsoifiausls
62.4  awnInUIMIIAMISMIuTesaUnTal Next Generation Firewall niaueld
625 awasaiieusafugunsal Next Generation Firewall fiiauasiulusinasa SsL w3e
Wiguwin
626 @nunsansavdaunisuilonieidsuuiainisnean (Configuration) vasgunsal Next
Generation Firewall Toi .
627 @150 Upgrade Firmware 4838 Unsal Next Generation Firewall 1o wazaiunsn
fmuaailunis Upgrade 1ot
N
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6.2.8

629

6.2.10
6.2.11

6.2.12

6.2.13

6.2.14

annsaRguimnuvesauasyuy (Administrator) Ingldgiudeyasin Local Database
waz RADIUS Isifuatatioy
aunsafmuadvsuassyauanud i binudauaszuule
annsnuimsiamsgunsaling Web Interface uaw SSH Id.duseaties
annsaifengasuleyaves Data 'lusULLuwaqn‘mWWﬂ"Lm T.ﬂEjmm'smhmmaswmumu
151491y (Custom Report) way Export Megluguuuy POF ldiduaewiay wiausta
ansanaailumsdTenuEg Email 16 Tmammmmiwmumﬂ Wedhatloustail
6.2.11.1 Top Application, Application Categories
6.2.11.2 Top Source, User, Destination
6.2.11.3 Top Threats, Attackers and Victims
6.2.11.4 User Activity Report
annsoiudeyaasasaeniiameiaingunsel Next Generation Firewall agtiosil
6.212.1 awnsadaiiudeya Log lufaenda 5,000 mansaidadund (Log Rate) uaz

annsodafiuteya Log Litleandn 25 GB sty
6.2.122 @unsavh Forensic Analysis Inenssiusauwazdnnsasmgmsalandeyala
62123 awnsaivieyaaraseesiiameifeieluills

® |P Address Auna (Source IP Address)

® P Address Uatenna (Destination IP Address)

® Service Port Yanene (Destination Port)

o Juuariia1renisiieusi

o dofldruilafimsszysau (Authentication)

o Application A4y
6.2124 annsauansdeyanisldauuuy Real-Time uag Historical 1o
6.2.125 annsndundayates Log fisemsld
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