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lederiusosiiongliiifiu 90 fu (Fauiy) Tudaniufleenuiviufitudowue lngagaaauuudnumangu
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52 fiuteauesedidimihiiffienuiiussuuiesetedomstayalussiuasdng iavhmindleanuuy
Ansagunsal TngliliiAndymuienansenusosyuuiniatendnues s, Tneiflususes (Certificate) CISSP
(Certified Information Systems Security Professional) ageas 1 au waslususesdenansesdilivuneny
o JuiBudeiaue Tnsassauuudiumdngiuumiensuntstudeiaus

53 gunsaiinaussendureu egluanmilionléd duiuiidieglumenisdn (Product Line) uay
sonduredlmifiitegnlfaumndou sauisaslignihunuiulssaninln Reconditioned w3o Rebuilt)
Tngazdsanuvdnumdngiuildsunissusesanguaanioauivosindnlulsemalngunautunis
Jutolaua

54 gunsoiithiauesesldfusesnanmeanasguiifendestundnios fil

54.1  deddiumsiussanmsguanudasademaliia musnasgiuainaantu UL w3e EN vse
IEC IoiTustaioy
542  dedldsumsiusennmsgusudannden FCC viie CE vido RoHs vidaifisuih

55  gunsalflauesesdinmand@nsim Catalog v3e Brochure vasu3sinanfiiauswmenuiiomarn
Tneilsyuundn uar/viossdusznaundn Allduszney ues/viefaulas oldiamsiudeiausndall Tnodiy
Yoiauovzdessrydvisuazuvasndnineifiiaus wieuriawosd Catalog wia Brochure Admduls wiavh
wsenany wiewhdemiugunsaifiausly wasdavhmsalisuiisunmaifvourasideesnedaa Tay
szdpsuuudnumdngunmisuiunsiudeiaus

56  gunsaifijauesessunsaldauiussuulnia 220v AC 50Hz mumnasgvesivelilnglidodld
gunsniudasszuulni Ltazﬂg’ﬂlw“ﬂwmqunaaﬁnnswnw%ﬁmlﬂumﬁm 3 91 @ndwmiuanedi)

57  guniniinwanudaenderesssuuiaietnelndaea (Next Generation Firewall) finsagly Gartner
Leader Quadrant ¢u Enterprise Network Firewalls ¥ 2018 wiSalyminin

6. YarivupRuanwLL
6.1  fyuznistudeiaus ({110) Aesdanigunsaiinueulasnsisvesszuuiaiatislndoa (Next
Generation Firewall) wioufinds Sruulsiviosntdr 2 Tnefiaudnvaeshatosviefnindal

6.1.1  Wugunsal Appliance Mosnuuuindmiuinmarunasnsuveseiotelnaians

6.1.2  Jugunsalinwanuvasasiuyssian Next Generation Firewall (NGFW)

613  Idan1Umenssunuu Single Pass uariin1svienunes Control Plane wae Data Plane 7
wNBBNIINAY w?mﬂuqﬂﬂmﬁﬁﬁ Security Processor Unit (SPU) w3afiifieuiiniilasu
mseenuuuIietiasiussulInTet e lngiawy

6.1.4 & Application Firewall Throughput laitisenin 6 Gbps

6.15 1 Threat Protection Throughput Litiesnia 3 Gbps
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6.1.6
6.1.7

6.1.8

6.1.9

6.1.10

6.1.11

6.1.12

6.1.13

6.1.14

6.1.15

6.1.16

6.1.17
6.1.18

6.1.19

6.1.20

6.1.21
6.1.22

mmmsaﬁumn%amialﬁqqqm Taitfasnin 2,000,000 nsidausie

a1u1503095un15id euralual (New Session per Second) Ll asnia 84,000

nsleuse/Aud

fiwasn 10/100/1000 wuu RI-65 wiednin lddeenii 12 wesn

fiwadn 10 Gigabit Ethernet wuu SFP+ liltiaenin 8 wasn

fiwasm 10/100/1000 13dm3u Management wuu Out-of-Band lsdtfeendn 1 wosn

@7313091 High Availability (HA) Wuu Active/Passive Waz Active/Active 14

il Storage wuu SSD laitlesndn 240 GB |

11 IPSec VPN Throughput Litfeanin 3.2 Gbps wazsoasu VPN Tunnel hitfeenin 4,000

tunnels

#1507 9ULUU SSL VPN Taganunsalderu tatiuaenin 2,000 Active Concurrent

Users

anunsldanu Client VPN (Remote Access) Tnedasfinaasifatnstioasaluil

6.1.15.1 i1 Application fianunsnldarusussuuUfi@nis Microsoft Windows, Mac
0S, I0S uag Android I#f lae Application srenaifeadufwaifsatudu
gUnsalminaue

6.1.15.2 &14150 Integrate TUSZUU Authentication wuu Multi-factor Authentication
(MFA)

amnsadnia (Encryption) wuu 3DES, AES (128 bit, 192 bit, 256 bit) uaz5035un1s

Authentication wuu MD5, SHA IdiTusdatioy

asaRTIIaey Traffic Mdhsawuy SSL (inbound waw Outbound) waw SSH 16

amwsaﬁmuﬁagaﬁanaamﬁa (Decryption) wazdsralvigunsald unsraaeuldsiiu

Mirror Port wessiagunsalld

A1UITOTBITUNIATFIUNITVNAUR G wapolu VLAN (802.1Q), NAT, DHCP Relay,

Dynamic Routing (OSPF v2 and v3, RIP, BGP), Multicast Routing (PIM, IGMP), Syslog,

SNMP (V.2 and V.3)

anunsavinuludnuuadmaluila
® Layer 3 ¥38 NAT/Route Mode
® Layer 2 %38 Transparent Mode

® Tap Mode %38 Sniffer Mode
#@11150%1 NAT (Network Address Translation) 1&

@11150%1 PAT (Port Address Translation) o1

/6.1.23 @u130...



6.1.23

6.1.24

6.1.25

6.1.26

6.1.27

6.1.28

aunsansavaeulday (User Authentication/Identification) fussuu Microsoft Active

Directory, LDAP, RADIUS, Microsoft Exchange iusgatiay iieldlunisnsiaasunis

wWinldugunsalls

amnsanuRunsldau Application Tilsitfasnds 1,900 application lneasounquis

n&y Application 5199 lAagetey fail

® Files-sharing %58 Storage/Backup

® Encrypted-tunnel #58 Remote Access %38 Proxy, Gaming

® Instant Messaging %39 Social Media

® |nternet Conferencing #58 Collaboration

® p2p

amnsavin Application Level Gateway (ALG) %38 Session Helpers dwiulusiansa wu
FTP, SIP, H.323, RTSP, Oracle/SQLNet/TNS uaz MGCP lailustnstioy

#@13750%1 QoS WUU Guaranteed, Maximum Uag Priority Bandwidth lnafiwuauleune

N131 QoS (Traffic shaping policy) @14 Application, User, Source, Destination,

Interface waz IPSec VPN Tunnel laifluagraiae

ansanivun Virtual Router vise VRF lalitdeendt 10 ya uavseedu Security Zone

$ounI1 60 Zones

fisvuutasiudsanaiu (Threat Prevention) Inedl IPS, Antivirus wag Antispyware (158

Anti-Bot) laea11505895U Throughput laitfeeanin 3 Gbps wielaviaumsauiu wagdl

AuanTRagasnsialUil

6.1.281 awnsansiaduuaztesiuduananuliodneion fail

s

Vulnerability Exploits

Buffer Overflow %38 Evasion Techniques Wuus1e9
DoS/DDoS

Non-RFC Compliant Protocol

Port Scans

Host Sweeps %38 ICMP Sweep

Malformed Packets 38 IP Protocol with Malformed Option
IP Defragmentation %38 IP Packet Fragmentation

TCP Reassembly %38 URL&HTML Obfuscation

uisasndiuudsgUnuuvesdeanaia (Custom signatures) lamniuaanu

fBaNg
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6.1.28.2 @wnsnUesiu Malware Uszinnsnes laun Virus, Spyware, Trojan wae Botnet
Tadustratfon _
6.1.283 @unsonsiadunaslastu Virus uuluslnasa HTTP, FTP, IMAP, POP3, SMTP,
SMB et
6.1.284 @150 DNS Sinkhole %58 DNS Filter i eUaafunsidds Malicious
Domain wazihse3egldatnnSentdanlugs Malicious Domain |
6.1.29  @1u13avinaunuy URL filttering uudagunsalld Tnednisuvwivledesmidungu
(Categories) wagaunsnnvum Whitelist waz Blacklist ¢
6.1.30  awnsodesiunsiidaiuludilioynnlaymmaden Hiunse Search Engine Cache (it
Google cache) way Translation Site (191 Google translate) 16t
6131  annsndeatunisuansuaiiomiilivanzan (Adult content) InMsAuMUY Search
provider &n9 1w Google, Bing uag Yahoo \{usu
6.1.32  aunsamuanUsziamvedlwdfieygymlidsinuszunaetisldsuianmnsotestunis
Hilvavesdeyasananszuuiadetis Wy mneudhsiasin warasasgUiuunIg
ATIULARLANADINTS |
6.1.33  @un5auinsinnisgunsaluuy Web-based Management (HTTPS) way Command
Line Interface 161
6.1.3¢  awnsaiudeyansldeu (Logging) vseanunsods Syslog ludmifiudgunsalnnsuenls
6.1.35  @10150@31937897U (Report) #1399 19U User Activity Report, Application Report,
Threat/Attack Report, Bot-net Report, Anti-Virus Report, URL Filtering Report Todu
atetiey Ingaunsaviinisusuusesneau (Custom Report) uasdsasn (Export) Tegly
JULUY PDF, XML uaz CSV ladustnaios niosesiunisviinusiuduiuszuudaifiv
foyamslinuioadnenuussinnengg 1§
6.1.36 I Redundant Power Supply Wuu Hot-swap %38 Hot-plug atinstoy 2 0
6.2  Fuwissiamssuuuimsianisgunsalinwmanudasadounaietisasuiamesuuugudsiy
(Centralized Management Firewall) Swaulsitfosndn 1 seuu Tnsazdesiinuautiosaiosviarntissil
6.2.1 Lﬂusswiugmmwm Virtual Appliance %38 Software feanuuudiauinsdanis
gunsal Next Generation Firewall fiauaunlulasinisil lnsiawny
622  @ansnsesfugunsal Next Generation Firewall laldtipandt 8 aunsol
6.23  @w13naine Configuration Template 1o wagrimualivinn1susuuse (Deploy) Tuda
gunsaliauold
6.24  awnsauimsdanmsmavinuuegunssl Next Generation Firewall fhitiausls
6.25 @unsaleusiaiugunsal Next Generation Firewall Anausriuluslnaea SSL u3e
Wiguwin

/6.2.6 @a11150...°
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626  awnsonTeaaunsudlunieiudsundainisnen (Configuration) us3gunsal Next
Generation Firewall 161

6.27  @1m130 Upgrade Firmware Y848 Unsal Next Generation Firewall 1 wavaiunsa
AmuaIaluns Upgrade o1

6.2.8  @wniafigainuvesguaszuy (Administrator) Ineldgiudeyasin Local Database
was RADIUS Iilluatinstioy

629  awnsammuaivsuayseauauddglvitudquassuule

6.2.10  anunsnuIMsIan1sgunseliiy Web Interface waz SSH laidusgatioy

6.2.11 awnsadengaguieyaves Data Tusuuuurasniwilald lnsanunsausuwdssenumy
n5l497U (Custom Report) war Export Wegluguuuu POF leiduagnales wiouis
annsamaaiumMsdssenurty Email 1 Tasanansavhsenushey Weghadessl
6.2.11.1 Top Application, Application Categories
6.2.11.2 Top Source, User, Destination
6.2.11.3 Top Threats, Attackers and Victims
6.2.11.4  User Activity Report

6.2.12 awnsnduteyaasnasaenitimesainguninl Next Generation Firewall sehatioedil
6.212.1 anansadmfivioya Log Litfeundn 5,000 wmgnisalsedunil (Log Rate) uay

annsadaiufeya Log litiesnds 25 GB sefu |

6.2.12.2  awnsavi Forensic Analysis TngmsmusiuiazAnnseangnseiRindeyals

6.2.12.3 EmmaLﬁu*’z’fagaﬁﬂa‘mauﬁama%ﬁwialﬂ‘fﬂé’
® P Address Aunng (Source IP Address)
® |P Address Uangng (Destination IP Address)
® Service Port Uananna (Destination Port)
e fuuazawensieuss
e Foildaudlefinsssysinu (Authentication)

® Application e
6.2.12.4  annsouanstayanisidauuwuu Real-Time wag Historical 16l
62125 awnsafumteyaves Log daanisle
6.2.12.6 @W150a31959897U (Report) Tayavngunsal Next Generation Firewall It
6.2.12.7 awsafimuadvitazssiunmsidiiedeyalitudauassuuld
6213  nsdifbiannsainwdeivuai 6.2.12 IWaelussuuyaidioaty freezdesaus
gunsalvSessuuilanusavinldnnuderimundana

< o v d L %4 a 2
6.2.14 &’,U‘UVIUWLﬂUE](F\?NL{jUEJME]LaEJ'Jﬂ‘U 18 6.1
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6.3 HueResdam Software Module Miflaanuanunsalun1svia Security Inspection %38 Decryption
§1m3y SSL/TLS Traffic %14 Inbound uay Outbound vo4gUnsal F5 U Big-IP10800 $1uiusy19ties 2 yn
TnefinmantRethaiosviefninail

6.3.1  @wnsavinuuu Hardware SSL Wazil Throughput laitieenin 40 Gbps bulk encryption

6.3.2  @130vi1 Deployment Modes IugULLU‘U Inline Layer 3, Inline Layer 2, Web Proxies,
Explicit/Transparent Proxy, Receive-Only wag ICAP-based dlusgration

6.3.3  awsald Algorithm 3o Cipher Agility uuu GCM, ECC, Camellia, DSA uag RSA 1éiilu
atnvoy

6.3.4  a@1u1305833U RSA labidaenin 80,000 TPS (2K Keys) uas ECC lelitiaunin 48,000 TPS
(ECDSA P-256)

6.3.5  @11589935U SSL/TLS Protocol wuy TLS1.0, TLS1.1, TLS1.2 way TLS1.3 leiduseng
Ut

6.3.6  seafun1sldanu URL Filtering Taufi g1udoyalit 8v1n135n584 IP Reputation uas
Geolocation 161

6.3.7 @1u130%1 Dynamic Service Chaining lag@1u15av1 Service Insertion, Service
Monitoring, 4 Load Balancing lailusesles

638  annsavimsiinsiauaznonsia (Encrypted Traffic and Decrypted Traffic) Tigunsal
5"14"'] LU Next Generation Firewall, DLP Scanners, Web Application Firewalls (WAF),
Intrusion Prevention Systerns (IPS) wag Malware Analysis Tools 1@

6.3.9  @w1TaLaAINg SSL Analytic ﬁ'mmmu%’uLﬂﬁhaugﬂuwn'ﬁuamwa (Customizable
View SSL Data/Statistic) luguuuunsam Chart, a151¢ (Table Capabilities) ua Timeline
e

6.3.10  @WIDLARINALA 8A51951897 (Reporting) WAZAIAINITEBNIIBIY (Automatic
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