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YauwAraInuiinssihwuardanusauiluszuuUsTRIaNauas AT
dayaanIalaivenisuinsausaluin (Video Analytics) UssdntUauussuna 2567

1. wenauazAnuI

seUuUszananauaz AL oy aanialewi omsuTmsnusaliiia (Video Analytics) wo 9 9.
Usgnausiy seuuns93uluni (Face detection) seuutiudnuiugl¥uinig (People Counting)
wavszuunsaduitensideusasus (License plate recognition) fin1sldsuseiiioinaen
24 s nsludruvesiasenissnlniiansaduivunaldinisiananseunguaniisaluii
6 a0l Usenaumy anilgvzans annivieving aonfaud ausssuwisUsemelve aniinsesu 9
aonilinysys wazannlayuin s1udeinsvensaaiani1n suu. wazlasinissaliiransanss
fyssauldviinisfnsssuudumsndnualuesyana (Appearance Search) Wiy Tnsasauaqy
andsalniin 4 aondl Yszneudie annilvnyu annilndadng aninsensiaisisuay uazannd
namundlug) Fsdndudeainisuiuuss qua uaztigednw Weliszuuyuszaanan dnnumson
wazanunsaldsuldednssieiies uazfiuszdniam ananudsudesnnuidenoainszuy
uargUnsnifienaiinduls

2. Inguszend

FamiFuinsiuimstnsshvitasdenusuudly ssuvdssnanauayiiansiteyannidledie
msuUsmsnusalii (Video Analytics) Wilanamdenliusnisideswaiiemannnan uazsessunis
uAladmananmmasunmees dge wasdemeiionnasfntuld

3. auauvRvesiudaiaus

3.1 danuanunsaeungvng

32 liduyeraduazane

33 ldegsgwiadniang

34 lifuynnadeegseninsgnsziunstudeiauenievindyaniumissuresiglitansm
iosonidudiilinunaminisussdunanmsu foReuvesiUsenounsausueuisguniinns
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fdanns nesumsdiams fuims gRnntlunsiiduenilufsmsvesifyaaadudas

36 femaudRuayldidnuusdosiunuiiauznssunisulovienisdndedadnauagnis
UImsann1asgimvunlusnsfiaayuny

37 Hudfyana glodnduhenuivssmanaideiiussmeanadidnvseinddingn

38 lifuifinausslonisuduiuiiuteauemeduiihduteiaus liunnissalufivuds
wasuwiisendalng o fuuszniadsemesadidnnselind viglidudnsevinisdwdunis
FnvanmsutstuegiadussalunsUssmnnadidnnsetindaded ol 0
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3.10 udelauensutaausluzuuuuves "AansTiue” deslinaaudisiadl
nsdfidennas fvualifidrudselameniadufdisundndwdn donnas
AgfoiinIsmvuadnduntng wazanusuiaveuluuSunnu 81909 vieyaf1nudyy1ves
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nsdifidennas Amualifidrsmiselanendadudidrsuvdndvanianissiud
duseslinaruresiidriwimdnmofeniunanuresianissmdiidudaiaue
dmsudennass Alilaimualiiidrimdseladufidrmdvan fidrsmmnse
wdesinuaniRnsudunmudeulviifmunluenanadyyou
311 fiuteauadesamadoulussuuindodadnaniaisiedidnvsednd (Electronic
Government Procurement : e - GP) ¥ansutaydinans
312 fudeiauafesldunisudsieangudn viodunushenielulsuna fsanuse
Tsusnsndanisune sawfensdamaeunsalifiuduiiousuugaszansaw neliadosmang
3 Avigilon TnegfEudalausazdesiiionansivsesnslasumsatuayumshumada wazsioad
yifsdesusesmslafuussiiifeny iy 180 Tu dunniufivenauisiuiiudeiaus
3.13 fudelauesosiuszaunsallunuiiierdesiuszuuyssinanaaziinseideyasnn
Ate (Video Analytics) atstiaednuau 1 dyan Wnedyarwedayaliteendt 2,500,000 v (@oswnu
viuauumiow meluszeznaliiiu 3 3 duiviuitudeiausyssmnnadidnnsedngd andau
53 mhesumungrneishessdsuumsnsnisuiuiu $5auie emhsnuenvud
. Wedteldl nefdudoiaueazdosuuudundygriniuansindudiivszaunsalluiiioados
fusruulTsalanaLazIATIeidoyaa1nisle (Video Analytics) saufedasuuudiuivaulun
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314 Jiudeiauedodlyadrgnivesianisdulumudoulade 1.1 - 1.2 vewmidede
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nA(NI3) 0405.2/9124a93u 1 TurAN 2566 1509 Lwnuualunisisesanisuiaauniy

Ty ez smvunauaudRvesilanstudeLaue

4. waulvwazdaniviuaniid

4.1 JBudaiausdod Call Center vise Website Felfidutowmnssuudadaymeing q Fee1a
Naduldnaon 24 F2lus Miduvesmuesdustnaios

42  giuteiausseailidmifvinauuizsnwmssuundeeaste lidesndt 3 au Aldsu
Avigilon ACC Certificate 91n97198INARA 91 Avigilon lnanss
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43 fiuteiauedesdidmirifinanuiigedne fiunisousunmsufoRnunieluaand
solnfuasyfURnuszleutetedures USEn mMesuuazsalningunm 9170 () dvun
wazdoslisuluaynynidu Person-in-Charge (PIC) F3anunsaveianans Work Permit 910 U3¥m
naukazsaiihngann e @) waglisveyywivjuRnuaigluaandsaliiumiuag
MeANsvIAa UaraneaassiussIl Mevdsnndildfinisasnudyauds egeon 2 Ay

4.4  nsfifinensleianain vsennvauludiuvesteinuala 9 dewalieiudisngsnm
uazgonuruA lusrUUUsHnanauaziaT et eyani el onsusvsmusaliia (Video Analytics)
Usgineudseuna 2567 lanaunsavilanuaiiudesnisves sy, Wieuanusuiingeunes

Y% ::4'

U149 NRpIandun siialinsemuaudaan1snnig swy. lenvuald lnglufneltsaiedule

o>

LA

5. 9UlUAYaIUIU1 39N w1 sTuUUsEINaRauAE Tz d oy aan 3 A lai ansuI NS
salwiln (Video Analytics)

51 naednsviedieasla (CCTV) waraunsainiedag

51.1 napdmsnA995Ua Useunm IP Fixed Camera
dusulasanissalniranewmausvueea

fvo Avigilon Ju 2.0C-HAA-B1 $1uau 21

dusulasenmssalnihatenasesusssu

8 Avigilon Ju 2.0C-H5A-B1 $1uau 16 90
512 NaansiiAi9asUn Usean IP Bullet Camera

dusulasanissalnianewndusvuena

f9e Avigilon u 2.0C-HAA-BO2-IR-B f1uau 11 ¥
dmiulpsanssaliihaivaasssvsssy
8o Avigilon Ju 2.0C-H5A-BO1-IR d1u7u 28 Y

513 nNapdmnsnAL995Ua Uselnn IP Dome Camera
dusulasanissalwiranswausvuena

890 Avigilon Ju 2.0C-HASL-DO1-IR 17U 25 9
dwmsulassnssalniavasessusssu
v Avigilon Ju 2.0C-H5A-DO1-IR U 16 YA

5.1.4 napsteaiunasdmsiaueasln

dwmsulassnssalnihareiadusvusaa
f90 Avigilon U ES-HD-HWS-SM 1w 21
dusulasinmssalnihaisaasssusssu
8o Avigilon Ju ES-HD-HWS-SM $1uau 16 90
e
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52 ipsesmsufiameswitnsuazeunsaifiiendestunisussananassuy
521 pSesneufinmesudtisdmsuszruunsiadulumti (Face Detection)
wagsruUTuIIUR IUIN13 (People Counting)
dusulassnissalnianeeiusvusaa
fo Dell U PowerEdge R740 U 2 YA

o o

dusulaseanmssalnihaisaasesusssu
f%o Dell U PowerEdge R740 U 4 YA
522 psesneufinnesutiedmnsussuunmaduthensdeusasud
(License plate recognition)
8 Dell Ju PowerEdge R740 F1uau 1 4
5.2.3  gunsalussnanaszuuinseinmuuulyanuseavg (Al Appliance)

8o Avigilon Fu VMA-AIAT-CG1-NPC F1uau 2 99
5.2.4  UnsaltunAININNapImnsTiAN935UR (Network Video Recorder)

dusulasinmssalnihaisndussusaa
§9e Avigilon Ju HD-NVRA-PRM-96TB-NPC F1u 2 %9
dusulasinmssalnihaisaasssusssu
f%o Dell U PowerEdge R740 U 4 YA

525  ipsespeuimaskiinedmiuguteyaseuu (Database Server)
drsulasanissaliinanendusvusna

8o Dell Ju PowerEdge R740 F1uau 1 4

dmiulasinssaliihaivaassivsssy

8 Dell Ju PowerEdge R740 F1uu 1 4
526 \n3esneufinmediiontslifiussuy

@9 Dell §u Optiplex 7070 U 4 Y

5.2.7  MUN98LAAINAEINSUNS IIUSTUY

f9o Dell §u P2219H U 6 Y
528 wdasdsadliih (UPS)

dusulassnssalnianeiusvaeaa

B0 APC 1 SMC1500IC $1uau 4 1
f9 APC $u SRV6KRIRK $1uu 2 90
Z‘T']W%J‘Uiﬂiﬂﬂ’]iiﬂVLWﬂ']aqﬂﬂa@ﬂ%’mﬁiiu

f9 APC $u SRT3000XLI-3Y f1uau 4 90
f9 APC §u SRT96BP §1uau 8 90
f9 APC §u SRTRKA $1unu 12 9

52.9 yaguUnsal KVM Switch
S0 ATEN $u C51308 $1uau 2 90
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54

5.2.10 ¥ngunsal Power Supply

3 o

dusulasanissalninanedusyuena
?Jﬁ’a Meanwell ju NDR-240-48

?I'Wii‘UIﬂiQﬂ’]iiﬂvLWﬂ']ﬁ']Elﬂa@ﬂ%)ﬂﬁiill
?Jﬁ’a Meanwell ju NDR-240-48

gunsalinIavedearstayad miunsiliausessuuUsEulana

531

53.2

533

534

‘Qﬂqﬂﬂiiﬁ Distributed Network Switch

o [y

dusulasanissalninanendusyuena
f90 Planet Ju WGS-4215-8P2S

o

wsulasanissaliiaenanasvsssy

1%

d
® Planet $u IGS-4215-8P2T2S
d

3
gunsnl Mini GBIC LX Module
3

wsulasanissaliiihaewdusvusna

1%

? Planet ‘a;'u MGB-LX
wsulasanissaliiiaenanasvsssy

1%

Gl
8 Planet ‘a;'u MGB-LX
Gl

o

g
Q‘Uﬂiiﬁ Core Network Switch
g

wsulasanissaliiihaewdusvusna

1%

® Planet U SGS-6341-24T4X
wsulasanssaliinanyaanasvsssu

78 Planet Ju SGS-6341-24T4X
# Rack dwisuiivgunsalszsuuiniededeasioya

Do Do

dwsulasimssalniaieiadusvisaa

Wall Rack 6U with Tray, Fan & Power 4 outlet

Wall Rack 9U with Tray, Fan & Power 4 QOutlet
Cabinet Rack 42U with Tray, Fan & Power 12 outlet
dwsulasimssalniavasssvsssy

Wall Rack 6U with Tray, Fan & Power 4 outlet

Wall Rack 27U with Tray, Fan & Power 4 Outlet

Tsnsuamsunisuseanana (Software)

541
542
543
544

szuunsRduluni (Face detection)
sruuuduglduinis (People Counting)

szuunsaduthenzidousosus (License plate recognition)

38UV Avigilon Control Center (ACC)

U 28 YA

U 24 YA

11U 28 YA

U 24 YA

U 56 YA

U 48 YA

11U 3 YA
U 5 YA
U 2 6
UM 3 6

U 2 §)

U 24 ¢
U 4§
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55  szuuAIetedeansteualusuiuy Multiprotocol Label Switching (MPLS)
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HSUdesesdaniuasiinds nieneogdyyissuuiniedigdsansteyaluguiuy
Multiprotocol Label Switching (MPLS) 71 swu. fn1sldeuegian udaasentalududn

31 uns1AY 2567 Wilons5U-dsdayananisiingizyt nanisdum wazileldlunindenlosdoya
#i19q MAeatesiuszuu siavun dwdulasinssalaiansaaesiussm wazAugnIiuguakay
UsmsIan1snIsiausa il (Monitoring and Management Center : MMC) $u 5 erpsdnine
Tyig) s, auumsesn 9 TngagdosdmnmuTinuuuudian (Bandwidth) fildsnlviaseunguuas
isanesienislinuvesszuuy finan Jsiesiansansuanulasniovesssuuinietedoans
foyaseniafuma-Uasnaiidonlosssinetusae Vel s, dosanunsaldaudiunig fu-ds
Yoya Inslidrinuuinvesdeya daluanisldau uagduugldeu awnsaldauldnaen
svznandyanine eils mnsududesdimsiediaedyaameluoimsiiiedos AHIRRERELLE
Usvanunuiugauaniesaniuifiazsniunisinds was fifausedeutormua auanuise
Aumeaelueensliudauada auil sw. fue
56 msu1sssnwgelesiy Preventive Maintenance (PM)

561 #3udne deedrgesnwszuulszaianas wazgunsalang 4 n1elulasenig
solwihangndusvusaa laun anrdandans aaniinerine anndaudinusssuuialsenalng
aoiinsyu 9 anfmysus andguuin 81A1590A30A1ANT1Y ANIMAUALAKATUTITIANTT
nstausaliin (Monitoring Management Center : MMC) waglasenissalninaienasssusss
loun aondnyu annfiasdadng anndnsensiasnsagy wazanidaanauising Weansnsaldaula
Aupeiivsvdns nmmeensterandyaetnion feil

56.1.1 ndedlysvirhaasia (CCTV) wazgunsaifiiAsados aude 5.1
- avRasudyg I Wia wazyundeslidaiau
- ATRER Uy Iuay Connector Thduuni
- asdevanInnaeazn1suandesliegluaninldnulaun
wazUaansy
- AFIVAOUMIVINNUVBITEUUTUTNMN wagMITENANINEBUNA
- pyRABUNIILTedes Wislisruuannsalinuldnaeniian
- yheruazendiulszneusie 9 waz Connector fildidoustoravan
56.1.2 \wsesmeuimoiuitneuazgunsaififeadesiunmsussananasyuy
MUTD 5.2
56.1.2.1 s1msgunsaide 5.2.1 - 5.2.6
- avvdeugUnIal seuuUURn1g (Operation System)
Memory, CPU, Interfaces, Power Supply lay
Tsunsuildaiomn Tranusaldnulsung
- AFIVFBUANINNNTINUYBY Hard disk
- pydeunsleuseasil anedaaiaeng 9
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- AFIVABUANINYNABIVRY Configuration #19 9 N3
\Feusefuszuuedetne uil waghiauugunsalli
QnAed
- 7929@0U Log File wazlusunsy Anti-Virus $3189AM
AnUn@Tiny
- uilv/audeya idndusionisuszananaszuy
- Backup Configuration gunsal/seuy fiereionun
- ATRARUANNSEUTeY LavyhAudzeIndILUTENoY
yosgUnsainaun
56.122 T1ensgunIaive 5.2.7
- avaeunsuansnmsenduund
- AvRERUANINISEUTRY uazYANAYIndINUTENOY
vosgUnsaiavun
56.1.2.3 $18n159Unsnite 5.2.8
- ATRERUMSA1TRININ ASTeIUANg 9 wazaTIain
q%mmmmma%" (State Of Health : SOH) Tiluund
nsdlvAmUIMUALAEITNSTITA AN VI MFeAn SOH
NI 80% FosridiumaUAsuLUAIRe IR INTIRTIY
wuneluseumsthadnuiy
- ATRAsUANNSEUTeY LavyAuazeIndILUTENoU
vosgUnsaiavun
56.1.2.4 $18n1359UnI0ite 5.2.9 - 5.2.10
- psndeumwheuvesUnsaiioun Iannseldauld
Juund
- AvREeUANNISEUTeY uarYANAYIndIuUTENOY
yosgUnsaifaLn
5613 gunsaiiedetedeanstoyadmiumadensossuulszanana mude 5.3

11N13 Backup LL@W‘J’JR}&E}UWJ’I&JQWY@W@Q Configuration

- amaseumsidonsemslyl sudnyanasig o wasmsvihauves
gUnsaiimlfansaldnulfdung

- ATINEBUNITYINUYBY OS, Memory, CPU, Interfaces, Power Supply
Dudu

- wvavaeu wily Aeds USUUSY Software s 4 vasgunsallidy
Uagdu (0nd)

- ATIRABUANUSEUTRY UavvinAuarendiulsyneuvesgunsal

% \Qﬁt W,

/5.6.1.4 WWSHATY...

PIUUA

L

Ot g 4

- A //



5.6.1.4 TUswnsuamsunisuseunawa (Software) mutva 5.4
- ATREIUMSYNUAUHATUraNYBIsTUU 7 I, 3dudedltau

asvdeu wily Ands Usuusanesdurenduisvesssuulindu
Jaqdu

ATIRABUAINGNABY UazANULIUEIRITEUURG 9 71 53w, T

uitlv/audeya Alsidndusonisuszananaszuy
5615 syuuiaieviedeasteyaluzuiuu Multiprotocol Label Switching
(MPLS) anaide 5.5
- FesenansadeusiofuszuuiaTetnevdnyes s, 16
- amaseumsidonsemsll sednyanasig o wasmsihauves
gUnsnifieatestimaliannsaldauldiiung
- SufinreunaidousiosrutiaTetig dnan saninduats nse
Agunsal nsnaAiAlutasnferesruuaIetiy uagduq 7
Aoatestunisidoudesznitaeietisanun lnsdosiinig
Uszanunuifu swa. deuFusidunis
562  sgmintemssiiunis PM Aesdifmuauaues Fuded i fuluoyyind
Person-in-Charge (PIC) §3a1111509819n@73 Work Permit 910 U3¥W nasiuuazsalwiinngamn
0 (@mvw) wagldsveugmiiuduRnungluaadsaluihumuas angnfusyusnaidns
UtRnusnelne s, asduduszanunuy uazsmneanuazen Wiluduiifeides
563 ffuinadesdalifinisussauiuanu (Kickoff Meeting) titeviaanudnla uay
daueununsiniunu nely 15 fu dudaeinfuiiasunsludya
564 H3UI1ARTauNuNITAITeloNa warn1sisunAudeya (Backup and
Recovery Plan) d1m13uszUUUszananas auonnznIsinInsaduian efiarsanousifinous
nsd1sesteyasss uazdrsesdeyanuunuildunisousid Taensdrseagiuteya (Database)
LagN15d1509f1 Configuration ¥8455UY azdesufinaslu USB Flash Drive wisgunsaifiani
wieuviadavhgilansdrsastoyadmouliiudguaszuuyszananas vos svl. Dugifusne il
USB Flash Drive vi3egunsaldmiunisisenaudeya dedlasunismaaeuundiinaiunsaldanulaasa
mnifnmudadestudesansaFonunlFnuldviui
565 gunsaianuadigiuiadniunistissdneiieuosuda aanieanuns
(Marker) finumuanansadunaléine wasdunudiunneaiuluusazads lnelisey Tuddidunis
TuaSessnefananisg
566 Tsgwinamstngednuw mngsuidanudndudedanisvinuvesunsalle o
flegmelusmuiiaiigssnme desliuanuiiureunngguassuuyszananan nousiduns
567  wdsndifiuialiinsanaaeuuaziigesdnvisuseundaiade fiuiades
FavhmenuenansasUnanIsTTae Uk mEUL TufegUunsaiing 1 siavun ndeurials
Torauouuy Bufledgyn wazdesdnliifnanuiiauduazivsraunisallunisquassuy
Uszalanauaziinsznideyaaniale (Video Analytics) UizsqmLﬁaﬁuauaiwmuagﬂmami

o /7 % /AN3396DU....
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sudsfsdaviluasdeddisuitimenuasineg dinande filgsuieosduenarsmenuly
sUuvUlidRIafanysaidldsunissensuniousuudlondannn s, nelu 45 Su ooy
gavheidnndudunmsnseaeuiaz s lunsdagsou

568 oule 564 uay 56.7 §5udredosdimivdeudalil sviu. nswduarednualdnus
s bivesnd 5 fwinisues sl Insliauesienmuenssunsnsaasuiian

569  fFuindesinisdsesdoyaicludiuesgunsal warszuuUssananas sude
5.2 - 54 fisnfusariinnuddey Inedesdaniuazdafivadly USB Flash Drive THiunas suly.
117w 2 9a deseumstigeine sedlidadmioutusenuagunanisnaaeuLazi1eine
srUu Taufegunanisng 1 sovun eade 567 Tunsussrauiazadede

5.6.10 mMsUSusn (Configuration) wien1swWaeuuvaseila 1 ﬁﬁmﬁ’uqﬂﬂizﬁﬁaizw
aude 5.1 - 5.4 SuidlesnainauiaunAvieaudosnisves sy, §3uiisiosinviagy
swasBemvosmaiiiunuluuiazads TnsWuansdoyafifendesiunmeduiiun wu auwvewde
sy anuzneutazudinisusuamienasuuta Ju/manisuduns swdeduduns Wy

2890008 LA Y. nsuduanednuaidnes aelu 7 Tuvihnisuas sy, ndRINAIANEUNY

wduase Inelilauesdennenssunisnsasuian

56.11 fiududesdaruuuuansgainsgunsaiiilussuuiun niounsnauun
aedynas wazane i lusuuuy Auto CAD (AS-Built Drawing) Tneliaenndosuazgnieaiie
Wisuisusuaniufiade vedlidadmiontussnuasunanisnsaaeuuasingednuiszuy
sdsgunsaisg 4 viavn aude 5.6.7 TunsUssguusazasade

5612 mst1gsinwigunsalnute 5.1 - 5.4 fSuirsdosdndudminiifaimg
anuansaasdunsnsnaeuthsesne litesnit 2 aduied (6 Weu/ay) wionutu
waziaand sy, fvua e ligunsallusuuyssananas egluanmund anansaldaulds uagd
UszanSmnasnengdyn Inesiudefesdununisungssnvisazimuaiu/mnanfiazdiduns
w9l 59, novnmisutuntsasunTudygn minluseninedidulasinsiiaudududies
Wasuwlasfuuazaanunuis {3uinsdesfinisdeuddlimsvaiminduatsdnvalsnus
roufeiuirmunnuuisegsles 10 fuihnses s, Tngliauedenagnssunismsasuian

5.6.13 fFuinsdesdsnedelfndendn fAnded1ses wazidmihfiguitRnu wiex
yangiaulngdnyt Insdniladeuil wag Email Address um3auiunisasuuludyn wndinsg

s>

[ 4

Wasuwladluszninsndulasams giuiedeaindsdoudsly swu. niuduarednuaisnus
Tneidaiign Tnelilauerenmznssunisnsaaiuian
57  misthgsnwudadluliuuss Corrective Maintenance (CM)

571 melussernaiiiualinudofmuai §3udnnassonsuussiuaudige
unwiswietatasesgunsnl/azuu anualude 5.1 - 5.5 mngunsal/szuu Trgnunnges vield
ildamuandouruisdin vy, asuddbifFuiohnmadlvdeumniondsugunsal/ssuu i1z
unniesiuldnaen 24 Falus nsfiazudludonueviondsugUnsal/ssuu finanlvieylunasfits
wazmsdindulaves sy, ulieaifior Tnodsuirsesdosdalididming Aanudeivauays

Y .
4 et ,,

I~
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Usgaunsel Sunmuidtedusiiiunismelu 2 92l dusuinai sviu. [udsmnsmhaundedsi
FFudrmsunsinsdwet Insdniindoudl wieasmnedidnvsetnd E-mail) limniu biuiumge
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punsalbuiiiesudsdeyariiuszuuindetnensauunaulimevielnsedonduusimanlvihidudenans
WU Tablet, Smart Phone

gUnsaldum vanefle gunsal swa. bildduddnasslildon uidugunsaldudvesildaudivnm

WendariuaTeemelures s Wi 1S ewneuiuneTdiuuAaa (Personal computer) A3 IRBLT MRS AW

(Notebook) qﬂmaﬁméauﬁl (Mobile device) 158 Removable media Lufu

oo d g 2 wb



daun 1

uiamam‘m%msﬁ’ﬂmsmmﬁumﬂaaﬂﬁ’aé'm%'u;:J’U%mi

WgUIzeeA
" felinisuimisdanmsausiuasaensasaumaAvesefnsiANNAeAA BT ULIA T IUAINALAY
ngvanefumusiuasUaeniefifeades
H3uknvay
" USMnIaean
319891195 g 1
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" yanad 3 mmﬁumﬂaamﬁ’aﬁm%’uuﬂmﬂi (Organization of information security)
" wnail 4 MIUISTANIINSNEAY (Asset management)
" el 9 mnusiunsasnfedmiunisdeanstosa (Communications security)
WUV UR
1. msa¥uanusiuasUasndeneunisdiisaiu (Prior to employment) ilefnassyaainsneufiazidian
UReu waziieananuidssainnisufiRauianatn msulue nsuasuutas wagn1siiseuy
ansaumanieninensasaunaves sy, Wllumedlimngay sutadielilFnudlalumi
ANUTURAYRUVBINULDS
1.1 nsnsasunmandivelalas (Screening)
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ansaummnnou uazinuauiRniud W, fvue

1.2 n1sivuadeulun1391999u (Terms and conditions of employment) n15914719Wiidoule

nsdanulvinseuaguludesiwiolull

121 fvuavthiianuiuiiaveusuamnusiuasiasadosuamsaunagraduaednualdnys
(Information security roles and responsibilities) wne/ldeu lngfimualigennnes
fuulsunenasiuasasnssvesszuumeluladansaumeaves sy,

1.2.2 Avuabiimsasnuluduannazlilaineaiuduues sWw. (NonDisclosure Agreement : NDA)
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1.2.4 mnuaanusuiaveunieunasing mngdldnuliujiRmuulouienisinwanuiuag
Unansievesssuumaluladansaumna swa. 53ums nguing seileu Yetedu visetan1vundu 9
mngvesiumssnnanudiuaasnivesssuumalulagansaume

2. nsasrmnutunsUaondsluseninen1591991u (During employment) liaas19A1NATENITNLA

Al nungiuseinetesiumsuiinuasaume sadadienugineliannsadesduivinanla

2.1

22

23

Mﬁ’]ﬁﬁlumiﬁmﬁmﬂ’ﬁmﬁéf’]uﬂ’nmﬁuﬂwaaﬂﬁa (Management responsibilities)

fuims sl nnsedutuinifiaduayuuasdauasudesdaolud wigldeou

2.1.1 Ussmmlonemsinmanusiuanaensd e uamsaumaves s, Wumednualsnuslinnau
FunsuwazUfuRnu

2.1.2 yhalildfnuufiinuulsuemssmnanusiunsasndesuansaumnaes s

213 afsanunszwindennuiuasasnseiuansaumaiiisidesiuniiinnuivingou
VDINULDIATYBY TN,

msafenmmsyiin mslianng uaznseusisueuiuasasadeliungldanu (nformation

security awareness, education and training) M3asAUAsTINUNTS WA NTuAUaensE

oeaai e

221 fouassuudoudaiioudonnay wardedluifidimansznusienusiunsUaondevossyuy
welulafasaumaundifnuiiieades uvonnifoudafoulifldnufumusstase
AIABIEng 9 1wu h¥areufiames wallanisuasnaeniedninen (Social engineering)
wagrealinanaila Wudu
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2.23 s, FeudslFnulinny defimsdsuwamleuismsdnwmanusiuanaensean saune
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3, migqu'%amimﬁlwwmmﬁmm (Termination and change of employment)
doruuantiianusuiiaveuidliodugandedsundainisdnany fenulufinisfunsnsauuas
n1snennoudnslunisidns
31 maudinsAugaviofeuntaisinenu
3.1.1 densneinsyanadosudilidiemalulagarsauinansiuiuininndnaudnig
a1een lonée infoas viaidedin lerhemeluladasaunasyldnsisaouuazuims
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QREERENGLY
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331 fpuaszuudosmonnoudvslumsdifmesliny iWeduaaviedsuutamisiisny
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Uayanauiiunes (Data storage area)
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" auaTEuy
" fenenisihedndeuaruinig

31989UINTFIU

" %3007 7 AnuiuAlasndanIenIennuLazan1nwIndes (Physical and environmental security)

WUV UR
1. Hauasruu feseeniuy uasinasgunsaiviessuuatuayu (Facilities) etastuauiiunsaende
Funien wu gunsaliuinds szuudisedliih wdestudaluih ssuuUiuoImAarmUANALTY
sruuidtousihi uazdesiinisthsssnwedisasiae
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4.1 Wuilviau (Working area) vinefis fuindandosnonimodduyanauazaoufinnes
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42 fiufidaifuioyanesiiames (Data storage area) vanef fiufigudvasdaya (Data center)
5. msmuAuMsIdieen 81A13 aaud
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Tunsidh - senustagiuiildnussuumalulafasaunaogsdnay

512 Wmihishwieaasads (5Un.) avfesimhenuneusnvieyaranisusnuanting
fannsnssyimuresyaaaty 9 deudhisennsves s, W TasUsesduserTy

Tueu v WJudu udruiindeyadnsluayntuiinniessuunuasauna

ed MY g



52

5.1.3 mhsnumeueniindesedesindasiiase (Viston sswafiaansawiulsdaaunasnaiia
fleglu svhu. uazAuTnAnste (Visitor) iousenaineInsves su.
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EREA RGNV IGTEN
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1. wihfienusuleveuseningauaisaumne (Responsibility for assets)
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stdesUfTRmungrng sudou fetiidu uazulowis ves i,
2. MIwunUsznnvemsndduansaume (Asset classification)
21 Wvesteyauaripuaseuy FesduunUssinnmingdumudunaudl s, fvun uasmunIuN
Fuundinametiaiiae
22 Wwedeyauaiauaszuu Feraithedoningaumsaune (Labeling it aau wioustedalsidiingsms
9;3LLaﬂ1i%’ﬂ‘mmmﬁumﬂaamﬁamiammﬁaamﬂé’aaﬁ’UUi3mwm%’ws?ﬁummwﬁ’u%zummé’uﬁ 9.
v
3. msdnnsaeduiindeya (Media handling)
3.1 Wwesteya fauaseuy uasdldnudesnuaunislinunasdnivietuiinuuunonvieseias
fuiesasnonfiaaesle (Removable media) mait ¥, Awua
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Flash Drive

1) vhanedeyauy Flash Drive Auimsgu
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WY CD/DVD
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B 9ina7 10 IASIEsNmsInm NS LLasmiﬂﬁﬂ%’ﬂwﬁwummumoﬁ (System acquisition, development
and maintenance)
" a1 anuduiusiundiesaunisuen (Supplier relationships)
wuUHUR
1. {Usiudayy sesmuaulviinisivuatennaiiasauSulave Ui o iuAIdsuANTUA

Uaendeasaunaadludygiudliuinisaeuen Inglvinseunausiudiesudnagieeie

2. gusiudndesmunuldvennas (Sign off) newsul¥auseuuasa (Production) W3eneusEa Go live
3. fauaTEUU sewavidenvualagszunansmuanaluasendemuamsaunaigenrsaaiuuleuy

wazkIUGURMUANLuAan S e TaumATaIeIRng Wi I5nsiuulasnsisluniswaunlusunsy
MIUNINTFIU OWASP (Open Web Application Security Project) Top 10 %1383116155114 CWE (Common

Weakness Enumeration) Top 25 v3esnsgiufigeusuluaina

IS - A a

4. HALATTUU Fa9din19eeNLuUITEUULianTI9aeulayanagSudngua Undiadu Joyaniinainns

' [
4 = = U ¥

Uszanana wavdayafiagssninansussinana iensianuasUesiuanuligndesiiinduiudeys
WU MheAud1au (Buffer overflows) MsladiuysinUssinn wavdesdiunsnisdesiunianiuny
ANUANMAITENINNTUTZANAKA (Rollback)

uaszUUABainIsmuANNSfwazAIUANNSUABuWAWT oA LU SEUUAINTURDUA Y. Avun

@]
e

LBAIUANNANTENUMNATY

Auaszuudediadnisasuwdadla 9 degensiuisnlda (Software package) lngildgunuas

[0)
=>4

wmeTnduyuy wasaruauvn 9 NsWdsulUategnadunnmuduneui W, frue

\ '3 v
Yada K 1w

7. Hauaszuudpinn1sidis Source code Tidndsldlannzindavaivinu

8. HALATEUUABIIAYN Source code review Litem¥aiinnaiansedsinunfuazusulse Source code
TdaanIn

9. Hauasruudealavideyadiuyana (Data Masking) Mdaiiveglussuuauansauneaieisnis
Qq'
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11.
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HOuATEUUADILARIBYaveldeg1eTany 1wy nstatideyadidgverldiu (Sensitive data

masking) tJumu

ndivosueundieduildnuiugunaaiindoudl (Mobile device) Tjpuaszuuduiuns fil

111 Uadamimedlegenaundindu (Application blurring) Lﬁaamm’mLﬁaﬁsﬁayjaﬁﬁmm@%ﬁm
wilva

112 vednsdndmsnensnieuinisineuaundiati (Application permission) vugUnsalindeud
yosgldnuniisndu waeiinssuaunsmumunsvedviidulssduitetesiunisasfindns
pududiusiveadldau

Hauaszuudosmuautoyaiiiunltlunisaaeusyuy (Test data) sgramsnzan lngliidoyasss

wmageu nsadludedlidayasiiealdiuaugnteyanidivesneuinildnu uasiaedeyq

oEhavzaumutumeudl sul. e

HauaszuuAeuensTUUMIaUmMAd M UNTRALY ey wagldiuaiioanainduiiioanainuides

fiAnannsasunlasssuuansaumalaslbilduounn wagdosdinisiimundnsniadifsssu

s Nadey Vel NuTRe ssuuasaunalal uesmsUsudsudlussuuamsaumaiy

HauassuudesdinisrimunduneunmaseussuuasaumanouirlUfnuas Malunsdiuiudsessuy

ansAUVAANLAYNTHANN ST UUA TaUmALIY

AUATEUUABIARATRNALITULTE VU SEUIWNANIAUTNNS (Production) Auduneun sy, Mua

e

wardnaanSMsAnAsaNALse MssuUasaumanig 9 IA1NUgNABIATUNIULAINLYENE
AawasyuUABaiwendwI s asdindudvsufadiuussuuasaumanlyiuinig (Production)
InuasyuufesmiuualinsuIsuuiinudyyivsetennanisiiuinsissyld lneaseunqu

a
fesnuanutuatUasnipasaumA Lazn1sUfURMNTURoUINEITRIRg o 7 Su. Avuald

e

AUATYUU ABIFANIY ATIEEUTIBNU YiseTuinnsUSMIvesyAravserisnuneuani liuinig
WANRUIENUANF YY1 1908 19ELELD
AATEUY ARIgualvinsndduansaunalasunsul 1SNy IkasgauuaunuAINeBINTg TINvieaad

e

nstiufinuse IRmsvhanfnund msthgesnw uazmsdeuuswgUnsaity q edrsahiase

HauaszuvavdedindedynvessruuasaumendssiumsguusilussUingd (Crtical uaeseiumLTUISS

52U (High) samuareuthlulfnuass (Production) nerouidu Go live Taslamzszuuiilsiuinig

KuiAseeBumnediidn (ntermet facing) warszuufifianudfysonisiuidunues su.

HauaTzUURRIiIsEentY Version ¥84 Software el

21.1 A3t Software RNl lUNITTANINTORAMUITZUU 92ABIUINANINTIVFRUT DI LAZNANIS
NAADULNYSEUUNIUTENBUNNTRANS AR aniiestuves Software de iatlostuliliAn
Fediiiusudaiioannszavlumsdndesniiiugh

21.2 nsdhdu Software #lingthunldaulidonld Software nastuaian
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n1sAtuANNIsidfssTuUImAlulagansaume

[

ngUszasA

" ieAIUANAITIUNTEUUmMALUla AN TAUMAALANSAMUAGYS Mvualszinnveseya Indnu
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= v

AUEARVTeRIRUTUANAUTRITRYa TERUTUNITNAL LIATadle wagtoanienIsidnfie Madl

N

WonruANkazUoaiun1sinde N15a793 wagnsuilyseuvatsaunaves sy, lnelilasueygin

q

ASURAYU
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AATEUY
" g werioya
" g
3198901
" y3edl 5 MIAUANMTENE (Access control)
" yy90di 8 AnusiupsUaensedmsunisaiuay (Operations security)
" el 9 mnsiunsasnfedmsunisdeanstoya (Communications security)
wuUUR
1. MsAUANNSIReTEUUETaUmA (Access control)
11 Wwesdeyauazipuaszuy fessruiuimundvs lumsidhisssuuansaume (Authorization matri)
Amnzauuazasnadosiumifinnusuiiavevvesflfon uagnumuiedinsidsunuas
1.2 1W1veddoyalazauaseuu Aestiuiuiruaseaunseull (Authorization level) Nsidnda
szuuwaluladansaume
13 Wvesdoyauazpuaszuu desdaliinsuvaennirfinnuiuiinveu (Segregation of duties)
TumsithissuumalulaBansaumeegravnzas Wy Smsudsienmiissinemsudan e

msindaaznseydRnisidnge Wusu
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va o A

14 nsdivesuoundinduiildnuriugunsaiindoudl (Mobile device) fauaszuudasUfin sl
1.4.1 ioynpeligunsalindeuiiildszuulfiRnsénate (Obsolete operating system) ildam
ueUwdiadu v omneygwliliuimslimstinamssessuiieanmudesd siu. aglssu
sufsannanszvusoltaumuemzan 1wy mafissasnsududau sy
1.4.2 lioynelvigunsaififimsuiuusanisidnfeszuud§iRntg (rooted/jailbroken) inl4anu
LeUndledy iieaneuidssiifliusvasdraninsadirdsteyadfyvosld nunazazide
viovanidsanasmsmssnuanuiunsasaden s, dvuald
143 lipygalifldanldueunainduiostusinind svu. dmun welieundiatuiing
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b A wva A v & v
1.5 dunsuluRiiion1sdniuteya
WAYDITRYA HARATEUU Wazk Iy fasUjus fall
1.5.1 wieUsziandeya il
1) Jeyauazansaumadmsuativayunsindulavesiuims laun deyaansaumend
Y A a o I~ 1 1 d'SJ a 1 Ya d' v a
ANdAgrsolinuIndusimuiidesianiueg1slndai aUsenaunisanaula
Waulgung Myuauleune WagnTIuHLYeIRUTINTIEAUES
2) YeyauazansaumemiuauTgvsMans (Strategy data) ikn Teyauazansaumneid
Frimstiteatuayunsalununuiusiakasynsmansves sy, iussaudmang

FINVRLATINEUNSLARTUUSNTA18UEN

'
a

3) deyanarasaumatiatuayunsufiRaulsedn (Operation data) léun Toya
aﬂ’uauumsvﬁ’wmuﬂ"ﬂﬂmaq TN,
1.5.2 dauusszaumuddyretoya eandu 3 svdu fe
1) deyaiiisziumnuddunn wneds doyanltdmiuaivayunsiadulavesiuims
2) deyatiilsziumnddyuunans mneds deyaldufuiRnuamenguny unun neg
vsekengluesdng
3) Yeyatiflszdunnudidniios munefls deyaminau/gnananielu sy, a1unsa
Winderiulaviseanunsameunsle
153 dautsddutuamudurestoyanud swu. fsua
1.5.4 Jautsspautuniadnie
1) seRutudmsuguivig dhdsdmusnamifuasasheildfuneunane
2 sAUtuEMSUUR TR dndeenaflld Suouvnesmas aving
3) swRutudmIUauassuUnT e ldueuvane TAvslumsuimsdanisssutiand i

UayaiilAsunaunIeRNEUIanTing

1% 4

1.6 \dvestayanariauaTruufsaimuanaInsitnfisssuuasaume
1.7 fpuaszuudesdiindemamadfasruumalulafmsaumanugomns fai
1) wn3eteneluves sl
2) \w3eYEEuen TN
3) 1A30veduRdn Il wWu szuuiAdetiedeasdeya GIN
1.7 fauassuudosiifugua Default permission vasld (File) ua Wlainos (Folder) fiasnaduliid
nsdAnAnslunsings

o

1.8 1W1Y0eayalarEALaTEUU ABITUNTEMMIUAN 9 NdNanNgrinedaneteaiunmssnm
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wazdarvuamsiiumuiunsaendedy 9 Wudy Weruundnsnsdndeasaumeuas
sruumalulagansaumeves i,
19 Wvesdeyauaziguaszuy desfinsaeuniudnslunisidndsssuuinaluladansaumneogng
avuane wiomiafinnoudvididlewuuavsilligniownudvslumadifa (Authorization matrix)
N5UTMIINNITNITN0YRR U (User access management)
Tifinsauaumsamadoudidau msusmsdanissianiu msuimsdanisansmsldaussuy
weliladansauma waznsnumudnsnindndeesld
2.1 msamzideudldanu (User registration)

211 fauaszuudesuimsdnnisuazauauiinTderldan (Usermame) fsiinsldanudnd
SolF iy v luduvesntnamu/gndne s, T wundedldam (Username)
PIASEIUINNEBIEMseTing (E-Mail) Aldlussdns

212 Wwesteyadeniuousiinisaiietydildiudangn (Temporary user) uazsios
Frdntasamsidauindidsudy

2.2 MSUTMSIANITIRENIU (User password management)

2.2.1 HAWATFUULATHIUIN ABIMUUAANENSARUREURY 12 vidn

2.2.2 yamnsyes ik, (minn/gnaneves sus.) e mvunaueTiaRueg 19y 8 vian

223 fauassuuimuasiauuuuiralngliitnsdy wasdsduliinsasustaninudle
Fiudlinuszuulunfiusn aduldlangnsdde 22.1 - 222)

2.2.4 HuamuliasSudn TafisamnIves s minmygnanewes vl anude 2.2.1 - 2.2.2
FosufuRiiisdu feil
1) sWanuUsEnaumIY Mdnys AiaY wagdnuseiilay 1w (a-2) (0-9) (@, #, &, “,

N =<, >, %, 5, +, 7) s
2) fvuasiariidedemsandt widesidudiiansanianliieg wu diegly
WAUYNTL “querty” “abede” “12345” Ho-uwana JuifouliAa fleg wioiues
Tnsdnit WJusiu
3) sedhilnusiaulagnsruiunsdildolaednlul® liun nmsimuaen “Remember
Password” tJusu
a) deafustanuliidunnuduianzynna lddameligdusunsiu wazlifius
siarludnuzawe W Raisiaiudevinglfnuaudu Wudu
5) doslaildinddedldfauuassianusmiuiugdu uiindgddodldnus Wsuns
oy mandwestorliuyaaatufn
6) douvAsuntassiainuiuusziediniosyn 6 ieu
7) doavdsuuasitanudiefimsudafieunnssuy vieasdoinsiainuaislnoyrrady
2.2.5 fawasruy fesmnuaidnisidnsiateyasvianiuluseuy
2.2.6 HAWATEUU ABITAIMIEINITAIVANTANTLDE TN
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2.2.7 douaszuuiesdndslnd¥erldany (Username) wagsianiu (Password) Aagisn1si

2.2.8 KALATTUUABIMIUANALASEULUAUAMT Jrudeua wagszuunuasaumna (Application)
=

<

Manulinldnularsiaruegadung Ingbiideldnmedauaszuunlasuaygn

€

WNTIU

€

2.2.9 HALASTUUADINIAUAIENTUSBNTEUILNSTUTURINUTIUADANY WY NSINAUTWANIU

Y
2210 Houaszuudesimun vy ldnuneuenialinsldusmsssuunuasaunaves suy. 19

e e

TN TURE I UAUaRANY ALl
N3mLaUNARTUN LU

1) mmuaanuensiaRueg1aies 8 ndn Fausznousne fdnys fay uay
gnusefivas 1 @-2) (09) (@, #, &, “, % =,<,>,%,$, +, ) Uusiu
2) litsulAsusiay situegfuanuateslalunmaudsusiain uazsruy
Fossesuninudsusiarulunsdlsng q meisnnsiivaenste
nsdlueUndinduildausugunsalindeud (Mobile device)
) fwuasianiulagld PIN code iesianuiidudau (PIN/Password complexity)
Tnensdl PIN code fosldsiaru 6 udniuly
2) liadulsiudsusiain eituegifunnuadinslalunisuisusiariu uasszuy
Fossessunisiudsusiarulunsdsing q meisnnsiivaense
23 MsUSMSIANITANS (Privilege management)
231 fiiuiyudosnueliidunoul fUddmsunisamedou nafinoeudnd
nsiABuasEns wagmsnumuanivesflinusdraduaednualidnus
232 fusdvsinzaniugldnumuemudidulasaenndesiumifimufuinveuuas
Jaufuuseia (Log) msawmstdou maifinaeudns uasnsidsuulasdnivesdlday
233 Wreweyauavpuaszuy Aesdabidmemunsuasdrindvi umsldnussuumummd iy
Tunsldamwindy
1) Avdlumsatedoua (Create)
2)  ansluniseudeyavieiFungioya (READ)

s,

3)  anslunisuuuseteya (Modify / Update)

Doy

4 anslumsautoya (Delete)

o,

5)  Avslunisueumnednilunsaiunisuny (Assien)
6)  Avslumsiusesamgniesnsuiiuvestoya (Approve/Authenticate)
7 hifidvs
234 FveadoyauazgguaszuudeadufeutAnisliansiieid fsasaumaiossuy

Y 9

waluladansauwmela 9 sgnaduansdnualonus

(7

%f//ﬁ MY —, 7 b L



- 18-

235 iwesdoyauazdauaszuu dosdrindruaugldemdivimiidudliansfugldon
s fannueumnyay

2.3.6 11UDUBNALAYHAKATEUU Aasdninszeziansideussuumaluladansaumaves
9. wivihesnuneueniiidunufiRnusamiu s,

237 W@wesdeyauazfguaszuy desdalifinsnenneuniedsuuiasdvinisidniaiud
el nunden Wavuamiiianssuilsreu Wasuamsdnenu viobifirmd iy
Tumsldaussuumalulagansaumne

238 fauasruidiosauniessiumslinuavivelinuiiniuszuu Default usen) Tunseli
frsdudeddaudosimunsiariuegsiunsUasnste

24 msmumuansmsidfevesldan (Review of user access rights)

241 dwesdeyauazdauaszuy Feslimsseuniudnsnsiinfwesdldnuszuuile s

fnmsdsuuasszuumaluladansaumnmidelasiainseadng

2.4.2 fouasruu Aedlmedeuynuarssiumsltendadil o ilaldomuiiu 180 u wneldan

Be <X

panmandusnldnuasdesdusumamly dvn. vew il szeznandluldldsuees
SoydglFruniansiuegfuuiagssuuamsaume
3. nstlesiugunaaiflififaua warnismuaunsbifsdunindansaunaddyfluinlivasnadte
3.1 msﬂaaﬁ’uqﬂmaﬁﬁhjﬁﬂ”lﬁ@ (Unattended user equipment)
311 fauaszuudesinlidinasnisdmivlesiussuuaeufinmes ssuuiietisdeais
Jaya warszuumaluladaisaumea lngn13ivune1re938UU (Configuration) T4l
msdenvhasdmiugunsaliilifiwminsugua viedengunsalegiave
312 fiFnunasmhsnumouen fesdennieesaluimileliinsldiuszuumalulad
ansaumAves syl auszaznafirvun Tnedosinwinge (Screen saver) Salusia
ydmnilifimsinueesiamedduszesnannun 15 wit fldouiasmonumeuen
wldnuselfidofinsldsianiudigneos
313 ludies Log out sentnniaiesreniimesidledamudidusiomsiiaetosronfiunes
314 flinudosdeaiuliliduldgunsal 1wu ndesAisa in3esdiunienans in3esaunu
enansiaghilasuaygyn
32 mimuasduningansaumenaznsldaustuuneuiumes (Clear desk and clear screen control)
321 FuiamndermsbitgsuRemetiunsguaseuiisins’y - dauming siosmenedn - sen
322 {ldnudesesnainszuuneniinmes (Log out) viudl ledndudesudesiislaglaiil
HALA
323 Hldnudesdaiuteyadidgusniionn uazdesiulilianulaendeegimeriies

v

324 glinudesinenaisesnainasesiuiviuiiiiuiauass
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NsAIUANNISINANATEYE (Network access control)

Tiinsmuaunsidauuinsieietis msaugunsigadmnudmiudldnuiiogaeuen .
msmuRaMsRigalsmugUnsaluuedetie metlestiumesn (Por) ddwsummaseuMAzUS U 52U
NMSLUILENLATEYNE (Segregation in networks) DEINLALNTEL mimuqmmn%amiawwm%mhEJ
LA¥NIIAIUANNISINUALEUNIULLATEY Y

4.1 nsldanuuinisaIeYie (Use of network services)

411 fpuassuudosmuaunsieunsuNulssEUuIAI et edoasteya (Network diagram)
suislassaine IP address dosvuu uazdegunsalansaumaudinlildsuouaavie
WEUNGUDN

412  fauaszuudssmuaunsidauszuuieieviedeasteya eldestunsidiiaszuy
RetnedomsdeyauazuimsvessruueietedemsteyalalaildFuoynm

413 gauaszuudesmusnsidesioirietnemeuen wisldnudumesidn Fsoradurema
Timheanuasueniddsasaunavsessuumaluladansaumenas s, lnedilasu
UM

4.1.4  JlYnunpadenulszasd unsve lauuTMaasoveun Mnv. laganansaliuinig
iwseUelavanlasuniseudiann s, wn

415  fldnu dediildszuuiederiedomsdoyariieiduromdunsiangsyun (Hacking) vide
nmsaunuasivivesszuulnedlasueyyn

4.2 msfigaifmmesflinuiiegmeuen s (User authentication for external connections)

AUATEUUABIN LA AN TRGIUAINUKIUTEUY Active directory U89 s¥lyl. Aauay1nli

e

A nuiiogniouen sy, 1 lFnuedetisuarssuUasaUmAves Sl

43 ﬂﬂiﬂgaﬁﬁamumaaqﬂﬂiaﬁuizUULﬂ?‘Jasdwaé"aaﬁ%’ayja (Equipment identification in networks)
Hauaszuusesimualiiinmsiigaif e Unsallussuues etnedemsteya lun nssmaseu
MAC address

a4 msdestunesaiilddmsunsinanunarUfuusaszuy (Remote diagnostic and configuration
port protection)
Jauaszuudossziuuinisuaznedn (Port) Alifianudndudeddduuiniesnouiinmesuie

gunInlAIeYY

4.5 r;:\lj ”LLﬁizUUé’f@ﬂaﬂﬁgﬁwummﬁum‘iuﬂ':;ﬂ (Instrusion prevention system/ instrusion detection
system) U093¥UULATBUNY

46 MILUILNLATOUNE (Segregation in networks)
461  HouaszuUADdnlAinITHUIMENIATEUIEAIUNGNVDE LYY YTONFUVBITEUY

walulagansaume iiearuaumslidnuluisazinIeyiegsyagamuzan Ingiansan
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1NANNABINS UMDY a SEAUANEIAYYRIlRYA TININITHINTUIAY

1 YseAnSnn uasnansznumadiuaTiaensedselud

1) wievnefeygeliiindsnmevenuasiesetnefildnely s

2) inSeteueundndu (Application) fifienuddaytuesetiedu o Adaruddatosnin

3) \dptnedmiuiniadiiuins (Server farm) Auinietievesldany aasiimsfinga
guUnsalflanunsanyuenedeield 1wy Firewall 3e Switch flannsouds VLAN 16
\udu

4.6.2 AALATEULIEAMUAEUNIUATEYIETULMR Wediansidnfissseslnaliianie

e

UNYNAVUALYINUU

oD

LA

4.6.3 fauasruufedwisal (Configuration) gunsalinTevne 1 Firewall 38 Router dlvianunga

e

Uimsdansanneueniaiennels Huuslunsdlanidudsdiesldsumseuannainggua
sty

ﬂ'liﬂ’;llﬂm’l'ﬁl,%awiamﬂLvﬁasu"]ﬂ (Network connection control)

471 fouaszuudosdndanisliauedetisvesflinilunsdenetuinietneves s, 1wy
Router 3 Firewall Liudu wiauisiassszuumunuifiandunsesdoyaiisu - d1 1oy
Web filtering, E-mail filtering tJudu ievhldnsideudeininuvasaste

0.7.2 fauassuudosions Firewall sewinuaioriees . fuiedotonieuen il n1sinsa
Firewall fiosfignsaniFessaieluil
1) mstestumsasasnnmeuen sesgnrivunlildidunaiiniu First tier frewall 7

assiunstaonfoiiiedosiunsngauansaumaes sy, uarlnssasaniug i
Awddyannsihdeililesueyge
2) Firewall fosszyfnunazigniinuvesflfnuneuiiazlians madhfdumesva

[

(Interface) L®N15UINISINNNS Firewall

Y]

3) Firewall dosisrnliseiudnTdldnundnindmiuneeuiiazidngssuulidnsa

Y

v Y

5 A%1 MseniEnnsszivdesniunsiag inm.
4)  isugelvigauinuiumadumesivia (nterface) 11530n13 Firewall :nszeglng
(Remote)

5)  HAlPSuMIeunEnean dnm. whiunidnsnazasunisnseisuanulasnsie

YU Firewall
6) Firewall fasmsanlvitufinmmnsaifuausiuasaonse
7) Firewall fiesldSumsaouniu vindey wagnsIRaeUBEsaLLANS
8) Firewall fosgnuimsdnmsriumsnisinsiedeansiifinisidisia
9) dosdauinmIuaznesn (Port) filidndudeddduu Firewall

10) Firewall Usenvaanliinls (Software) ADIfnfIULLAS 99ABLNLADS MUUIELENAGAN

. l 2
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11) Firewall fipsanansadesiumiesainnslaui DOS (Denial of service) laagaiay
Ping, Sweeps 138 TCP SYN Floods LUusiu

12) dosldiostuvesronsduad (Software) Firewall wagszuuuji@nisiidives
A dslvinsaduayu

13) ffgua Firewall Fosdnmudeyataslmianngliuing (Vendor) esunsiurnans
13 Upgrade wasuiind (Patch) sy uwasdesindeuding (Patch) wanund
\Retes

4.7.3 fauaszuusasiinn Firewall ifleutsusn Zone Tiin1sld DMZ (Demilitarized zone)
TnedesfinsaniFosiuiolud
1) ASesrpuimosulYeliusnsHudumesIdn WU FTP, Email, Web uag

External DNS server 1Jusu é]j@ﬂamﬁgﬂagﬂu DMZ
2) nsinfsnnszeglnadesigaulinud Firewall viesuuinsiioglu DMZ
3)  DNS Servers fashiayanaliinmsuaniuasnulau (Zone transfers) Viuusifivmg iy
4.8 NIMIVANNISAMUALEUNIAULLATEYIE (Network routing control)

Jauaszuudesniugunsimuadunisuuiaiotieiioliiulaiinisideuseinios

oufmeiuaznsinaiouvesasaumauuiaietne Tasdinalalunsnsaaeudieguanema
LasuyNIveInIsidonse 1wy nsmueslag Firewall 3 Proxy LHusu
. MIAUANNTNTEUUUURNTS (Operating system access control)
Tiinsmuaunsitfeszvuufiinsegaiunsasads mMIruaunIssyLazigaifnuves
flFu nsmuRusruUUIIsIanIsTaL nsmuaunslinulusunsuUssnngfias (System
utilities) N1sAUANNITINALAINTSITUSTUUWAlUlaganTaumA wazAIUANNITINNRTEEZIIAN
nsideuseszuumaluladansaume
5.1 tumeudfuilunisindssyuuediuiunsaonsty (Secure log-on procedures)
5.1.1 fauaszuy Fesdaldnisaiuaunisidideszuudfiinisedaiunsasadslag
funpumadigszuudoalnmedoyaiioatussuulnliosfigaiilevandseldnud
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V09 TN,
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szuvUfoRnsfiivessdndusidsinisatuayunisldny

9. flfnudesduduinunioudifessuumsaunares sy, vnas

10. ;ﬂ%ﬂﬂuﬁaﬂﬁm(g’ﬁ Network Access Control agent (NAC agent) #58 Mobile Device Management agent
(MDM agent) sl vial. fnium LilemuaumsifnueS et suasmainfessuuansaumees s,
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