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1.1 mnsrdounuandRvealing (Screening)
dreniwensyana visede/din Aifuguanuiifinisindraihsnunisuen dosnsiadeu
AuaTRvesains (ansdinisiadumina ande mydhembsnuntsusnilou joReuli
s, saufedAmindnyilnam) lnegaiinsdasliinenseyilinnguune seifeu dotadu nie
W3esssu uvidlifivsedilunisynsn uile vihane nislasnssudeyalusyuuinalulad
ansaumannou uaviinaandioud s, fvun
1.2 n1simuadeulunisdreeiu (Terms and conditions of employment) n1531494 e ule
nsynanulirsounquluiessarelui
1.2.1 fwuanihfirusuiiaseusunnutuasasnfosuansaumaogaduaednualidngs
(Information security roles and responsibilities) ungldau Inafmunliaenadas
fuuleuernusiunsasndovesssuumaluladansaunewss sy,
1.2.2 mwumlmmsmum‘luammnwuluL‘UmLwammau*‘um WL, (Non-Disclosure Agreement NDA)
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2. msasiauiuatUaonieluszninen1s§1991u (During employment) Wioadearrunsenitnun

Aiduneiudsifedesriumsufdinuasaumnea suddinnudiieliausatostufesenaold
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2.2

2.3

miAlunsBmsiansminumssiunsaende (Management responsibilities)

fuims s, nnssRutulivinfaduayuuazduasuidesdedelud wAglgau

2.1.1 Yswmelsnemsdnwriunsaensdofuasaumenes v Wumednualdnuslinnay
SunsrusasUURa

2.1.2 Ylaligldnuujifnuuleviemssnmamsiunsaenseiuasaumnaes sva

2.1.3 afruanunssuindenutiunsuasnseduansaumaiiisdostuntfianusuiaveu
VDINULDILALVDI TN,

msasenuRseviin mslinnug uazmseusuiummiiuasasadgliungldony (nformation

security awareness, education and training) NMsaseANuRsEITAluNSS YA URIUaen S

g sasiuave

221 douasruidiondafieuseanau uavdedwifdmanssnuneautunsaonfevesszuy
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ANALIAg 9 1 laneufined wadanisaondoniadsing (Social engineering)
wazvadlwimamaile Wudu

2.2.2 v, fesndunstineusy MisUsedurudifieademunssminguemnsiunsaonde
vosszuumelulaBansaumeuigldanudulssdmnd

2.2.3 sy, Fewdefldomiyiniu definmsiwasuwanlousnsnnemsiuanaendoansaumne
Y99 WL, TIWBBUBHANSENUIINATU AU InE 1)

NMIMNUAUNALNY
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ulsursuazuulfiilunmsinuanuiunsaenfeduarsaunad llddolianans
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Uaandeansaune wazdldaunnaduendazlisuiunisla o menguIese . 96
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sudwindunismunginediisades
3. mi?ﬁuqu%am3LU?1'EJuLL1Jaqmsﬁwmu (Termination and change of employment)
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. ‘meﬁ 10 lAssas RMsInm Mswaiwn LLazﬂ’]’iﬂﬁﬂ%’ﬂwﬁwumi?{umﬂ (System acquisition, development

and maintenance)

" y3aadi 11 Arnuduiusiumsauniouen (Supplier relationships)
wuUHUR

1. vy desmunulilinsiundennasazasuiinveuiifisadesturmuidssdumutiuns

Uaenszansaumeasludygniugiuinsniesuen Inglinseunqusiniieiuiisasie

Jerutgriesmunulvididennas (Sign off) neuduldnuszuuase (Production) viSenauisu Go live

eXPe e

guaszuu Aesdminderimunlagszydanisauguauiussasadomuansaumaiaenndasiuuloune
waziwIUURnuANuliupaenisasaumeesenns 1w I5nsuuutasaielunisiaulusunsy
ANUINTFIU OWASP (Open Web Application Security Project) Top 10 #3011015 37U CWE (Common

Weakness Enumeration) Top 25 #3aunsgiunsensuluaina

a a

v < v A o v a Y v
QLL@E%‘U‘U (5]@Qllﬂ']i@E)ﬂLL‘U‘U'ﬁ%‘UULW@@iqﬂ]a@Umai{ljﬁV]T\]giuL‘UT@;LL@UWﬁLﬂ‘Uu ?J@Nua‘V]Lﬂﬂq]’]ﬂﬂ'ﬁ
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e
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1 1 = o Y

Usvanana uwazdeyaiiegssuinnisdsvinana ensamuazdesiuanuligndesiinduiudoya
W meAuIIaY (Buffer overflows) Mslifuusiiausznn uasdefianmsnmstosiunieniuau
ANUAUWMAITENINNISUSEIAaRE (Rollback)

guaszUUABdlinsmuAunsidiuarauRumsisuamEsui lussuunuduneuil v, fvue
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LBAIUALNANTENUTLANTY

auasruufsdnalidnswasunladla q sevevdAuasnlda (Software package) Inedsuuias
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&30

wwgndnduwinty wazaiuaunn 9 nsiasuwlasedadunanuduneudl swa. fviun

1%
-

AUATTUUADITINANITUIDN Source code IAddsldiawggndansiviiu

e e

AUATEUUABIIAYIY Source code review LievdaRianainniodalaunfiuazUsulss Source code
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=b. eXe
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wilva
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" yaned 8 avutunsUasnfudmsunisaiduay (Operations security)
" 9907 9 mmﬁumﬂaamﬁ’aﬁm%’umsﬁaaﬁ%’aga (Communications security)
WUV UR
1. mMImuAuNsnfeseuvasauna (Access control)
11 Wweseyauavdguastuu fessmdusmundvslunsdisssuansaume (Authorization matrix
VimezauLLazaamﬂa”aaﬁwﬁwﬁmm%’uﬁwuawaqcﬁ%’mu waznuyuieiinisiudsuula
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sruuwmalulagansaume
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1.4.2 ldoynymlvunsalfifimsusuusdanmsiinessuutfiRing (ooted/jailbroken) Wil
weundindy ieanmuidediflivsrasdiaunsadifdoyaddyueslfnuwarasin
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n1sdfinanslunisidnis
1.8 Wwesloyanazgguaszuy feansandefmvuasng q Alnamngmnedaiedesiunissnm
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wazdarimuamsinuautuasasndedu 9 1udu e muednsnisidndeasaumnauas
sruuwnluladansauneuas s,

19 whwesdoyauardguaszuy fosdinisasumuanslunindfesruumaluladansaumaagng
aviiane w%auﬂgat,ﬁﬂmauﬁwéLﬁQWULﬁuﬁwéﬁlﬁQnﬁaqmuﬁwé‘lumﬂ%ﬁq (Authorization matrix)

ASUIMTIANSNSNTweldau (User access management)

Tilinmseugunsamedeudlinu msudmsdanissiasiiu msuimsdansininisldaussuy

wldlaBensauna uazmsnunudvdnisdifae sl

2.1 msamsidyugldeu (User registration)

o

2.1.1 fguaszuudesudmsinnisuazamuautydderldon (Username) flsiinsldaudad
Fofldarudniu vieil Tuduvesmineu/gndne s, Wifwuadegldarn (Usemame)
munasguenmnedidnnsednd E-Mal) Aldlussdng

212 WvesteyadeadugeylfinisadreUyddldaudansn (Temporary user) uazdas
Frmdrsanmsldnuiisdu

2.2 MIUIMSIANTIERIU (User password management)

[ v

221 Q@LLaisUULLasQ YN ABINNUAAINYISHANIUBENIDY 12 Ban

222 yAaNIU8Y S (WINAL/anines i) Aot miunmugnisanueteties 8 wdn
2.2.3 fguassuuimussiiaruuuutiesmlngliiinsdy wasteuliinswasustaruile
Aldrudldnussunlunfusn adulfiamznsdde 22.1 - 222)
224 douassuuuaTudn Tadieyrmnsves s, (dnemy/gninwes ) aude 2.2.1 - 2.2.2
FosURURRwAY Feil
1) sy uUsENOURIY fdnys fav wassnuseiiay 1Y (a-2) (0-9) (@, #, &, “,
Cor =<, >, %, S, +, ) Jusu
2) fvussiaruideronisandy uidedliidusaunsamaanldneg Wy Ffteglu
WAULNTU “qwerty” “abcde” “12305” Fo-uwiana Tudieulifa flog n3owves
s 1udiu
3) edlildnusiainlrensyuunmsdldolnesaluid Hun msivune “Remember
Password” 1Jumu

[

4) deuAusiariuliifuaruduianizyana lddamelhdusunsu uaslifiud

s wludnwusame wu fuiswerusewmihgldoueudy Dudy
5) sesldliTndvedliauuassiarwsuiuiuddu wiihyddedldeuas Wiunis

Y

BUYININNVBBLITIUUAAATUAR Y
6) feaudvunlassvimihululssdrodnetosyn 6 e

~l

) fouldsuasiaiudloinuduiounnszuy ieadeimiariuasilneyprady
225
2.2:6

uaszuU fesiuualitimadhsiadeyasanulussuy

ey e3¢

AuasTUU Aesdaliinismivausiauegaduen
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227 fouaszuuiosdndelnTedldau (Username) uazswariiu (Password) fe3anisd

228 puaszuuiesuRNguaszuuUfURng gudeya wavsyuuaasauma (Application)

i

.

Al dflinuassimhuedwdunn eelhddddemedguassuuildsuougan
ity

229

22.10

ALBTTUUADINMUMIS IS onszuIumsuduinuiivaonsde Wy nsdifauswasiiu

eSPe e

guaszuudes wualigldnunsueniiadasldus msssuunumsaunenes sy, 19
san e wilunsUaensie fail
nstuaUndnduialy

1) AMUUAAINEIISHANIUDE1IUDY 8 NaN FIUSLABUAIY FI8N1WS FIlaY Lay
PNUTERLAY LU (@-2) (0-9) (@, #, &, “,“,* =, <,>, %, S, +, ) Fudu
2) Liverulmlasusiariu vislluegiuauaiastalumsiUasusianii uagsyuy

Aeasassunsilasusianulunsdling q medsnsivasasie
a a o dyw | ¢ o . .
nsalusundinfunldnusiugunsalndoud (Mobile device)

) Amunsiarulagld PIN code viioswanufidutou (PIN/Password complexity)

Inensel PIN code fodldsiacinu 6 wanTulu
2) lvsAulviiUasusiany eilusgiuanualiaslalumsidsuswasinu uazszuu

fAoesesiunsasustanulunsdining q medsnisiivasnde
2.3 MSUIMSIANITANS (Privilege management)

3
a

23.1 dlsdiudgudeivunlifidunsulfoidmsunisamadeu nmsifnasudnd
A swABLWAENS waznsvumuAvSvesdldnueshauanednualdnes

232 fwusdvsivenzaniuilinumunusiiusaraenndesiunifirufuiareuua
Iaufiuuse R (Log) Mmiamudew nsifinooudvs ussnsasunlasinivesgldn

233 Wiedayauasguassuu dewaliiimsmunuuazdiedyslunstioussuumumnas iy
Tunsldaumindy
1) avdlunsadredeya (Create)

s,
a

vslunseudeyaviseisungdoya (READ)

)
fa\})

s,
A

3)  @nslumsusuusadeya (Modify / Update)

Da

N
~
D

vslun1sautoya (Delete)

o,

5)  Avslunsueuvanedvslunisidiunisunu (Assign)
6)  Avdlumsiusesmugniesnsudturesieya (Approve/Authenticate)
7 bifdve

234 Fwesfoyauasguasruufondufoyddnsiaviiieddansaumaniosyuy
walulagansauwela 9 sgraduaednuaidnys b
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235 vesteyauazdquastuy desdrindunudldonivhmididudlianssudldo
Tidosiigamuanuisunzay

23.6 Wveslayauasgguaszuu Aesiinszeznansldnussuumaluladansaumeaves
. wrvhenumeuenfiiunufinusiuiy s,

23.7 Wvedoyauazgguassuu fesdaliinisnenneuvioidsunlasdninisidniiud
dlefldmunen wWasuamiifauiuisveu W susimsd e vdshiimusdy
lumsldauszuumeluladansaumnea

238 tpuasruudiosnuntessiumsifnuaviveslinuiisnfuszuu Defautt user) Tunsdid
fianudnludeddauderimunsiaiiuetaiunasnde

nmsnumuAvBsiAevesldan (Review of user access rights)

241 wedfeyauazfquaszuu deslimsaeundvinisiiaesldnussuuile s
fmsasuuasssuumalulafiansaumevdelnsaiieosing

24.2 douassuu sedimsseuvmuuasssiumslimada@dld ol li iy 180 Ju il

N
Aaan1snauldanuardeadudusinuld dvv. vs1u eil srezinatitlylalduves
Uny@ildauenvvsiued funsayssuuasauns

<

lal v

3. mytasiugunsaliiliiifgua wavnsaupunisldisdunindansaumaddnl3uiidlivasnse

1 v

3.1 mstestugunsainliiifgua (Unattended user equipment)

3.2

LY

3.1.1  douaszuudesdnlifumsnmsdmsulosiussuureuiunes svuuadetiedoans
Yoya uazszuumaluladansaune Inenisimunavesszu (Configuration) 15
msdennivedmiugunsaliilsifiminnugua viedengunsaletiaue

312 gldnuuasniisnuneuen fosdenviheesnludidelifinisldmussuumelulad
ansaumAves svly. muszeznaiifmua Tasdosinuiinee (Screen saver) Salusfa
vi¥enibifimseurefiaumesidussaznamummii 15 wit fidmuasmhsnumeuen
wldnuseldiilefinslasvaruiignios

313 Jldnudios Log out sendnieiesreuiamediiefirnusiiudeasiartereyinnes

3.4 glfdodeaiuliliiduldaunsal 1wy ndesddvia indesdiuionans wissauny
wnanslagliilasuayyn

nMsrURNAUINGmsaumALasnslinusEUURBLAIWeS (Clear desk and clear screen control)

v v v v

321 gdeuinpderiwusliiiSulleneulumsguasn i Aisinssu - duind vieemvanedn - sen

3.2.2 glaudeesnanszuuneuiimes (Log out) Wudl WeasniudesUdosiialaglad
HALE
AUR )

323 fldnudesdafuteyadidiguendrmnn wasdestulilinnulasnsvetawaiiios

& o

3.24  gldnusesaiienaiseenaininiosiuiiuiniunauass
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NsAIVANNTSIINALATEUE (Network access control)

bifinsmugunsldonuimaaiedns msmuaunsigadiaudmsugldnuiiegnisuen s,

nMsmuuMsigaidmugunsaluuaietis mlesiunesn (Port) AddmsunmaseulazyS Ui sz UL

N5 USKENLASETY (Segregation in networks) 88 1ewNzeY N1sAIUANANTIToLRDNLATEYE

LaENISAIUANANTINNUALEUN N ULLATEVTY

4.1

4.2

4.3

a4

4.5

4.6

msldanuuinsiaiedne (Use of network services)
411 duasruufesmuaumsneunsuNuissy IS et edeanstaya (Network diagram)

TEALASIES IP address Foszuy uarBogunsalarsaumaunglildsueunavie

VsuMeuen

112 fouaszuudesnsugumsidnussuuiedetiedeasioys itotlastunisidrdessu
wSethedemnsieyauazuinsvasszuuietedomsdeyalasiliSuayam

413 fpuassuudesmusumsi@eusioeietemeuen Weldnudumediin Twomdutemns

vthenuneusndfisansaumavsessuumaluladansauwmenes swy. lnedlasy
AU
4.1.4  gldnuisadenulszasalunsveldnuuimaeSetiown dvm. wavanunsalduinng
insetnelavdenlasumseydfian avm. wdn
415 o dedlldszuuederiedemstoyaiiiofudomslunsiangssu (Hacking wde
msaunutadvivesszuulnedlasuayan
miﬁq%ﬁﬁfmuﬁuaqaﬂﬁmuﬁa;}m&Juaﬂ 594, (User authentication for external connections)
Npuaszuudesimualviinsigiinuiussuu Active directory ve9 sy, Rouayaynly
:‘Lﬁ'j’muﬁasujmauaﬂ Y. L lHULATOUBLAL ST UVENSAUMNAYDY S,
msigalimmesgunsallussuueSetneiioansiowa (Equipment identification in networks)
quaszuuest Al msigmifmsgunsallussuueSeviedemstoya It nsnsiadeu

MAC address

e3P

nstdesiuneinildd msunsisaaunazUunsaszuu (Remote diagnostic and confisuration
port protection)
npuaszuufsTziuuIMsuaznesn (Port) Mlifanusndusodduuronaufiunesvia

L3 = 1

UnsalATaY

e Lo

g]LLa%‘U‘UG’fadam&?]u’\ﬁzuumwﬁ'umsqﬂjﬂ (Instrusion prevention system/ instrusion detection
system) UBITEUULAS 8UY

MsWUUBNLA30Y (Segregation in networks)

.61 gouaszuunesinliiinisudueniaseiemunguuesdlie viengurevssuy

walulagansauwe ierupunsldailuisaieiolrisdesegnumneay neRasen - |




-20-

MnAufenstunsiiiedoya sefumnuddyuesdoyn samfenisfinnsandiy

51A1 UseAnSam wavnansenuniesumulaonsoserolul

1) wdeteioyglidnfanmeuenaunaioteildnely i,

2 wietneueundiedy (Application) AmnudFeyiuesetsau 7 AdAuddeyesnn

3) 3etedmiuiAsesliusns Server farm) fuesetievesldau msdnsiag
gusaflanunsauiueniefernels W Firewall v Switch fiannsouts VLAN 1
sy

4.6.2 gouaszuuasimundumsuuaietiefiidunn esdansdniesseslnaldianis
\Sovnefifnuawindu

4.6.3 fauaszuunamari (Configuration) gunsalirsety 1wy Frewall vie Router flsfannsn

ey

Usmsdmsnnnieusniaietiels uudlunsdaniduiededdsunseyannaindaua
szuuiiy

msmauAumsdaurenIaAietis (Network connection control)

471 douaszuvdosdrdansliouesetevesfldanlunsdeudefunietioves i, 1y
Router %58 Firewall {lusiu w%amﬁgqamé’jﬁzwmuamﬁanﬁumaa%y)aﬁ%’u - d9 19y
Web filtering, E-mail filtering udu ievhl¥n158euseinulaonss

4.7.2 fpuaszuuienians Firewall sswrhaaetieves s, fusdetonisuen Wil msinds
Firewall fiosfiansandossadalui

1) msdesiumsasasnnnieuen desgnivunlildidumaiiing First tier firewall

=) b

il

auiupsUaenfoiiietesiunindauansaumevas s, wazlassadreugiudil
mmé’wﬁ'&gmnmwﬁ’ﬁqﬁlﬂﬁ%’uawwm

2) Firewall fipsszyfnuuasiigalinuvesldnuneuiiagliddnmsidddumefina
(Interface) 1il@N5UIMNIIANIS Firewall

v W

3) Firewall Aasisalrsedu ygldnundandanuneeuizdrgssuulidnsa

v v o a

5 A% N1seAldann1ssedudassiunisiag dvm.

4)  lioyaelingaufnuumedumesiva (nterface) msdans Firewall anszorlna

(Remote)

v
Y

5) {lAsunsueununean v, Wihuniiansi

azUBumsisAnuauUasnse
VU Firewall
) Firewall éfmé?qﬁﬂﬁﬁ’uﬁﬂms;msaié’mm’mﬁumﬂaamﬁa
) Firewall fiaslAsun1saeUNIL NAERY LazRTIvEB VDL aLT AL .
8) Firewall ﬁaqgﬂﬁmﬁﬂmﬁmumanﬁiamﬁaﬁaaﬂiﬁﬁﬂﬁﬁwsﬁa
) FesUausmsuazwese (Port) Aldsududodlduy Firewall gt

;
10) Firewall UsstnvasanAwas (Software) FoafnsiauuLas odaoufames wl auans19min
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11) Firewall Avsaunsadoaiuiiiesainnislaui DOS (Denial of service) laagaiu
Ping, Sweeps #38 TCP SYN Floods 1{udu

12) Aoaldiredduvesreniduls (Software) Firewall wazszuuyfianisfiidives
nandugdalvinsatuayuy
13) Houa Firewall siasfanudeyadodwiangliuinng (Vendon) iftesunsiudnans
N5 Upgrade wazuitnd (Patch) s iy uazfosindauiing (Patch) fHanund
\Rentos
4.73 fguaszuudesfiads Firewall ifioutauen Zone 1innsld DMZ (Demilitarized zone)
TnodosinsiFeafsiolui
1) 3esneufiumesuddediliuinisiiudumediin Wy FTP, Email, Web uay
External DNS server 1{usiu G’fa&ﬁﬂﬁyjﬂaqﬂu DMZ
2 madhisnnsverlnadesiigadiauil Firewall wieruuinsiedlu DMz
3) NS Servers fadlioyaalilinsuaniuielsy (Zone transfers) Vuusiiivg s
4.8 MSAIVANNTAINUAEUNINUULATEUE (Network routing control)
dauaszuudesniuguansimuadunisuuaiotiaieliiuladinisideudeinios
ronfimesuaznsinaisuvesmsaumauuasetny Tneiinalnlunisasisaeuiioguanem
wazfumnavassiliensia WU nseuAulag Firewall wSe Proxy iudy
\ mimmlﬂmmiL‘ﬁﬁﬁzuuﬂﬁﬁamﬁ (Operating system access control)

Y

Wiimseuaunadifessuuujiinisedaduasaende nsmuaunisszysazfigadiinures

191
Jldau msmuauszuuiwIsTanissviesiu. n1seuaunsTdruTusunsuUssangfiai (System
utilities) N1sAIvANNITMNAAIMTIFUTTUUWAlULAEaNTAUWA LazAIUANNNSIIRSEYEIAN
mMsdeudeszuumeluladansaume
51 duneudfiRlumsidhidssyuvedatunsaend (Secure log-on procedures)
5.1.1 gouassuu deadalvlinisaruaunisidifiessuuufuinisedrsiuasasndelag
%umumsuﬁngiswuﬁmﬁmLwa%'auuaLﬁmﬁmwuwﬁaaﬁqmLﬁwam?{mpﬂﬁmuﬁ
lallé¥uayqn Fstuneuns Log-on Fesitansan il
1) winnszvunmadigszuulidnsa ssuudedliuansdeyavessyuunSeusunaiadu
(Application) fildauey

2 wuvdswansfernudiouflivuienunsadldenuedomenfiunesldiansdid
Avivindy

3) mnnszurunsidigszuulidnde svuudetliuanadoyaianansaszyfinures
seuv Wy ieteilinu anuiiiwessszuy ieteiiewreuiuneduivne Wiy

4 spuusedivansormuiitiomsmguasniadrgszudlidnga wu livansformui

| a

Uy Aigldauiin vive swanuiin s

5 wsdrgsyuuantyddldeudiuyanaideatuuinndimis Session luszuy

Y

R ey, ot
i
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6) SSU‘U(;]'ENR?’Iﬁﬂﬁ’]U’JUﬂ%’j\ﬁ‘LumﬁwmEJ’]&JL%’]Zji%UUﬁliJE?’]L%Q wazfasRansaiouly
selud
(n) msLﬁuﬁuﬁﬂwamsL‘é’hqi'ﬁwuﬁqﬁﬁwL%ml,axlzjé’m%aa
(@) vnszoznaumsdldnussuuadold
(A) M3siansidouse
(@) mauansdormuifiouiinivevesguassuuidlefinndigszuuiiusnunds
Fisnialy
7 szuufeansiu nan lumsidigssuuiidisalundiney wdeutatufinduauade

Anenminlidisaiuudnsdhgssuundusalunseunefldan
8) szuusptlidesiainuuuy Clear text Husvuuniededoarsioya

€

9)  Hauaszuvdosimuadiuuadeivenlildsvariuinldliiu 5 ad
mii%'qLLazﬁqaﬁﬁmu%m@%ﬂ’m (User identification and authentication)
Aquaszuy dosdaligldnuiivadildnuvewusaryanaielifigatfaulunmsidifszuu
wrlulaganseaumet uazseddssuumaluladansaumeiguuiiomudldomlumsd i ssuuu {03 ms
Iﬂamui ¥UU Active directory %38 Lightweight Derectory Access Protocol (LDAP) ‘Vlﬂﬂid
wiosiatufindeyanisidnis
mﬂmwuiﬂst,lmuﬂizm‘wwaﬁu (Use of system utilities)

£

uassuu ApanuauMsldnulusunsissnmg ias AluusTuUldnuess (Production system)
it

5.3.1 deadnvhinAlusunsuussinngfian (System utilities) Ahanldeu

v
aad

5.3.2 Mmuannuiuiiaveulun1sldlusunsuuseangian (System utilities) upaysionig
aem%’mmuuaz?ﬁmﬂﬁ;’jﬁm‘ﬁad‘mwLﬁaﬁaﬂﬁum

533 ilimsfigadinnu wasimvuadvdlunsldoulusunsuvssinngfidfianenduauid
wihfisulinvey

5.3.4 mmwuwnmmmim (Log) nsldaulusunsudseinng ﬁéﬁuazﬁaaaaumumrwg@ua

suvBE LD

5.3.5 GTaw‘hm3Lﬁﬂﬂ@W%ﬁg&’UMﬁLLﬂiWigangﬁéﬁﬁlﬁaﬁ%ﬂu

NTAUALIAINITIINUTTUVETEUNA (Session time-out)

5.4.1 fauasyuudiaaimmun Session time-out vessruumalladansanmaid msldauniely
svwiaan 15 undl sieil Sszuuiililannsedamsideusouuusnlutily fuualild
Wsunsuinuihaediseddsfanuniormunliinisdonwtae

5.4.2 fouaszuy waggliny dosfsiliifiusunsuinuineiivosdldstarudmiuiasos
ARNTIMESAIULAAG A3 0IABLTALADSULUUNANT UazIASoInaufamasulTY vl

TUSHATUA: nwmaaﬂmuaﬂ,‘mﬂauswamwaamﬂmmsmLﬁsaamﬂmﬂ"ﬂﬂﬂm ms‘l‘zmu -

Wuran 15 w1l
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55 nsdiiasveznainisifensioszuuansaume (Limitation of connection time)
55.1 fauassuy ﬁaaf{hﬁ’mwznaﬂumsL%amiaiwumiauLmﬁﬁmmé'}ﬁ’mqq JGE
fesrivsvevnaidndulunszuiunisdidiunumaegsie Wud swuslmdldaelsly
$29317M3789 SWY. 08.00 . - 17.00 u. uazdeuraifisldmilsediarliifiu 3 $alug
552 ldon mnflenadidudedddauuennaniifmsdemesyiRang sy
6. mim‘Uﬂ:uﬂ’l'iLi’hﬁdIﬂiLLﬂimﬂisqﬂ(ﬁLLasmsauwm (Application and information access control)
Tdinsdiamsidndsansaumne LLazmiLLEJﬂizwmﬂiuiaﬁmﬁaumﬁﬁﬁmmﬁﬁﬁ’mqqlﬂw%nm‘ﬁ'
AIUANLANIE
6.1 Msmensiinfeansaume (Information access restriction)
6.1.1 Wwesteyauazfquasyuudesimuadvdnndndaungldaumidsndugoddlunis
VTR Teensliavssesiasuiludestdelul
1) ms3relululdiiden (Options) ﬁlﬁlé%mgapm
2)  Ms3MANIs8e Command Line
3)  msdransdnddeyauasileidunsldnumeueundindu (Applcation) 7illiReades
fuwthiiausufingeu

) msdrfnsedudvilunsdndsng wu suethadier Wudu

5 nsAIUANMSLINGIY Nsidiiedeya nisudeyasanainsyuuasaumne 1y
518971 udu

6.1.2 Wvasleyauarfguasyuu mstmuslissuuasaumneasesfunisivundnslunis
ihdasuungula

6.2 MSuENSTUUANSAUMATIMeNIIUNIU (Sensitive system isolation) Hxansgnusierungalve) 3o
sruuiifinnuddayoniienu Fessdiunssel

6.2.1 Winesleyauazdguaszuu usnsvuudtlirenssuniuesnaInssuudy 4 wavmuaa
anmuindeuvesszuulaglamiz loun sEuu File sharing SEUUANSAUMANIINITRY
uaz YUY Active directory Tnerinfdldiagunsalneufinmesuardeasindouiuas
nsUuRuaINAIeuenafns (Mobile computing and teleworking)

6.2.2 fpuaszuuiosniugugunsalreuiiamesiazgunsalindeuiinaznisufiiaiuain
AMeueneeu (Mobile computing and teleworking) fiigdasiusyuusangnn

6.2.3 L'%’wwﬁaagaﬁL‘flul,ﬁwaqszwmiaumwiﬁﬁﬂmuﬁwﬁ’@qaﬁmﬂuﬁawm Tunsdliseuy
miaumﬂﬁﬁmmé"\é’z:gagaﬁmmaﬁ’ﬁL‘?Juﬁaw‘mmémﬁ’mzwmsaumﬁuﬁﬁmmﬁwﬁzg
Ueenin

7. mMImuAuNsUURIUIINA18UBn WL, (Teleworking)

7.1 fdouaszuudeadmualiiinisigadsinudounisldau uazideuderutemaiiiiaany
vaeaduifimaluladidhsalioaty
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7.3

7.4

7.5
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guaszuuissinsnennaudnslunsdrdwedldauanmeuendrineu deasuimus

e

SYUBIMN VoYY
Jltau mndnludedimsufiinuannisuenditnaues sry. dedlsdfumsouginain

CY Y] £ 1

TeAudgyviedrnduatednwaldnws lunsalisediuaunsasnuidunisnou Tngudele

eSPe @

gUsduTRymsunTume Tnedddutymdesiansandeulalunssdouns solud

1) mmﬁumﬂaamﬁ&mwmamwLLazamwufmﬁamaqm'ﬁﬂﬁﬁ’ﬁmumﬂmauan L.

2) avutiunpsUaenfenianisdonns lneBanseduaudidy (Sensitivity) ypstoyaiiaz
gnidifuazdairudeimianisiensedoans (Communication link) sufesedu
ANUEALY (Sensitivity) vosszuungly swal.

flinmuseraiuenansitiiummdulugunseifidenifuasiimsenunumsidgs Wneldudninasi

mssnweuduiuiesiuansaumafiegludinaures swa,

{ldau dosfaelusunsutlasiuilifauay Personal firewall dmiugunsalduiildideuste

LASRUILYDY SV, INAUBN

v W £

Aulyn sesmununsldnudeyadiuyanalifinisldnuiisonndosiungmny wzsedyads

o

UQJQ.IA wa ¥

ngszilou dedaduimnedes Wy wserwlydRquasedoyadiuyana w.a. 2562
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dudi 7

nsAUAuNIsIdesTUUIAZaYIYliany

MgUTTEeA

n Lwamwummmmﬂumsmmmmimmavwmiamalsaw (Wireless LAN) v99 593, lagnisAiviue
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CRM Website Web Server (Server Name : marketing-web)

1. A2EUNISTINIUVDUATDUTSNIIDS (CRM Website Web Server)
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1.1.1  Windows Version
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1.1.2  Windows Update
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1.5.1 %5998V IP address 989.A309AURLADS
U
152  vedeunNsWeusiolsev1uiuLASas CRM Website Database Server
U
153  vedeunsiteuselniotneiuieses CRM System & Social Listening Web Server
FAL
154  vedoumsiteusialrsaunaiuipsas CRM Systerm & Social Listening Database Server
U
155 NAGBUNTUDUADIATOUIINULIRON oo
U
asunanismsadeuy L1 Und L1 Taiuni
M59980U Log UoAIBLTINLIDS
1.6.1  Application log
PAL
1.6.2  Security log
PAL
1.6.3  System log
U
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2. ATIVEDUNISNN9IUVY CRM Website Web Server

2.1 ASINEDUNITYINNY Service U3 Web server

U
ayUnanismsiedey [ Und L1 iund
2.2 ®539@9u Version U89 CRM Website
2.2.1 CRM Website
Path fisaLA:
4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.2.2 CRM Website Test
Path fiamLfiy:
4/2566 1/2567 2/2567 3/2567 4/2567
version
U
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23 asRdeuNsd1Testayares CRM Website

Path N9ALAU:

4/2566 1/2567 2/2567 3/2567 4/2567
Folder Size
U
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2.4 n97989U Log U839 CRM Website
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CRM Website Database Server (Server Name : Marketing-db)

3. ATIHBUNNTINNULVDNATOUTSHINES (Marketing-db Database Server)
31 ATIRERUNLTTUTRIIE LU URNS

3.1.1 Windows Version

U
3.1.2 Windows Update
U
asUnanisnsasdey [ Und L1 Thiund
3.2 M3IR@UNITINIUYRY CPU
U
asUnanisnsavdeu [ Und L1 liund
3.3 9599@UNsIEUYes Memory
U
asunanisnsisdey [ Und L1 hivnd
3.4 aywaouiufinsldiures Hard disk
4/2566 1/2567 2/2567 3/2567 4/2567
Drive C
Drive D
U
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3.5

3.6

ASIFDUSLALLDYANSTDURBLASOUNY

3.5.1 ®57980U IP address U94LASDIADNNILABS

FAL

3.5.2 VAADUNISIDUABLATDUE ULASOY CRM Website Web Server

U

3.5.3 adeuNsLieusaLAIat1efuLASe CRM System & Social Listening Web Server

U

3.5.4 VageuNSTausanIoteiuAdes CRM System & Social Listening Database Server

sU

Y

3.5.5 NAADUNISLADUADUATOUIETULRTON oo

U

Y
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M5I98U Log UaLATDUTSNLIBS

3.6.1 Application log

U
3.6.2 Security log

U
3.6.3 System log
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3.7 ASI9ABUIUNILALIIAUDIUAS DY
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4. A329EIUNTITVINUVEY CRM Website Database

4.1  MFIVEBUNITYINNIULBN Service Y99 CRM Website Database

U
agUnanismsisdey [ und L1 biund
4.2 myraeunisliiuivesgrudeya
4.2.1 CRM Website Production
Database file name :
Database log name :
4/2566 1/2567 2/2567 3/2567 4/2567
Database file size
Database log size
W
4.2.2 CRM Website Test
Database file name :
Database log name :
4/2566 1/2567 2/2567 3/2567 4/2567
Database file size
Database log size
U
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4.3 m’aaﬁaumsﬁ’ﬁaﬁayja‘um CRM Website Database

Path AIdaLAU :

4/2566 172567 2/2567 3/2567 4/2567
File size
U
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4.4 9379dUNTYNUVRY JOB
U
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5. mmaaumsﬁwwmaaﬁu‘tmﬁmmmmuazgnﬁﬁmﬁué (CRM Website)

51  #599@9Un15 g (Authentication Testing)

U

ayUnanisnsisdey [ Und L1 lsiund

52 asnasulssvsnmnisiusnslunmsmevaussnisienldau (Response Time) *
VNINBLUG) :

*357980UsTEzIAluNsRevauaIsSenldulimsiiy 4 3ud (egrsiloy 3 winae)

U
Response Time ..... Ju
ayUwanisnsisdey L1 Und L1 iund

5.3 ASI9@8UNSVUAVIATLTIUSEUUANSAUINA (Session Time - Out)

L%U"LsziﬁmsmamLLasQﬂﬁwé’uﬁué (CRM Website) (15 W19l S0aufissuu Auum)

U
ayUwanisnsiadey [ Und L1 liun
54  ATIHBUNNTRBNTIENY
U
ayUnanismsasaey L1 Und LI Liund



5.5 ASIERUANNEDAATDIAMNIMTTIUNSARILA LRI nauddals (Web Content Accessibility

Guideline : WCAG 2.1) (ag191a8 3 %111129)
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FYNUNANIIATIVEDU Application Tridayauinissaluin MRT

1. m37988U Source Code ¥a4 Application Tidayausnissaluiin MRT
1.1. @57988U Source Code
1.1.1 Android Production

Path M1AALAU -

4/2566 1/2567 2/2567 3/2567 4/2567

Size

1.1.2 iOS Production

Path N9aLAY :

4/2566 1/2567 2/2567 3/2567 4/2567
Size
U
dyUnanisnsieaey [ Und L1 iund
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A37988UN1591191UYB4 Application Widayausnssalwia MRT

2.1. ATABDUNITNNIU Service U89 Web server

U

asUnansmsavaey L1 Und

2.2. A998 Version 484 Application Wideyauinissalwilh MRT

2.2.1 Android Production

O Tsiun@

4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.2.2 i0S Production
4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.2.3 Android Test
4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.2.4 iOS Test
4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.3. A971988U Log V99 Android Application
U
ayUnanisnseaey L1 Und L1 hivnd
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2.4, »339d0U Log 194 i0S Application

aunNan1snTIvEey

su
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3. MSIVEDUNISNIIUVDY APl Service Nisenld

3.1. ®1999@8aU APl Service s¥UwU..............

3.1.1 API Service

U
3.1.2 API SEIVICe ..ccoovrviiiciieeec
U
ayUwanisesiadey L1 Und
3.2. 3579d8U APl Service S¥UU..............
3.2.1 APIService ....vieniniennn,
U
3.2.2 APIService ......coivevevnnenne.
U
ayUnanisesiegey [ Und
3.3. A979dBU API Service s¥UU..............
3.3.1 API Service ....cccccoviivererrceniennne.
U
3.3.2 APl SEMNITE s s
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4. M32HUNNTNUVBS Application Tidayauinissalwin MRT
4.1. #579@UNSLl99U (Authentication Testing)
4.1.1 Android Application

U
ayUnanisnsiadey L1 Und L] Liund
4.1.2 iOS Application
U
dyUnansasegey L1 Unf L1 iund

4.2. asnasuyszdnsnmnisiiuinislunisneuaussnisisenlgaiu (Response Time) *
WLNELAG) -
*n5aUsTezIaluNseaUausnsisenltaulimsiiy 4 Jund (egreilee 3 wthae)
4.2.1 Android Application

U

Y

Response Time  ...... i
ayUwanisnsisdey L1 Und L1 Liund

4.2.2 iOS Application

U
Y
Response Time ...... Ul
ayUnanisnsiagey L1 Un L1 Liund
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Application Tvivayauinissalwin MRT
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I1UNAN5ATIIEBY Application Tidayau3nissalwin MRT

1. n59989Y Source Code ¥84 Application Tidayau3nissalwin MRT
1.1. @373&0U Source Code
1.1.1 Android Production
Path Aidnufiu :

4/2566 1/2567 2/2567 3/2567 4/2567

Size

1.1.2 iOS Production
Path fidpLfiu -

4/2566 1/2567 2/2567 3/2567 4/2567
Size
U
ayUnansasavaou L1 Und L1 hivna
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M32988UNT59191UVBS Application Tidayau3nissalvia MRT

2.1. ATIVABUNITVINNU Service V99 Web server

asunan1snsIvdeu

2.2. A599@0U Version U4 Application lvidayausinissalniln MRT

2.2.1 Android Production

sU

U

O un@

O laiung

4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.2.2 i0OS Production
4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.2.3 Android Test
4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.2.4 i0OS Test
4/2566 1/2567 2/2567 3/2567 4/2567
version
U
2.3. ATV Log U89 Android Application
U
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2.4. »3796d0U Log U3 iOS Application
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3. F32HIUNITVINNIUVAY API Service Msanly
3.1. M1939d9U API Service 3¥UU..............
3.1.1 APIService oo

U
3.1.2 APl SENVIEE ssmumsnnsinsesosier
U
ayUnansasavaey [ Und L] iund
3.2. RIIVEABU APl Service S¥UU........
3.2.1 APl SErvice .....ccoovevvvenerienn,
U
3.2.2 API SErvice ...covvevvvceieicen,
U
ayUnanisasaveey L] Und L1 ‘lsiuna
3.3. A919e0U API Service S¥UU..............
3.8.1 AP| SEMVICE e
U
3.3.2 APl Service ...,
U
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4. MTIFIUNSHN9UVRS Application Tidayauinissalain MRT
4.1. #599a0UNSNIHIU (Authentication Testing)
4.1.1 Android Application

U
asUnanisesisdey [ Und L1 Liund
4.1.2 iOS Application
U
asUnamsmsavaey L1 Und L1 idnd

4.2. avdeulszansnmnisiuinislunisnevausnsisenldau (Response Time) *
NLBLIAR
*p53daUIEETIa uNsmeuausInsGunldanlilasiiu 4 Jundl (eghetes 3 uthee)
4.2.1 Android Application

U
Response Time ... i
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4.2.2 i0S Application
U
Response Time ... i
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