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80), HTTPS (TCP/port 443) Tagiilawutlgmvisoimadadesaufumali swu. bianunsalould ssuy

9
<N ¥

%) t . o o a4 v A 9 o o
Fosds Alert 19U E-Mail waz sSMS lUdauasinsdnvidlatovaadming svu. 16 nasnszesiiafly

Usns

o/

110 fSudndesdamszuudesiunislaufiiiuled Web Application Firewall (WAF) uag Web
Application Firewall Support for SSL Websites saufisn1sdasiudsanaiuainnisiandiivled
(www.mrta.co.th) 701 s, Tneansnsatlestusfeanaulsoehstion Faeluil

1.10.1 ﬂaaﬁuLﬁUl%ﬁ%uﬁugm A8 SQL injection, XSS javascript, %38 CMS 14U WordPress,
Magento, Drupal, PHP, Joomla

o/ =

1.10.2 Yastuivledseaugsan Ao OWASP (Open Web Application Security Project) 10

u 1

al o t IA I 1 = o/
susutedwifidwmansenusunssiaiuweundindu
1.10.3 Uasiuiuled DDos Attacks luszAu Application DDoS
1.10.4 Inagsud1evzdosdniin Policy Configuration n3eusuludvu Policy mui v,

ANUA

1.105 wintAanTlaufluladiintu azdasundanauy sHY. n51UN19 E-Mail ¥38 InsAwn

o

= 1Y e sey A 1Y 2 v aa a =4 v o [ a a
3o SMS Tduuesinsdwidefioveadmthn svy. iuifiswmenisaldy wasdayinsesaundamvniiin
1NN LANA

v 3 I . X =
111 {5udedieaiinisnsiaaeu DNS Security Tifulawuyes svl. (mrta.co.th) aremsseviani

/\7537'0"%\)/

Tgusnns
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112 Tud19d 83T ANT¥ U E-Mail Security (E-Mail Firewall, Zero-Hour Antivirus, Spam
Detection uag Virus Protection) 13 ulddaafuszuu E-Mail (Mail Gateway) 59w uazvuieon
floudwnds Mail Server va3 3wy, lagausadosiu Mail Box vee sy, lalidesnit 600 Accounts
wonadndsmesuasunaiiu POF File Ty s, mesmmanedidnmsednduazdaviseauazuidu
wnasiiiauareamznssunIsnTeiuian iulssdmnifounaensseznanilduing Tnodnds
aelududt 15 veufeudaly
113 fFuddiesiamBuniia (SIM Card) tiedeforulugsnsémitiefioldvnszuuitliuinisly
Usznalng Tasanansadsdonanudu (sms) lsitosndn 12,000 Fenru/d
114 d5uindesdamgunsainzansdygranniediglians (Pocket WIF) wiauduniina (SIM

Card) Taganusaldsnudumesidalalidrinuiinanisldoue Sunulidesndt 3 yn

2. Uimadeulasszuuiaietieseudnsdiinnulugivdrinauges dvazidunsiil
21 fuddedamnasieasdoyadmivlfiliudemdearsioyaszuuinietisnenfiomes
¥4 39, AewAlulad Multi Protocol Label Switching (MPLS) kUt Point-to-Multipoint 5113935

=) & ' ' ¥ o . . ° ° o ) 3 a ¢ w
doansruidagailaseiglouianiues (Fiber Optic) $1uau 15 2393 Amuaduneigudnenfinmosvdn

T4 5 9115 1 59, Tnedisteazifunuatenie Aus) wavnesadiause mensnalul

o A i -
A2 wasmyeNse

100 Mbps

)

1| ewiaugheufiRns Glun) u M enms BEM Fast Ethernet

o

gimsiiugi K9 desnwanulasadouasdie (W50.) Ui
2 3 Mbps | Fast Ethernet

Uszanadn - oan SN MemuauuInusITI

salnFuvuas dewansvena

Wewihurheinwnanulasadouazine (lsn) 9u 1 013
3 30 Mbps | Fast Ethernet

Y9030 @nllAudausTsuuiaszndalne

o

Weringlieshwanudaendouas)is ({H5a.) Tu 3 91A15900
il 30 Mbps | Fast Ethernet

< v
0FNIUAIANITN

Hosviudiesnwanudseadouasdfe () 4u 2 aand

5 . 4 . 30 Mbps | Fast Ethernet

ALNANYINIDNT 1 OUUANINYS -
salwasues areleduivieaa (drunaveny)

viesmuaNiheuiRn1s 81n15eenTa 10 Fu Yeeinsinyl 80

6 - o 20 Mbps | Fast Ethernet
anilndnaes
ViosruandeuiiRnig e1a1seens 8 4u veulnesInwL 47

7 20 Mbps | Fast Ethernet

aontvanges

ryﬁmmf

/a9...



salifhumiuns dreaasddusTsy

vioniudeufURnns Glun) Bu 2 91A1An Admin Fuddeu

8 .. . , 4 30 Mbps | Fast Ethernet
U139 Snwilasanissalwinaneding gasuning - vede
wenhanudeufuing Wun) enmseeasoamilansuenuidivg

9 - , 4 o - < | 30Mbps | FastEthernet
Tasanssalwiianeding dasunalvg) - uete auushuSiuas
vewhadeuifns Gun) ermssensaaniiuenuumys 1

10 30 Mbps | Fast Ethernet

puuSIUSLUAS

WewiudeUfuRns (lun.) 1rsaeasaaniiunsintes -
11 30 Mbps | Fast Ethernet

g auuSmnsiuns

12 | esmuaudheuiins iiseantilagmunsedaundn 60 Mbps | Fast Ethernet

lassmssaluiaediden dramsen - dewulv - gan

Wesnruauermsrensaanidaan Indanidsiagsinan

13 . 20 Mbps | Fast Ethernet
auuEgNM
WeadmauANe1A1598nAse aalil nu.25 Induen avs. auu

14 - 20 Mbps | Fast Ethernet
waleFu

Tasamssaluinanediden 42U - aynsusing

15 | iesmuauaulensaaanimsiane auuasuATuns 20 Mbps | Fast Ethernet

o Y 2

22 §3uddosdnm Ands USuusean (Configuration) gunsaifumidumis (Router) gunsal
nszanedygralddaunia (Layer 2 Switch) LLaquﬂiﬂi’SU‘] g1y Tnefidwiugunsaiuasd
Usvansnmismelunisliusnsmngs dwsuifenlsssuuiifumaasuaena Iaunseldau
saffussuuiaioteneuinmeiniglures s, IFogrediussandam violl sub. annsalfansienis
Fu-dedoyalinnussinvlaglidriauiinmesdoya Hlusmsléou wazdnoudldnu amnsaldauls
naensvozafiliuinsmudyg ofls {iudmfesssamanuiudguasimsaaud uazufan

°

suidsudasivun auannsaduatenieluatsiiudnass anud v, fviue

w

23 sy fansdesverFuinlidanneasdearsdoyaifquaniiuasmuiilunsldaou
pwde 2.2 WuAldlusuan eldeulusszuuiniatonouiaesseninsgudnouiianes dae
welulabarsauma swa. lUSsgaRnRanul swa. faun Wanem) Sruauldtiosnds 2 1eas 13
Aususiazaseslaitiorndn 30 Mbps Tne s, lifeaderildusnsleg Wuduidunsenssezaand

THusnsamudyan

/\75?‘?%{
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3. USmaveuleessuulai st edmisussuunenuduiuiiaansadieuy Real Time dngazidunmail
3.1 JEudedesdavnasiemsteyadmiuldidutemdemsteyasvuuiaietiuneuiinnes
299 59, Aenalulad Mutti Protocol Label Switching (MPLS) kuu Point-to-Multipoint H1u2495

doanseuSrgaiulasaigleufiniua (Fiber Optic) fvuadunniquineniameivan 4u 5 e1a1s 1

a 1% o i ' N ° @ ' &
syl g sanens sheawelulatinisi@iousie VPN wUU 3G ¥i3afnIn 31u7u 12 2995 famsuseluil

1 - 2 Mbps
JYMALEN 28)
giiuduAruinisveasauivamadi-een 7 1 auleasoannivhieying (ndduen Vb

2 o 2 Mbps

2 < U a o 2/ A & as 1
QLﬁ‘UL\iumUimi‘ﬂ’e}ﬂiﬂUiDm%NL‘U’]—’e)aﬂ 1 muaamsaamﬁ@ummuﬁiiume
3 v e 2 Mbps
Uizmﬁl‘lﬂ&l dnauamwammum)

€ o 1

giiuidur1uinseensauinamiudi-eani 2 aruvensadandaud Tausssuu
4 o - 2 Mbps
UsenAlneg (waefyaiin 6)

o/ o

- J L=y o 2/ A b
ALAUNUAIUTNITIDATOUIIUNWLY-09NN 1 muﬁ]amnamﬁmmiu‘% aﬂaLLElﬂEJIﬂﬂ -

5 |7 2 Mbps
ANYTY3)
fiiuRuAuinisveasaudnumadi-eant 2 aruseasoanilgudnisussquuisni .
6 <y o J 2 Mbps
#3na Auauusyaniien UShuduenaaeung
} 4 a 1 o o ¥ A = 1 v t %4
diiviiuriuiniseensauinamiadi-send 1 aruseasaanrdaiugiu aunti
7 o v . 2 Mbps
Tiadnlna
guiuliurtusniseensn vinamadi-oeni 2 aquseasaaaniinszsiuin (voy
8 |, . 2 Mbps
Jymiien 2)
9 | ffiuRuruinmIsensauinuenaseasaanifinacuidld auungauniien 2 Mbps
10 | gifiuduausnisveasaudnaeimstensaanilamuenuiding auusaunduas 2 Mbps
11 | ffiuduauinsseasaudinneiastensa antiuenuunys 1 auushuSiunas 2 Mbps
12 | fifududuinstensauinaeinstensoaaniuieintes-vinds aunsaubiues 2 Mbps

v 2 g a P

32 fiudnedesdnm Ands Uiuusier (Configuration) gunsalAumidumia (Router) uazgunsal

1
= <

3uq fisuiu Afsuugunsalnasiussansamifisamelunisliuinsynen dmsudeulssruuiiats
Funtawazuanenia Waiunsaldausiuiusyuuiased1enoufnesntsluass sWy. ooyl
UseAnBnm viadl sy, anansaldeuianisiu-defayald ynuszanlaglisiiausiamesdeya
Frluensldau LLasaﬁ’wmu;ﬂi’fmumzn‘mwmulﬁmaamzasnmﬁi‘?}'ﬂ%msmuﬁ’mmﬂ

/\75?6”%{
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a av LY 4

33 9w, favddesadudrdidannasdearsdeyai fnuaudAuasauslunsldan
aide 3.1 Wduldluewean Wedenlswzuuasetenouinme dmduldnuiuszuunenuiiu
flaensninauuy Real Time sewinquéneufianes dameluladarsaumna swu. Wgaadamud
vy, fvun Wanema) swavlidesndn 10 2993 e . bifeadedrlduinisla uduidunaen

sravnalduUInImadya

4. Vimsdmiuinedayarsnasmepaaianaiuazmsiihseieinviauvasadiessuumalulad
ansauina fneasdondad

41 d3udndevhnisdafiudeyaisnasmunsuiiaines (Log File Collection) LH15319mu
Uasnduwalulagansauwmea (Security Monitoring) miﬂizLﬁum'lm?imiﬁﬁ'mwuuazqﬂﬂiaishm SN

sy, auTiue Inedisivasiduasanisranalul

1 Active Directory (No.i) v ] \/
2 Active Directory (No.2) v v
3 Active Directory (No.3) v v
4 Mail Server (No.1) v v
5 Mail Server (No.2) v v
6 Mail Server (No.3) v v
7 Advance Persistent Threat (APT) Appliance v v
8 Network Firewall Appliance v v
9 Network Load Balancer Appliance v v
10 Intrusion Prevention System (IPS) Appliance v v
11 Identity Service v v
12 Wireless Controller Appliance v v
13 KM Server v v
14 E-DOC Server v v
15 CRM Website v v
16 CRM System & Social Listening v v

<
a

=1 aa £ < = ° aa Sy
il sy, favslumsiwasuudassianisgunsallusmsenui s, dwue uaglidnsiesvely
nsiuAneIns1enisgunsal Suaulideendt 2 ienisaunsal e swa. lideudedilduiniglag

WuAuisdunaenssaziiafldusnsmudyan
~{
/\7:1;1]5‘ Danf
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42 f5udrededliuinmsdafuinundeyassamuneuiamed (Log File) wastidszTanny
Uaoasfomaluladansaumne (Security Monitoring) Inefisnuazidunsal

2/ =l

42.1 FediguiujuiRniaihseiaieanmussuumaluladansaumea (Security Operations

o
@l I

Center : SOC) 9nsivag/luuszinalne Alszuvuimsinnisanuvasadsarsaume (Information
. . v A 9y oo o o o

Security Management Service : ISMS) Alasuannsgu 15027001:2013 weliu3nmsdaiushudeya
95795M19RaNANABS (Log File) wazidrseivaudasasiamaluladaisauwme (Security Monitoring)
TfuszuulazgUnsalsingg smudl svu. Avussuaiswlute 4.1

422 $ewE@mnsavihnsiiusausiu Log File (Collection) lagnseemumsesiuUysiadnme

L Y d‘ 2 -~ o/ A /S al £ 74

nsnseviRaigiupeuRanes atudtinatruld

423  awnsaiinisAnnIesane Log File AlaudAg (Filtering) N13537U57% Log File
ngunsalnanaUszian (Aggregation) Inensdmuiiv Log File Tfeglugunuuifinasiu (Normalization)
nsTRaRuUAEIRYTERRANIAITATIINUN Log File (Prioritization) kagviin13ILAT BN

ed & X . v .

A UILUANITANLNATY (Correlation) 370 Event Log AUy Real-time

424 Fpwn1sIATIEEINANTTe] LBTWARSHALUY Real Time Wieuana1fumAN15ala1eY
PR @’ Y . o o . o
Mnertuaulasade (Incidents) IngaaNInIMUNTLAUVBIAMUTULSS (Severity) wavmIudAgy
(Priority) vsuuansaimEeTiiatuld 5 seiu Wusdwiley

425 Fosdafuneazideauazimuaszaunnudidguesgunsalisiazsenisniude 4.1
TngldinasinisdnaniuaudAgfidenndasiunanssnun1egsna (Business Assets Value w3ofin
Confidentiality — Integrity — Availability : C-I-A)

426 #ovhnistesdunisiud suulasdeyanazriinasid13vateya (Encryption)
::l o as Y] Y .
edssiuuazsnwinnulaensiavestoya Log File

427  Fewhmiudafowdimid s, lwiudl delivanisalideadeonsamgnisainisyn

e‘d L o o =) 1 o 13 Gl .

JnIzuuniisyAuANUAIAYVETEAMNTULTIES HUMNeNTA v E-Mail

428 #owilfiu CSIRT (Computer Security Incident Response Team) W3 au#l 9z U UA
wiilunsnevaussramamsainsyngnszuulasnnuedisies 4 ass lnalafamnnisainisynin
SEUULAS D9 10ADNANBS YR SHY. Uag/v3e TN, Feansarutisindeng Sudnsadidniiums o

o & v & 1 vy vevve v o & o e A =

dnuitwes vy, Aelu 4 Falus dudws sy, laudeavigSudrmsumalnsdwd Insdwviiadiaud
Tnsans v3e E-Mail saiegeamenisiioansdug auil swu. Amualdnniu liduiunen

429 Fiuiredesdalididminviniinlunisuszaiuau (Helpdesk Support) Ty
Wuwi? svy. meen 24 Falug

] =

4.2.10 FIudnsesimhienulssdieu Waseunaihsedenulaensumnalulad

2
I

ansawma (Security Monitoring) Tnefisneazidaniidesdnasli swu. fAreludl

] ¥ ¥
aad a & L4

- agudnumgnsaliaunininiuiovun

[

- agUdrunumvanisalnidu Critical
[“7’:5? Donf

/- gsUdmu...
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- agUdumgmsaiienuaiianaiussuu Tasduunauaniuz AmLsasoy
(Critical, High, Medium, Low, Very Low)
- asUPaumgmsaliAed uluusasu Tnsdiuunauaniugaiuisaiiu
{Critical, High, Medium, Low, Very Low)
- a3 Signature fduamalumsiinimanisaifinun® Afetusinilan 10 Sufy
- agUnenisgunsalues s, fihseefenanu
- aqUsuu Ticket AAstulussuiieou Tnssuunmuaniuzyes Ticket
- agUnwazduanaine MTlnTzivnnel Yesusag Ticket
- agumsienldiin CSIRT (G1dl)
- aguman1salfiiAatuniniiagn 10 Sufuusn Fuunmuiadeniag 1y Rule
Name, Source IP Address, Source Port, Target IP Address, Target Port
il Kesdmdessaudenaridu POF File WU v, v E-Mail wagdmvisenuagdifu
lonansEiauerenaznTsINIATINsURan s Wuusesmniteu Tnedndsmeluiuil 15 veafioudaly
43 Fiuindedssuviansanusn1siuinsiIun e Web Portal Tnefideyaaauzvesnisita
uasdln Tickets WarARUzUBY Incidents TARTULY
4.4 H3UT199pNIINAEBUNISIANEITU (Penetration Testing uae Re-Penetration Testing)
il sl fvun Tnefisuau P Address fildnaasuliidasndn 20 P Address 1ot meazidonves
oI INNTNAFBUTZULIIUAINETINIUTENBUMTIATIZYiMANTTalunIn Taudewansenulunisih
sefinmuasny wieuralisuuzirlunisUadeduifingawy Tnedavhssnuiuenaisadiuou 2

g uazlndonasinedaifivaslu Flash Drive wuu USB d1uau 3 ya ddliifunagnssunsnaiaiuiian

o o °o a v do v o o
Aelu 30 Ju ndsndiumsudiaia amelussesnandlduinsmudyan

&

[V Y 14 LY

45  gudnedssdnmzerduidmiuasiadeudeddnd (Vulnerability Assessment) uaznsavaey
nsUURmudenguuie seideu TatAU nIeuasgIuaINan1e q (Compliance Assessment) U84
iy, n¥eudvsnsldausiunu 1 and nedeadulusunsuildfumnuialunniunldeulaededl
nudnuzetutiosviendt dutelui

451 Wulusunsuludnweauzues Commercial ware
452 awnsanmaaeudedmasaungs Kl
- dadlmnndeunnissvedlusunsy (Software Flaws)
- FadiftoraviilviAamsyngnan Malware uag Botnets
- fadlwimansiuaaIin 9 (Configuration)
- dedlwiveasdpaustiefiu Physical, Virtual taz Cloud
453 faruannsalumsasiaoutednd fail
- Operating Systems

- Network Devices

- Web Servers /\75:70;\%1{

/- Hypervisors...
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- Hypervisors
- Databases
- Threats & Compliance Violations
454  gunsaaunumdesnileits IPva IPve s Hybrid Networks
455 aunsodednimslinusswiuedowenianesld
45.6 awsansiaaeumsujiamudenguung suileu 1aUdu ¥3e N NsEINEINaRINT
(Compliance Assessment) w83 s,
457  @wn303na1AuANTULSY (Severity) Tastadinila
458 gunsalmuuzimseuuImanmsUatedlnila (Hardening)
459 awnsansvdeutedlmildlnslidniaduiunuisatlefitazaunsansivdoutend
wSeuildndiarliifosnth 128 IP Address
45.10 awnsaeenseuasUnamsasInaoutestvily feil
- gnnsaldnsdyanvaives swu. Tuseauls
- @nnIneans1eeuluguuuutes XML PDF HTML wag CSV 14

1w

- ANNSNANSIENUNANISATIAADUTRAIMILNETLR e TRk UNIeSEUUB R Le

U

=Y &l 3 ey ) . = = o e"l’
5. Usnsiiufiaudasufinmasdnsas (DR-Site) fsteazidannail

Y

o

A5udedediaauiiield swu. Tddndadurudasuiiimesdises (DR-Site) lnsilaunaszuy
<4 1 @ s (3 a o/ ! = ﬁ‘ ¥ a
n3evrensuiamediu qudnsuiunesvan drowaluladatsauna svi. aaenszesianlduinng

InefinuaaiFnail
51 deshiafiiweshomsiliifuguineuiiunesdisesves swu. Aldmunasgu agluiia

[

o g vl A A ' o ' P a o o
NLUNUSHU iuagﬁlﬂawumLaﬂﬂm@ﬂqiﬁNHNU53W1ﬂ LU ﬁm‘mﬂm ADIUNTIVNIT INIATTWITANTIILU DY

= t |l yd” = A 2/ o/ a o/a a 1 g 1 A
Msa"l,umiag’lﬂawum UANULFEATUAYWUANNETIUYTIR LTU UINIU Miai%UUﬂﬂﬁﬁi%UIﬂﬂ Ly

b

[ 1

iwu?{amﬁaga"umawaaﬂ%ﬂ sussnomshifiusyiansiamdsnivielinsieduenssuUosnds

52 Hesllgudnoufianesdises (DR-Site) Tnuflszegrinann suu. (avd 175 auunsgsanii
WY2eRIBI LIAKIEe ngamnanuas) Wuszeznlidesnin 15 Alawes wavauisaliunia

zaan Whisldainauuaiewan

53 fosulfiufivensaldiuidming svin. Bidesnin 10 du Taglifialddne Arfivensanaen
syezaTliuss

54 fedlidwmiiifnwersasndenslueins nieufingindeneeslaiinsiaunaon
24 Hlu

55  #osfigud Data Center #u Co-Location Ti1un153uUsawNAsgIY Tier 3 uagldfumasgiu
I1SO 27001:2013

56 #esdiuims Co-Location 1 v Ankaadesnaufiainesiaidne (Server) niaugunsaldon

fi1eq aelug Rack AfAufilunsindsgunsallaifesndt 42U uasfheaseansanudggiiulaseiig

<4
/\?5‘7 ﬂhm{ Nou...
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TouAa1uas (Fiber Optic) A1anslaiasndn 1 Gbps iieifeureszuuinfetrsaouiined fu
Audnounnoiudn sy, Tnog$udrsdesiidrmiiliniudiomdouaratuayy Tunsald s,
finshnssgunsal
57  §3uddasiigunal Appliance Firewall iteldfosiuliifuinsasnouinmesuside (Serven)
uargUnsairowisneg 189 . AaeastazANTIliUINS Tnonauaudiselud
- §l Interface Port wuu RI45 §1uuliitdesndn 12 Ports
- § Interface Port WUy RJA5 sasfumaitionsis DMZ/HA Swalsitiesnth 2 Ports
- 5845V Firewall Throughput 33 litfoanin 4 Gbps
- 5895U SSL VPN Throughput litfasnin 200 Mbps
- 833U Concurrent SSL liitlasndn 200 Users
- 5993U Intrusion Protection System (IPS) Throughput litiaendn 450 Mbps
58 Hoslid il Network Operation Center (NOC) ragiiinszisagnasn 24 §lu ilonae
TuSnnsgnén 1y ns Reboot taFasnoxialnesisidng (Server) mswdsldmuiienisdrsesdoya
Uszdiu msUniTngunsalineg wiediansaaglnaniuzsieg vesgunsainiglugaunsel Wusy

1%

59 fedidninnudirsnnmelugudreuiamesdrses Inellnnauifednley Ml

J [l
RS o =

59.1  Wudwnoudaasnin su. aansaldeulalidesndy 30 Tu
592 #asdlsyuuindedis LAN Weusiowuy Gigabit Ethernet Port 10/100/1000 317w
laiviorndn 8 wesn uazszuuIAFoUls Wi-Fi fidouderuiadosnoufiinesiiang (Server) uazgunsal
newfAesTes S, n1elugud Data Center 1§ suuisfasanunsoldnudumedidely
593  dosdgunsaldnineuitansosesiufldnuldsnnuedieon 20 au Faszneudie
qunsal feil
5931 wsnsneuiimesidndn Sausthales 12 1Ases
5932 IndaulaRilerdu (Copy/Scanner Stunusghaties 2 eeq
5.9.33 Insfnw Suiuegnties 2 gang
5.9.3.4 gunsallusiaawmed Sunuedntes 1 yn
5935 gunsniinfetiedug Ay ldun qunsal Layer 2 Switch #ifl Port wuy
Gigabit Ethernet 10/100/1000 d1uaulaitiosndn 24 Ports wienanedeyaa UTP uazaunsalsonasluin
Dudu

P9l
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<>

mysalnhvugaaruuralseme ne

MASS RAPID TRANSIT AUTHORITY OF THAILAND

SPiamianielamiuresiguuniinnsnsensuauuiay
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

Uszmant1ssalntrvudennavuniaslsewalne

399 ylaunensineanuduasaenievasssuumaluladansaumnd (aduuuuseniai 10)

Fewszswnguinmimuavdninasisarisnslunisiginssunididnnseiindniasy
WA, 2549 was1 5 fwslimhsnuesifesdaunulsusiasuunuiilums¥nunaruiuag
Uaeaseduasauna dWelinisdidunisle q fMeitnismedidnmseldndiumhonuvesignie
Tnembsnuvesisiamuiunslasndouasidetiold Ssdmalisruumeluladansaumavesnissalwih
yudanaruuisszmdlng (swa) Fesdinsinsianuiunsaonfovesszuumaluladansauine
agnsUEui g3 l33ermudu (Confidentiality) AIENABIATUNIU (Integrity) wasanmndaulda
(Availability) vesansauwme uauantAsY 1Wud arugndauiads (Authenticity) Anusuiin
(Accountability) nMsulgiasainuuiintey (Non-repudiation) wazAranitelie (Reliability)

UsEmenaznTIIMIgInssuneBiinnsefind FesumilsuiswazuuiiRlunsinm
ruiuntUaenfofumsaumaremisnuessy @IV 2) we. 2556 4o 14 Amuslsimisnuuesdy
Forimuarmusuiinveuiidnau nidissuureniumesieteysmsaumaiannudeneviodussela
urew noieiuila Suilennnesumses anay Vel Humsuf TRmsnleuneussnnuatunssom
pufunsUaenSes uansaume il WUTIsERugegaeaiteay (Chief Executive Officer: CEO)
HufFufinveudernuidss mudemne viedunseiiinty

afesuemamalenes 25 wimsesdyaRnssalwihdenaruissemelng
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19.1  §5Ud19d a5z Uy Web Server §1u7u 2 1A 09 damdumisldauivied

(www.mrta.co.th) waznnsldau Back-Office 184 Application 59y, Tneusiaz Server sosfinaaudfiidu
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19.1.1 awmmﬁwwulugﬂuuumaa Enterprise Virtual Private Server (VPS) %30
Dedicated Web Server si§8finn fivmiieuszuananan (CPU) fifiunulszanana (Core) Talitfosnda
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WL, fiBenIs
1.9.2.3 anansavinenlugiuuuvesgrudeya Microsoft SQL Server 2019 F4lu uaz
MySQL Version 8 Juld
1.93 finmsvafiu Log File 17'1'Qﬂﬁ'mmuwsziwﬁmzﬁ%ﬁﬁaamsn‘ssﬁwmmﬁmﬁ'Enﬁ"u
Ao LABT W.A. 2550 uarwszsvd e Ri1Renisnserianudaisatuneufianes (avui 2)
w.A. 2560 (Wieavuiitinataduld)
1.9.4  anunsaldaumiua3erny Interet Protocol Version 6 (IPv6) 16
1.9.5 fszUUn13 Monitoring lag@s15aATI9@UAIUZN15Y19ULA LBU Monitor Host
Server lun1sns19dauUanIUy Uptime Wag Monitor Services iieldlunsnsavaeu HTTP (TCP/port

(Y%

80), HTTPS (TCP/port 443) Tnsidlewutigmvdemadadesaudumalk svs. liausaldewls seuy
Fosds Alert tfu E-Mail waz SMS luduuesinsdwifiedoveadmid s, 1§ naenszaznandild
U3
110 F5udrededamszuulesiunislandiiuled Web Application Firewall (WAF) uaz Web

Application Firewall Support for SSL Websites 53ufian13fasdudsanatuainnislanfiivled
(www.mrta.coth) ves sy, Tnsansotlestussanasldeshedos delud

1.10.1 Houfuiuledtuiugm fio SQL injection, XSS javascript, 3o CMS Lty WordPress,
Magento, Drupal, PHP, Joomla

1.10.2 ﬁaaﬁuﬁul%ﬁssﬁ'uqm Ao OWASP (Open Web Application Security Project) 10
Susuteslmifidmansenusuussiaiiuaundindy ,

1.10.3 Yasiuiuled DDoS Attacks Tuszéiu Application DDoS

1.104 Taggsudneaedasdavin Policy Configuration wiousuLa Bu Policy mufl .
AUA

1105 winiianslavddiuladiiniu svdewuduiiou s, ns1unie E-Mail wie Tnsdny

- ) o ea o ada I3 @ o v o a
%38 SMS ‘IUEJ\TLUaﬁ‘Vﬁﬁ‘WWJEJﬂE]‘UaGLi]’l‘VIuTVI S, Vlu‘Vﬁ/lLﬂﬂL‘W@m'im‘Uu LLax’amVH’iﬁFJ\i’luLLﬁNL‘MﬁmLﬂﬂ

NnMslawi
111 F5udnedealin1snsaaaau DNS Security Tifiulawuyed sy, (mrta.co.th) Aaeaszesai

/\73?6“%1)’

Tdusnns
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112 8 TuT19A 899 ANITE U E-Mail Security (E-Mail Firewall, Zero-Hour Antivirus, Spam
Detection uae Virus Protection) d13ulddaefuszuu E-Mail (Mail Gateway) 7w 1uazu1esn
AoudInnga Mail Server ¥4 9. Ingaiunsatasiu Mail Box w83 5w, ldlitieandn 600 Accounts
wiousdndesnuagunaiiu POF File Ty swu. mesnmnedifnvsedinduagdavhsngauaguiiy
nansiiiauerenmgnIsunsnTIIiuRan [ulssdmnifounaenssegnaniilduinig Inadnds
meluiuil 15 veudioudaly
113 gSudeinsdam@unisa (SIM Card) Lwaawamnﬂ,ﬂtmiwiﬂwwuaaa‘lﬂwnsvuw’twusmﬂu
Ussnelne Tnsannsndedorudu (sMs) Ilidesndn 12,000 Feru/Al
1.14 Q"'%’U Nmawwwaﬂnsmns”maammmmiamalima (Pocket WIFI) w3augun15a (SIM
Card) Taganusaldnudumesidalalidinuiunanisléng Suulidesndt 3 ¢

2. Uinswedlesszuuasstiesenindtnnulugiiuditdnauges sneazidansl

Y v w o v ° w 8§ ¥ ' A v & a
2.1 SUIN mmﬁmm’mﬁ]iaami"uamammUT‘UL‘fl u‘UENVI’I\‘laaﬂ’li‘tJaiJai:UULﬂia‘U’wﬂam‘m Lma%

EQ GEE

289 3. Aremalulag Multi Protocol Label Switching (MPLS) WUy Point-to- Multlpomt N1UNDT
Aemsmnuiigaindasednglouiiuas (Fiber Optio) $1uu 15 2995 Amusduniigudneniiamesvdn

1 5 91A15 1 59y, InedisneaziBentanenie A wazwesadousde fannsesslull

1 | Wowhaudheufoinis Wun) 4u M a1ms BEM 100 Mbps | Fast Ethernet

< e/ J o (Y o =
1MILNUGUY K9 rhesninanudasanauasnne (H3n.) usiin
2 : 3 Mbps | Fast Ethernet

Usggnath - oen s MeiuauuIRIuGssY

salNHINNUAST dERANSTUIAA

Vowhoudheshwanuasadouaz)iey ({sa.) Tu 1 81A13
3 30 Mbps | Fast Ethernet

Y0050 donfaudinussuwinsemalng

Weringihesnwanuvasadenas)aiy (150.) Tu 3 21159800
4 ) 30 Mbps | Fast Ethernet

soaaniananin

[

Fawnudesnwanulasatouazdie (Hsn) du 2 annd
5 ; 30 Mbps | Fast Ethernet

AMUNIANTINNDNT 1 AUUAMNIANTYS

salWHuvIuAs dewansvieaa (drusavene)

vipsruaieUfURN1S 21A1598AT0 10 YU RUWYTINWY 80

6 a o 20 Mbps | Fast Ethernet
aanilwdnaes
ViesnuAudeUfURNT 91153850 8 TU veewYSINYY 47

7 - o 20 Mbps | Fast Ethernet
aonflwinaes

r\ygyf“ ]

/a1A...



salndhaunuas drenaasivsssy

voniaudheudRintg (un.) 44 2 enansiin Admin guéddes

8 e - , 4 30 Mbps | Fast Ethernet
U1y Snwnlasemssalnihanediag faeundlvg - uede
Wewhaudeuiuims Wun) ermnsessaaniiianuuenudlug)

9 - , 4 o - . | 30Mbps | FastEthernet
Tassmssaladaneding dasunlug - viede auusausiuas
wonhadeudiinns (un.) eraseensnantiuenuunys 1

10 30 Mbps | Fast Ethernet

AUUSAUSIUAT

Wewihndieujoins (Un.) ermseeasaaaniiunsndes -
11 30 Mbps | Fast Ethernet

¥dg auushusiuas

12 | Foswmuadieufuinig iiFeanilazmiunsziiand 60 Mbps | Fast Ethernet

Tassmssalnfianedilen dravuedn - aswlni - aan

WaamauauensIensaaniilgan lndanndesiagsinan

13 . 20 Mbps | Fast Ethernet
auudgnm
WesaruauoIA1sIenTa aall nu.25 Induen Ave. auy

14 - 20 Mbps | Fast Ethernet
waledu

Tasamssaluiaediden d2auuds - dywnsusng

15 | vissmivauausensaaniinisieve ouuAsuATuNs 20 Mbps | Fast Ethernet

o/

22 F3udedieadan finse Uuusian (Configuration) gunsalfumidunis (Router) gunsel

nszanedgyaladesnid (Layer 2 Switch) wazgunsaldug Avndu lnaddwiugunsaluasdl

v

UsgAnSanwipawalumsliuinisynga dmsudenlassruunailadiumeaazuaenia ranunsaldem
sfussuuedetioreniunesnigluves swu. Idegeduss@nsam el svu. amnsaldauinis
fu-dedoyaldmnussianlaglisriausinamecdeya Filunsléou uasdnougldnu munsoldonuld

aaeAszaznMNIdUI Ui alla {udnvsdesszanunuiugguasimsaaiui uasufuiam

o

P v o a DAY =~
WLUYUTBNTNUR T\]Uﬁqﬂi'ﬁ'ﬂLﬂuaqﬂﬂqﬂlu@qﬂqilwLLaQLﬂ%ﬁ] AUN S ANUUR

v Y

23 gu. fAndewmedsudclidavnnasdearsteyailnuanifvasaiuiilunslda

1 a a = & a 1 s a |
aude 2.2 uduldlusuian eleulssszuunietionsufinnessznitgudnsuines de

'
Il

weluladarsaume swu. Tdgafadeead suy. fnus Uaiene) Swuliddesndn 2 was

b £

AnuEusaasashitfesndn 30 Mops lae svu. LifsadeAilduinislag iufunsdunasnssegiian

THusnsnudnyayn

ryﬁ‘ﬁ"w’amf
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3. U3MSWBUlENIsUUAS aUIERINFUSEUUTIE LT IUIUNIRaATATIIUY Real Time dneauidandiall
31 gudedesdanesiemsioyadmiulfidudemsdemsteyassuuiaietnenenimes
299 5. Aealulad Multi Protocol Label Switching (MPLS) kuu Point-to-Multipoint #142495

domsmusigainulessineleuiaiiug (Fiber Optic) Amuadumeigudaaufamesvdn 4u 5 enas 1

sy, TUfaanenie srewmaluladnisi@isuss VPN WUy 3G ¥58An71 914U 12 2935 faans1asa iUl

AiuRuAUINMsIensausmadi-eani 4 aruveasaanidsyaiiun (voy

1 v - 2 Mbps
3¥ANLEN 28)
giiuduatuinisteasauiiamadi-een 1 1 aruseasaaniiviaeein (ndduen

2 Y 2 Mbps
WPUVIN)

FiiuRuauimssensauinumadi-ean 7 1 arutensaanidaud Tuussmum
3 . o A 2 Mbps
Uszwmelne (ndueniileusiuiing)

giiudueuinisvensausiiuniadi-eani 2 aruwsensoangud Tausssuuv
4 . - 2 Mbps
Ussinelne (gau3yafien 6)

fiiuRuAuinsvensauinamadi-eeni 1 ausensaandnesys (lnduanalen -

Y
5 - 2 Mbps
PWTY3)
Aiivduauiniseeasavinamindi-eeni 2 auseasoaandgudnisusyyuuied
6 | oas s v a o 2 Mbps
AR Auauuivaiien Uinnduenaaeung
3/ o 1 a a ¥ d 1 v t’4
gAuduAuinissensaudamiadi-eend 1 aruleasaanifaiutu druni
7 o o . 2 Mbps
Toidnlna
AuiuiduAuiniseense usamati-eani 2 awleasaaniinszsiuii (vey :
8 . - 2 Mbps
FYANNLEN 2)
9 | fiiuiduuiniseensauinaeimssensaaaiiinaesuidlid auungaunfen 2 Mbps
10 | givRudinssensauiineimsvensaaaniamuenuivg auudmnduas 2 Mbps
11 | fiiuduauinissensausuneinistensa antiluenuum 1 auuiaunSiuss 2 Mbps
12 | fiivduaninisrensauinneinisiensaaniunsinlios-vindg auuaudiuas 2 Mbps

32 fiudnedesdnm Anme USuusern (Configuration) gunsalfumidums (Router) uaggunsal
o o & a0 3 P a8 a = ¥ o o o o o o
Ay Ny nddugunsaluaziivsednsameanelunisliuinsnnan dmsulenlesszuunails
fumanazyanenie Wauisaldausndvszuuiasotneasuianesnisluves suu. laegaell
UsgAndaw viell svln. annsaldauiinisiu-dadeyala vndszanlaglidiiausunvesdaya
Faluensldau wagdnnugldnuaansaldnulamaenssesnmaldusmsmudynn

/\yﬁ‘f%mf

/3.3 sAy....



-13-

\ .
a [

33 sy, fansSecvedudndlidannisesiearsieyadinuanifuazainuialunisldou

9
] '

aude 3.1 vRdnlaluswan Wesdeulesssuuinistnansuiames dusuldnuiusyuusmsnudnny
#198A50919UUU Real Time sewinsgudnouiiames deweluladarsauna sy, Wdqafinnsnun
59, Aviun WUanen) swanliitosnia 10 19935 Toe suw. lddsudaalduinsleg tiuidusasn

svavnaiduUInInadaan

4. Vimsdaiuinwdeyansamesniamesuazmahseieinunanulasadsszuumalulad
ansauma fneazBendal

41 d3udredevinsdaiudeyatsiamiensuiinned (Log File Collection) sz ianu
Uaensumeluladansauwme (Security Monitoring) n1sussiiiuanudedlifiussuuuasgunsaineg ves

SW3l. uAnviue Tnedisteasidunsamnsiedaluil

1 Active Directory (No.1) v v
2 Active Directory (No.2) v v
3 Active Directory (No.3) v v
4 Mail Server (No.1) v v
5 Mail Server (No.2) v v
6 Mail Server (No.3) v v
7 Advance Persistent Threat (APT) Appliance v v
8 Network Firewall Appliance v v
9 Network Load Balancer Appliance v v
10 Intrusion Prevention System (IPS) Appliance v v
11 Identity Service v v
12 Wireless Controller Appliance v v
13 KM Server v v
14 E-DOC Server v v
15 CRM Website v v
16 CRM System & Social Listening v v

g

il i, SavslunmsBeunuassianisgunsallumsienud sk, fmus uagiidnsiesvely
PN a ¢ o [ 4 J [ [ = ' Y o
nstiuAnIInsensgUnsel Suaulidesndt 2 s1ensgunsal lne swa. lideaderrlduinisiag

iufavsAunaenszeznamliuimsasdyan
~{
f\7§70" Danf
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42 F3udndediuinisdmfiuinuideyaisnasmeneuiiines (Log File) uasti1szieninu
Uasnduwmaluladansaumne (Security Monitoring) Tnsiisneazidanmsil

2/ =

421 deudigudufifnmaiseTadeanauszuumaluladansaumea (Security Operations

2
(4 I

Center : SOC) 3nsaglutsunalng Adszuuudmssanisauvasafeaisauna (Information
Security Management Service : ISMS) fil#$usnasgnu 15027001:2013 ifelvuinsdnifusnwidoya
25193N9RBNAADS (Log File) waziiseiipimlasndumalulagaisauna (Security Monitoring)
TifussuuuazguUnsalingg audl s, fvuanuanselude 4.1

422  FesEnunsnviinisiiusiusiu Log File (Collection) lagnaesaumsesudaygfAinae
nsnsevRndeafurewRmef atufifinadduld

423  @awnsavnsAnnsetaws Log File fiflannuddy (Filtering) n1553u53x Log File
ngUnsainaneUssay (Ageregation) InemsdaLiiu Log File Tiogluguluuleaiu (Normalization)

nsTRaIRUAEIAYIBLMANI3BITNTIANUIN Log File (Prioritization) Lagvitn1IiATIEMINEM

' o
gl a =

amueamnMsaliiviindu (Correlation) 910 Event Log loikuy Real-time

624  FowhmshaTesivnnan LasLanHaluy Real Time ileusnd1fumnnisaleine
Adeafuautasnd (ncidents) IngaunsodlunsziUTBIAINTULSS (Severity) wazAudfity
(Priority) vesimansairandeaiiintuld 5 sefu Wusdhales

425 fesniunesavduauazimunszauanudfyresgunsalusarienisaude 4.1
Tneldinasinstasiumndfyil aonadasfunansenuniagsa (Business Assets Value 13861
Confidentiality — Integrity — Availability : C--A)

126 #ewnistesunisiud suntasdeyauazvinnnsidisiadeya (Encryption)
ietlasfuuarinvimnasadevssdeya Log File

427 Fewhnsudufeudmeind swu. luiudt defimgnisalidestovsomansainnsyn
snszuviidsziumnuddyrSomuguusige knumsinsdnd vise E-Mail

428 Aeadviy CSIRT (Computer Security Incident Response Team) Wﬁ'auﬁlﬁwﬂﬁﬁa
wihilunsaeuauesemamssimsynsnszuuldunuedwiies 4 afs Teidleinmmnisainisynsn
SEULLASOT18ABLRAILABS YR TN, waY/MTD 1. FBIN1IANYIBIMABEFUT AR LTUNT
aouives sulu. anelu 4 Falus dudus s, IELEISudrmsumalnsdmi nsdmiedeud

a1

Tnsens vi¥e E-Mail saufsdoanenisioansdun mudi sviu. dvualsyniu lsiusuvya
4.2.9 Q’%’U%’NﬁaﬁmiﬁﬁLfﬁfmﬁﬂ*ﬁ'ﬁmﬁwﬁiumsUixmumu (Helpdesk Support) iy
Wil sviu. amen 24 49T
12.10 fFudndestnrisenussdiiey essnunsihssirnuvaeafomalulad
ansauwme (Security Monitoring) IneslsieasiBeniidfosdndalsy v Fareluil
- aqUaﬁmum@miﬂiﬁmﬂﬂﬁﬁlﬁmﬁuﬁgmm

- aydduumgmsaiiidu Critical
/\735‘0” Ponl

/- aguduau..,
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- agUiuaumnnsalianuadignauszuy Tagdauunauaniug Aoy
(Critical, High, Medium, Low, Very Low)
- agUdwaumensaiAed uluudasu Tnesiuunmiuaniugaiuiswiou
(Critical, High, Medium, Low, Very Low)
- a3y Signature Muamlunsiinmanisailiaund fiAnTusniian 10 Sudu
- agusemsgunsaiues s, ihseTadeanay
- agUsu Ticket Afatuluseuiitou Tnsduunauaniuzaes Ticket
- ayswazduan i Myinsivgnisel veaudag Ticket
- agumsiSanldiiu CSIRT (6ndl)
- agtimanisalfiAadunniian 10 Sufuusn Sauunanuiadesiieg Wy Rule
Name, Source IP Address, Source Port, Target [P Address, Target Port
itatl Fosdndssenudenaridu POF File WA v, ma E-Mail wazdavhsienuasuiy
lnensEdueronnEnsIINIATIRTUER S Wuuszdmniftou Tnedadenngluiuil 15 veadeudnly
43 fiudredediszuuananiugnsliuinisiiunis Web Portal lneiideyaaatuzvenisiin
uazdln Tickets WazaAUEY8Y Incidents TAntulA
4.4 BQT“U%”Nﬁadﬁﬂﬂﬁ’iwmaumimwwuu (Penetration Testing kaiz Re-Penetration Testing)
At svisL. fvium Tnefisuau IP Address Aldmaaaulsitfasndn 20 IP Address ileheaziBonves
FoslwinnmsnagoUTEUUIUSINaTINIUsENRUM AT I 1salungn Tauderansenulunisih
se¥emnuvaende wienialimuuzilumsdatedniinsan Tasdmhmenuduenasiswou 2
¥ wazldionanslaedafivadlu Flash Drive wuu USB 911U 3 ya dslifurmznssuniinsaaiuian
aely 30 Fu wdnddunsuduaie meluszezianiilduinsmudyan
45  giuindesdameenduridmiunsiasutedin (Vulnerability Assessment) waznsI9&oU
nsufjuRmudenguune seideu 1aU%Au vseumsguaInani 9 (Compliance Assessment) 489
v, wlesdAnsmsldvudnou 1 &8 Tnedeadulusunsuitlifumadonlunisiunldoulnesfosd
naudnuzesudosvieindn Ruielull
451 Wuldsunsuludnwazues Commercial ware
652 aunsaaTvaeutedimasaungu i
- fadminndeunnsesradlusunsu (Software Flaws)
- dedlmifienariil¥iAnnsyninain Malware uag Botnets
- fadlwinnmInmuaA1N 9 (Configuration)
- dadwivensdewtneu Physical, Virtual wag Cloud
453  fewuawmsalumaamnaoudedind fed
- Operating Systems

- Network Devices

- Web Servers /\7;"7(?")3‘“1{

/- Hypervisors...
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- Hypervisors
- Databases
- Threats & Compliance Violations
454  gansoaununteslusldne IPve IPv6 e Hybrid Networks
455 awnsadedvinslinuseninuedesmoninmedls
456 amnsaavaasun1sufiRaudenguune sy Teledu e wnsgiuaInasigg
(Compliance Assessment) 784 T, 161
457  @wsIRaIRUAIINTULS (Severity) vestedlnild
458 ansalimuusivseuumansUndednild (Hardening)
459 gunsonndeutedwildlnglidiniuiunuiaevlofilazauisansisaautedlug
wianmilandiaylidonnin 128 IP Address
45.10 @nnsnsensENUATUNANIATIIABUTRMIlY fefl
- gnsaldndanualres swu. Tuseaula
- @wnseeenseedluzuluuTes XML PDF HTML uae CSV 16l
- annsoAsBNURaNsATIvEeUTedliuAgRe e suvesruuBiald

Y &' y a [ . = v &
5. USmsHufiAaudaaunamesansad (DR-Site) isneazdunnail

v

o o

3udsdestiaauiiiiold swu. ¥ dadaduqudneuiianeidises (DR-Site) Tneidousiaszuy
\3etreneuRnnediy gudnonfiuneiudn dowaluladaisauma swu. nasaszozianiilduinig
TneflgniaudAded

51 fesdivinaiinwesihenmsiliiiumudneniunesdreses s, Aldmunasgiu egluina

I ]

furnzay lioglndfuilidesdensyanyudseing wu aamuys anufisivnis Mhmswssamadles
wielinseglndiiuilq dadssiudeidiniesssund wu dwiw uiessuumssyuing uas
ssuvdemstoyadndasonnts sasoreslaiiiuse inafamdduiviedinisneiunanssuesnds

52 Resdlqudneuinneidises (DRSite) Ineflszoyvinean svy. (Avdl 175 auunsesnai
WUHEUe LWwRRere ngamnuuas) Wuszsemslidesnd 15 Alawns waganIaifuni
azan Whislianouuaevian

53 dosfiiuiivensaliifuidmidnd svy. lafesndn 10 fu Ingliflenld31e Aiisonsanasn
srepnaliuing

54 fedlid i snumanuvaeasumelueias wieufndendanaastefifiinishausasa
24 47l

55 #esdigud Data Center #1u Co-Location T 1uNSFUSBRNASEIL Tier 3 uazldiuunsgu
ISO 27001:2013

56  feuliudnns Co-Location 1 sviv. Andaedosnayfinmesisiing (Server) nieugunsaiso

sineq nelug Rack Afivuilunisindsgunsalliddesnit 42U wasiihasdeansanuigehulasie

ﬁ‘
/\75‘7 fﬂ}&wf Noui...
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louAa1iuas (Fiber Optic) avaialdoanin 1 Gbps it oud ouseszuuias ot ereuRAeT iU
Audnoufinneivdn s, InerfFudradeiidmiilinnugiomdeuazaivayu lunsdi swy.
finshnsagunsal
57 f5udsesiigunsal Appliance Firewall titeldlasfulsiiuiriasraniianosisidne (Serven)
uazgUnsalreierneg veq svhl. naeaszazATIliuZnNg TnonnuauiAnwielud
- il Interface Port wuu RJ45 snunuliitesnda 12 Ports
- §l Interface Port wuy RJA5 sas¥umsifionsio DMZ/HA Swalaitfesnth 2 Ports
- 3995V Firewall Throughput 2 lideendn 4 Gbps
- 5835U SSL VPN Throughput titfesndn 200 Mbps
- 583%U Concurrent SSL lsitfounin 200 Users
- 5843U Intrusion Protection System (IPS) Throughput laitiasnii 450 Mbps
58 #osllldmiifl Network Operation Center (NOC) maeiilnsziangnnan 24 Halus ifoney
TuSnsgnA 1y n13 Reboot infasraufiaimasuitng (Serven) mstasuldmuifienisdrsesdaya
Usziiu msUnailiagunsalrneg vietionsiaglnaazsing vemunsalnalugaunsal udu
59  fesdidihnudarsnmeluguireiunesdes Tnelinuauthedrados dil
59.1  Wudineudiremd swu. ansoldanulflidesnd 30 fu
592 deslszuuiaieris LAN Weusewuy Gigabit Ethernet Port 10/100/1000 317y
laivfoundn 8 wein uazsruuedotte Wi-Fi Mideusiofuiadosnouinmesuaivie (Server) wazgunsal
powfiawesues vl melugud Data Center 1§ sasiasosansaldaubumosidnld
593 ﬁaaﬁqﬂnsaﬁﬁﬂﬂnmuﬁmm'ima\i%’wﬂ%’mulﬁﬁﬁmua&haﬁaa 20 e Fsusznaudag
gunsal il
5931 ndesmenfuwesidndn suousties 12 1hFeq
5932 \n3aulaRflardu (Copy/Scanner) Stiusshation 2 eded
5.9.33 Insdwi Sruueteiiey 2 gane |
5.9.3.4 gunsallusiammes Srunustnties 1 4n
5935 gunsaiiadetedug A58y ldud qunsal Layer 2 Switch #ifl Port wuy
Gigabit Ethemet 10/100/1000 S1unulitiosnin 24 Ports wiewaedwyaiar UTP uazgunsalsenialniiy
Dusu

/\yﬁ‘o“%xf
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msseliifhuudanarunistdszmalne
MASS RAPID TRANSIT AUTHORITY OF THAILAND

SPamRaneglamiurediguunidiimsnssnmenuuiay
A STATE ENTERPRISE UNDER SUPERVISION OF MINISTER OF TRANSPORT

UszmAnssalntvudeunarunialsswalne

399 wlsuienmsineanuiluataasisvasssuumaluladiansaumnd @iudiulsnrsdi 10)

fewszsnguinmimuandninasiuasdsnmstunmsiginssundidnvseiindniasy
wel. 2509 1as1 5 fvusalimisnuesigiesiahuulsueuasiuaUoalunisinwasiung
Unoaduduasauna ieldnsduiunisla q fedinmmdidnmsedndfumiisnuesignie
Tnemsnuresgiinnuiurcaeniouastefeld Ssdmalissuumeliladmsaumavassalni
gudararuwisamalng (5w Fesdinsinwianuiunasnsioveszuumaluladasauma
sgnsuB i asss3Femudu (Confidentiality) AINONABIATURIY (Integrity) uazanwnioulta
(Availability) vesansaung TvkanantRsy Téun Anugniesiade (Authenticity) Aaufufin
(Accountability) nMsuuiasausuRarey (Non-repudiation) wazATniTete (Reliability)

Ussmarnenssumsganssmedidnmseding Feswumilovisuazuuu fualumsine
aruiuatUsentod UM saumAr I IBNUEISE @TUT 2) . 2556 48 14 Avuslimhenuvesdy
Fosrimmmeruufinveuiidaau nedissuunesfiamesriedeyaasaumainmmdamaviedunseln
urewnsvieileln Sudeanamneuamses asae s el HumsUfTRmnlenerannUfoRtumssmn
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MsAUANNTINLATeY1Y (Network Access Control)
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4.1 MIUUsNsmIedte (Use of Network Services)
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Setedeasteyauazuimavesssuuied st edsandeyaladlilasueyam
Hauaszuusesmuaumsidousardstnemeuen Weldnudumesuin Fsoradudemns
Timigaumeusnidifvasaumavsessuumaluladiansaunaves swa. lnedllasy
BN

AlfeuseaudernuyszaalunsveldauuimsiaTetioun dvv. wasanunsalduinig
wsetnalivdwnlasumseysifan lvm. uda

i dedslldszuunietiedomsioyaiofiudoamdumsianzszuy (Hacking ve

msaunutatmivesssuulaedliusygn

m}ﬁ‘b’w’am)’



4.2

43

4.4

45

4.6

4.7

-19-

msfigalimuves]ldnuitegnieuen sl (User Authentication for External Connections)

[ » ° vy a ¢ o ' . . 1 o
AauaszuuRpsmMuAlin sigafnusTuTs UL Active Directory 989 sy, nauayay ali
ilfuiiegneuen sy, Wildnuaietisuasssuvasaumaves W,
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MAC Address '
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5.1  duseuujuRlumsdntesruuegnaiunslasnsie (Secure Log-on Procedures)
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mnnszunsdngszuulidnie sruudedhivandeyavesszuuvieuauniiadu
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52 mssryuasigalfiinureadliau (User Identification and Authentication)
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WasTUU AssmuaunsiEulUsun T suang g uussuuAlgaIuaie (Production System)

53.1 seadaridgdlusunsudsuangiian (System Utilities) Mdnsnldeu
53.2 fmuaanusuiaveulunisldlusunsuuseinngian (System Utilities) usiagsienis
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535 fewhmafinaswrseseiulusunaudseinvgfandlaidniu
5.4 MIRNALAINISIEUITULaIsaUWmA (Session Time-Out)
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TWswnsuinier sl eusiad undsnifimsiaaiedana il eglifinsldeu

o) =l
Wuaan 15w
55  MSnTEezaInUeuneIzuvaITauma (Limitation of Connection Time)
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6. mImuaunsdidsunTIsTgNdLagasauwmea (Application and Information Access Control)
TAfimsaansdndeensauna waznsuenszuumaluladansaumaniianuddygeliluuinum
AIUANANIE
6.1 mMInnaMIEsauma (Information Access Restriction)
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6.1.2 \W1vaelayauasHRuLaTYUY ArstvualdssuasaunATessuNIiinunansluns
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InaUseaen
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L] vanadi 5 msaruaumsidfie (Access control)
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