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Support Contact Number:

Service Desk, Engineer on-call support
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1* level Assistant Manager,
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2" level Vice President,
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Email : nathapon@net1.co.th
Engineer Support 8.0 Hours Mr. Surapong Paveena-apichart 0-2030-0488 ext. 1353 081-807-8084

3 level

President,

E-Mail : johnnie@nett.co.th
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CiscoDNA software

Cisco DNA Software offers a valuable and flexible way to buy software for the access, WAN, and data center
domains. At each stage in the product lifecycle, Cisco DNA Software helps make buying, managing, and
upgrading your network and infrastructure software easier. Cisco DNA Software provides:

« Flexible licensing models to smoothly distribute customers’ software spending overtime
= Investment protection for software purchases through software services -enabled license portability

» Access to updates, upgrades, and new technology from Cisco through Cisco® Software Support
Services (SWSS)

 Lower cost of entry with the new Cisco DNA Subscription for Switching model

Cisco DNA lets you manage your entire switching structure as a single, converged component. With one:
management system and one policy for wired and wireless networks; it offers an efficient way to provide more
secure access,

—19.11.1.16

Product overview: Features

Product highlights

» Highest wireless scale for Wi-Fi 6 and 802.11ac Wave 2 access points supported on a single switch
with select models 9.11.1.8

« Cisco UADP 2.0 Application-Specific Integrated Circuit (ASIC) with programmable pipeline and:
microengine capabilities, along with template-based, configurable allocation of Layer 2 and Layer 3
forwarding, Access Control Lists (ACLs), and Quality of Service (QoS) entries

+ x86 CPU complex with 8-GB memory, and 16 GB of flash and external USB 3.0 SSD pluggable
storage slot (delivering 120GB of storage with an option SSD drive) to host containers

» USB 2.0 slotto load system images and set configurations
» Up to 480 Gbps of local stackable switching bandwidth
> Deeper buffer and higher scale model options for rich multi-media content delivery applications

» Flexible and dense uplink offerings with 1G, Multigigabit, 10G, 25G, and 40G in the form of fixed or
modular uplinks

« Easy transition from 10G to 25G 0.11.1.4} optics

« Flexible downlink options with 1G Copper and Fiber as well as Multigigabit links

« Leading PoE capabilities with up to 384 ports of PoE per stack, PoE+, and high density IEEE 802.3bt
- 60W UPOE, and 90W Cisco UPOE®*+

» Intelligent Power Management with Cisco StackPower technology, providing power stacking among
members for power redundancy

Pv4-~to-IPv6 migration

® 2020 Cisco and/or its affiliates. Al rights reserved.
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SR

» |EEE 802.1ba AV Bridging (AVB) built in to provide a better audio and video experience through
improved time synchronization and QoS

 Precision Time Protocol (PTP; IEEE 1588v2) provides accurate clock synchronization with sub~
microsecond accuracy making it suitable for distribution and synchronization of time and frequency
over network \{/—{9.11.1.16

- Cisco IOS XE, a modern operating system for the enterptise with support for mode!-driven
programmability including NETCONF, RESTCONF, YANG, on=box Python scripting, streaming:
telemetry, container-based application hosting, and patching for critical bug fixes. The OS also has
built-in defenses to protect against runtime attacks

» SD-Access: Cisco Catalyst 9300 Series switches form the foundational building block for SD~-
Access, Cisco’s lead enterprise architecture: /I\_
9.11.1.13

o Simplified segmentation and micro -segmentation, with predictable performance and scalability

* Policy~based automation from edge to cloud

o Automation through Cisco DNA Center

°

Policy handled through the Cisco Identity Services Engine (ISE)
» Network assurance provided through the Cisco DNA Center
o Faster launch of new business services and significantly improved issue resolution time

o SD-Access Embedded Wireless: The Cisco Catalyst 9800 embedded Wireless Controller Software
package can be installed on Cisco Catalyst 9300 Series switches to enable wireless controller
functionality for distributed branches and small campuses. Once installed, the Catalyst 9800
embedded Wireless Controller running on a Catalyst 9300 Series switch can support up to 200 APs
and 4000 Clients (C9300L supports 50 APs / 1000 Clients). Amaximum two wireless controllers
can be enabled per site on two different Catalyst 9300 Series switches which will increase to scale
up to 400 APs and 8000 Wireless Clients (C9300L: 100 APs /2000 Clients). The Catalyst 9800
embedded Wireless Controller Software package will enable wireless functionality only for SD-
Access deployments with two supported topologies:

« The Catalyst 9800 embedded Wireless Controller Software package can be enabled on Catalyst 9300
Series switches functioning as Co~Located Border and Control Plane

> C9800 Wireless Software Package can be enabled on Catalyst 9300 Series switches functioning as
Fabric in a Box

« Plug and Play (PnP) enabled: A simple, secure, unified, and integrated offering to ease new branch
or campus device rollouts or updates to an existing network

« Advanced security

» Encrypted Traffic Analytics (ETA): You benefit from the power of machine leaming to identify and take
actions toward threats or anomalies in your network, including malware detection in encrypted traffic
(without decryption) and distributed anomaly detection

= Support for AES-256 with the powerful MACsec 256-bit encryption alg

o Trustworthy solutions: Hardware anchored Secure Boot and Secure N@; '
support for Plug and Play, to verify the identity of the hardware 7 $¢

i { o, J," ‘ q
\?? tﬂggg?f'(o. _{5, h i\l
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Platform details

Switchmodels and configurations 9.11.1.7

Models

Modular uplink: v/ v v/ 480 Gbps v Yes (200 Yes (256 Virtual

models (C9300; APs) Networks)
SKUs) <—9.11.1.7

Fixed uplink v v X 320 Gbps X Yes (50 APs) Yes (256 Virtual
Models (C9300L Networks)
SKUs})

The Cisco Catalyst 9300 Serles is made up of fourteen modular uplink switch models and fourteen fixed uplink
switch models.

Figure 1.
Clsco Catalyst 9300 Series switches

Table 1 lists port scale and power details for the Cisco Catalyst 9300 Series models.

Table 1.  Cisco Catalyst 9300 Series switch oendS.11.1.4

Modular uplink models

C9300-247 24 Data Modular Uplinks 350WAC N/A
€9300-48T: 48 Data <€—-9.11.1.4{ Modular Uplinks 350WAC N/A
C8300-24P 24 POE+ Modular Uplinks 715WAC

C9300-48P 48 POE+ Modular Uplinks 715WAC
C9300-24U 24 Cisco UPOE Modular Uplinks
C9300-48U 48 Cisco UPOE Modular Uplinks

@ 2020 Ciscoand/or its affiliates. All rights reserved.
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C9300L-24UXG-2Q 24 UPoE 2x 40G fixed uplinks 1100WAC 722W
8xmGig({100M/1G/2.5G
/5G/10G) + 16x
10M/100MN G

C9300L-48UXG~4X 48 UPokE 4x 10G fixed uplinks 1T100WAC 675W
12xmGig(100M/1G/2.5
G/5G/10G) + 36x
TO0M/100M/1G

C9300L-48UXG-2Q 48 UPoE 2x 40G fixed uplinks 1100WAC 675W
12xmGig(100M/1G/2.5
G/5G/10G) + 36x
10M/100M/1G

Cisco Catalyst 9300 Series switches (C9300 SKUs) support optional network modules for uplink ports (Figure
2). These field-replaceable network modules with 25G and 40G speeds in the Cisco Catalyst 9300 Series
enable greater architectural flexibility and infrastructure investment protection by allowing a nondisruptive
rnigration from 10G to 25G and beyond. The default switch configuration does not include the network module.
When you purchase the switch, you can choose from the network modules described in Table 2.

Figure 2.
Cisco Catalyst 9300 Series Network Modules

Table 2. ° Network module numbers and descriptions

Network modile

C9300~-NM~4G Catalyst 9300 Series 4x 1G Network Module

C9300-NM-4M Catalyst 9300 Series 4x Multigigabit Network Module
C9300-NM-8X Catalyst 9300 Series 8x 10G Network Module: <—9.11.1.5)]
C9300-NM-2Q Catalyst 9300 Series 2x 40G Network Module

C9300-NM-2Y Catalyst 9300 Series 2x 25G Network Module

Please note: Existing Catalyst 3850 network modules are also supportedin Cisco Catalyst 9304
switches. -

-l

0L, S

E‘i@ME

[¢
_C)
<

® 2020 Ciscoand/or its affiliates. All rights reserved.
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For additional details, please read our FAQs:
https://www.cisco.com/c/dam/enfus/products/coliateral/switche s/catalyst-9300-series~switches/nb - 09-cat~

9k-fag-cte~en.pdf.

Power supplies ;19:11.1.6

Cisco Catalyst 9300 Series switches support dual redundant power supplies. The switches ship with one power
supply by default, and the second power supply can be purchased when the switch is ordered or at a later time.
If only one power supply is installed, it should always be in power supply bay #1. The switches also ship with

three field-replaceable fans.

Figure 3.
Cisco Catalyst 9300 Series Dual Redundant power supplies

Table 3lists the different power supplies available in these switches and available PoE power.

Table 3. Power supply models

C9300-247 PWR-C1-350WAC™" n/a n/a n/a n/a

C9300-48T PWR~C1-350WAC™ nfa nfa nfa n/a
€9300-24P PWR-C1-715WAC™ 445W 720W* 720W* 720W°
€9300-48P PWR-C1~715WAC™ 437W 787W 1152W 1440W"
C9300-24U PWR~C1-1100WAC 830w 1180W 1440W' 1440W
€9300-48U PWR-C1-1100WAC 822w 1172w 1537W 1800W™
C9300-24H PWR-C1-1100WAC 830W 1180W 1545W" 1930W’
C9300-48H PWR-C1-1100WAC 822W 1172W 1537W 1922w
C9300-24UX PWR-C1-1100WAC~-P  560W 910W

C9300-48UXM PWR-C1-1100WAC-P  490W 840W

C9300-48UN PWR-C1-1100WAC-P  645W 995w

C9300-24UB PWR-C1-1100WAC - 830W 1180W,

© 2020 Cisco and/or its affiliatas. All rights reserved.
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Figure 4.
Cisco Catalyst 9300 Series modular uplink models stack (C9300 SKUs) and fixed uplink models stack (C9300L SKUs)

Table 4 lists the supported stacking options.

Table 4.

Supported stacking options

Modular uplink: StackWise®-480 4B0GHps:  StackWise Cable & Other C9300 SKUs with
modals (C9300 SKUs) same license level

C9300 higher scale SKUs
only stack with other Iike
higher scale mocdels

Fixed uplink models StackWise-~320 320 Gbps C9300L-STACK-KIT 8 Other C9300L SKUs with
(C9300L SKUSs) same license level

Mixed stacking between 9300 and 9300 higher/increased scale platforms is not supported. You cannot stack
fixed uplink models (C9300L SKUs) with modular uplink models (C9300 SKUs) or other Catalyst switches, e.g.
Cisco Catalyst 3850 and 3650 Series. Any combination of C9300 models can form a stack. Separately, any
combination of C9300L. models can form a stack.

Catalyst 9300 higher scale SKUs (C9300-24UB, C9300-24UXB, C9300-48UB) need to be stacked with other
higher scale models in order to achieve a stack with the higher scale supported by these models.

StackWise cables that are available to configure stacking with Catalyst 9300 Series modular uplink models
(C9300 SKUs) come in lengths of 0.5m, 1m and 3m.

The optional StackWise-320 kit for Catalyst 9300 Series fixed uplink models (C9300L SKUs) consists of two
stack adapters and a stacking cable. The default stacking cable is 0.5 m, but options of 1m and 3m are also
available. Table 5 lists the stacking accessories.

Table 5.  Stacking accessories

e

STACK-T1-50CM Data stack 50 cm (cablé option With C93008KUs) - 9.11.1.3

STACK-T1-1M Data stack 1m {cable optionwith C9300 SKUs)

STACK-T1-3M Data stack 8m (cable optionwith C9300 SKUs)

@ 2020 Ciscoand/or its affiliates. All rights reserved.
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C9300L~-STACK-KIT Stack kit for C9300L SKUs only: Two data stack adapters and one data stack cable
STACK-T3-50CM Data stack 50cm cable (default cable with C9300L Stack Kit)

STACK-T3-1M Data stack 1m cable (cable optionwith C9300L Stack Kit)

STACK T3-3M Data stack 3m cable (cable optionwith C9300L Stack Kit)

Figure 5.
Cisco Catalyst 9300 Series switch stack units

Fan

Cisco Catalyst 9300 Series switches also come with three field -replaceable fans and support (N+1)
redundancy. Table 6 lists the fan module part number,

Table 6. Fan modules

FAN-T2= Fan module

Performance and scalability
Performance and scalability metrics for the Cisco Catalyst 9300 Series are providedin Table 7.

Table 7. Performance specifications

Description

32,000, 11.1.9] 64,000 32,000
Total number of 32,000 (24,000 direct routes and 112,000 (48,000 direct routes 32,000 (24,000 direct routes
1Pv4 routes (ARP 8000 indirect routes) and 64,000 indirect routes) and 8000 indirect routes)

plus learned routes)

IPv6 routing entries 16,000 56,000
Multicast routing 8,000 16,000
scale

@ 2020 Cisco and/or its affiliates. All rights reserved. g :
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QoS scale entries

ACL scale entries

Packet buffer per
SKU

FNF entries

DRAM
Flash’
VLANIDs

Total Switched
Virtual Interfaces
{SVis)

Jumbo frames

Total routed ports
per Catalyst 9300
Series stack

Table 8,

€9300-247
€9300-48T
C9300-24P
€9300-48P
€9300-24U
C9300-48U
C9300-24UX

C9300-48UXM

86

Bandwidth specifications

51200 <49.11.1.11

5,120

16 MB buffer for24- or 48-port
Gigabit Ethernet models

32 MB buffer for 24 and 48-port
Multigigabit

64,000 flow on 24- and 48~-port
Gigabit Ethernet models

128,000 flows on 24~port
Multiglgabit

9.11.1.2

1668 €9.11.1.2
4094 <19.11.1.10

1000

9198 hbytes

448

208 Gbps 91111 688 Gbps

256:Gbps’ 736 Gbps 19047 Mpps
208 Gbps 688 Gbps 154.76 Mpps
256 Gbps 736 Gbps 190.47 Mpps
208 Gbps 688 Gbps 154.76 Mpps
256 Gbps 736 Gbps 190.48 Mpps
640 Gbps 1120 Ghps

580 Gbps 1060 Gbps

© 2020 Gisco and/or its affiliates. All rights reserved.

18,000
18,000

32 MB buffer for 24~ and 48~
port Gigabit Ethernet models

64 MB buffer for 24 ~port
Multigigabit model (24UXB)

128,000 flow on 24~ and 48~
port Gigabit Ethernet models

256,000 flows on 24 -port
Multigigabit

8 GB
16 GB
4084

1000

9198 bytes

448

5,120

5,120

16 MB buffer for 24 and 48 port
Gigabhit Ethernet models

64,000 flow on 24- and 48~
port Gigabit Ethernet models

8 GB

16 GB

4094

1000

9198 bytes

416

,.
154.76 Msﬁ_s_ 91111 511.90 Mpps

547.62 Mpps

511.90 Mpps

547.62Mpps

511.90 Mpps
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Security

« Encrypted Traffic Analytics (ETA) is a unique capability for identifying malware in encrypted traffic
coming from the access layer. Since more and more traffic is becoming encrypted, the visibility this
feature affords for threat detection is critical for keeping your network secure at different layers.

o AES-256 MACGsecencryption is the IEEE 802.1AE standard for authenticating and encrypting
packets between switches. The Cisco Catalyst 9300 Series switches support 256-bit and 128-bit
Advanced Encryption Standard (AES), providing the most secure link encryption.

« Trustworthy solutions built with Cisco Trust Anchor Technologies provide a highly secure
foundation for Cisco products. With the Catalyst 9300 Series, these technologies enable hardware
and software authenticity assurance for supply chain trust and strong mitigation against man-in-the-
middle attacks that compromise software and firmware. Trust Anchor capabilities include:

« Image signing: Cryptographically signed images provide assurance that the firmware, BIOS, and other
software are authentic and unmodified. As the system boots, the system’s software signatures are
checked for integrity.

o Secure Boot: Cisco Secure Boot technology anchors the boot sequence chain of trust to immutable
hardware, mitigating threats against a system’s foundational state and the software thatis to be
loaded, regardless of a user’s privilege level. It provides layered protection against the persistence of
illicitly modified firmware.

« Cisco Trust Anchormodule: A tamper-resistant, strong cryptographic, single-chip solution provides
hardware authenticity assurance to uniquely identify the product so that its origin can be confirmed to
Cisco. This provides assurance that the product is genuine.

Resiliencyand high availability

+ StackWise-480: Cisco Catalyst 9300 Series modular uplink models (C9300 SKUs) support the
inclustry’s highest back-panel stacking bandwidth solution (480 Gbps) with StackWise-480.Up to 8
Switches can be configured in a Stackwise -480 with the special connector at the back of the switch
using dedicated stack cables.

« StackWise~320: The Cisco Catalyst 9300 Series fixed uplink models (C9300L SKUs) support
stacking bandwidth solution (320 Ghbps) with StackWise-320. Up to 8 Switches can be optionally
configured in a Stackwise-320 with the special Stack Kit at the back of the switch using dedicated

stack cables. 9.11.1.7

« Cisco StackPower: Cisco StackPower is an innovative powerinterconnect system that allows the:
power supplies in a stack to be shared as a common resource among all the switches. This allows
you to simply add one extra power supply in any switch of the stack and either provide power \V‘EE
redundancy for any of the stack members or simply add more power to the shared pool. Upto 4;
switches can be configured in a StackPower stack with the special connector at the back of the:
switch. However, with the use of XPS-2200 appliance, up to 9 switches can be configured in the
StackPower stack. Cisco StackPoweris only supported on the models with modular uplink st
- 9300 5KUs.

@ 2020 Ciscoand/or its affiliates. All rights reserved. %‘
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Licensing

Packaging
The Cisco Catalyst 9000 family of switches introduces a new and simplified licensing package in the form of
base and add-on licenses.

» The perpetuallicensing package includes the Network Essentials and Network Advantage licensing
options that are tied to the hardware. Between them, the base licensing packages cover switching
fundamentals, management automation, troubleshooting, and advanced switching features. These
Network licenses are perpetual.

The subscription licensing package includes the Cisco DNA Essentials and Cisco DNA Advantage
options. In addition to on-box capabilities, the features available with this package provide Cisco
innovations on the switch, as well as on Cisco DNA Center. The Cisco DNA subscription licenses are
mandatory at the time of configuration.

License consumption is easily determined by the package itself. While perpetuallicenses are always
permanent and without an expiration date, subscription licenses have to be purchased fora 3-, 5-, or 7-year
term (and hence are also known as term-based licenses). Table 13 shows the combinations of perpetual and
subscription licenses that must be purchased.

Table 13. Licensing combinations 9.11.1.1

Network Essentlals Yes No No

Network Advantage: No' Y5 < 8.11.1.1 Yes

‘At the time of Cisco DNA license renewal, the Cisco DNA Essentials license can be purchasedto be used with Network Advantage

Managinglicenses with Smart Accounts: Creating Smart Accounts by using the Cisco Smart Software
Manager (SSM) enables you to manage your software licenses from a centralized website. You can set up
Cisco SSMto receive daily email alerts and to be notified of expiring subscription licenses that you want to
renaw,

Youmust order a Cisco DNA subscription term license in order to purchase a switch. When the license term
expires, you can either renew the add-on license to continue using itor deactivate the add-on license and then
reload the switch to continue operating with the base license capabilities.

Both the base and add-on licenses are also available for a 90 -day evaluation period. An evaluation license is
activated temporarily, without purchase. An expired evaluation license cannot be reactivated after reload.

Note: It is not required to deploy Cisco DNA Center just to use one of the above packages.

© 2020 Cisco and/or its affiliates. All rights reserved.
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Tables 14 shows the features included in the Network Essentials and Advantage packages.

Table 14 shows the features included in the Cisco DNA Essentials and Advantage packages.
Table 14. Network Essentials and Advantage package features

Features

Switch fundamentals v/ v
Layer 2, Routed Access (RIP, EIGRP Stub, OSPF - 1000 routes), PBR, PIM Stub

Multicast (1000 routes)}, PVLAN, VRRP, PBR, CDP, QoS, FHS, 802.1X,

MACsec~128, CoPP, SXP, IP SLA Responder, SSO

Advanced switch capabilities and scale X WV &49.11.1.12
BGP, EIGRP, HSRP, IS=IS; BSR, MSDP, PIM-BIDIR," IP SLA, OSPE. < [§ 777 13

9.11.1.14 s <0113

Network segmentation X
VRF, VXLAN, LIBR, 8GT; MPLS, mVPN N1911.1.14

Automation 19'“1131 | I9'11'1'13l v v <-9.11.1.13

NETCONF; RESTCONF, gRPC, YANG; PnP Agent, ZTP/ODen PnP; GuestShell
{On-Box P on)g 1113
9.11.1.13

Telemetry and visibility v/ v/
Model-driven telemetry, sampled NetFlow, SPAN, RSPAN

High availability and resiliency X v
Nonstop Forwarding (NSF), Graceful Insertion and Removal (GIR), Fast Software
Upgrade (FSU), Software Patching (CLI Based)

10T integration X v
AVB, PTP, CoAP

Security X v
MACsec~256

Table 15. Cisco DNA Essentials and Advantage package features (add a section for other software supportand add
Prime, ISE and Stealthwatch support)

Switch features

Optimized network deployments X s v
Cisco DNA Service for Bonjour

Advanced telemetry and visibility v v v
Full Flexible NetFlow, EEM

Optimized telemetry and visibility X
ERSPAN, AVC (NBAR?2), app hosting (in containers/VMs), Wireshark

Advanced security X
Encrypted Traffic Analytics (ETA)

@ 2020 Ciscoand/or its affiliates. All rights reserved. (
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Switch Model

Description

C9300-24p

Stackable 24 10/100/1000 Mbps PoL+ ports; Pol: budget ol 445 W with 715 WAC
powet supply; supports StackWise-480 and StackPower.

€9300-24S

Stackable 24 10/100/1000 Mbps SFP ports; two power supply slots with 715 WAC
power supply installed by default; supports Stack Wise-480 and StackPower.

€9300-24T

Stackable 24 10/100/1000 Mbps Ethernet ports; 350 WAC power supply; supports
Stack Wise-480 and StackPower.

C9300-24U

Stackable 24 10/100/1000 Mbps UPOE ports; PoEs budget of 830 W with 1100 WAC
power supply; supports Stack Wisc-480 and StackPower.

C9300-24UB

Stackable 24 10/100/1000 Mbps UPOE ports that provide deep buffers and higher
scale; Pol: budget of 830 W with 1100 WAC power supply; supports Stack Wise-480
and StackPower.

C9300-24UX

Stackable 24 Multigigabit Ethernet (100 Mbps or 1/2.5/5/10 Gbps) UPOE ports; PoE
budget of 560 W with 1100 WAC power supply; supports StackWisc-480 and
StackPower.

C9300-24UXB

Stackable 24 Multigigabit Ethcernet (100 Mbps or 1/2.5/5/10 Gbps) UPOE ports that
provide deep buffers and higher scale; PoE budget of 5360 W with 1100 WAC power
supply; supports Stack Wise-480 and Stack Power.

C9300-48H

Stackable 48 10/100/1000 Mbps UPOE ports; PoE budget of 822 W with 1100 WAC
power supply; supports StackWise-480 and StackPower,

C9300-48P

Stackable 48 10/100/1000 Mbps PoE+ ports; PoE budget of 437 W with 715 WAC
power supply; supports StackWise-480 and StackPower.

C9300-48S

Stackable 48 10/100/1000 Mbps SFP ports; two power supply slots with 715 WAC
power supply installed by default; supports Stack Wisc-480 and StackPower.

C9300-48T

"Sta‘ckwisé‘«tm() and:StackPﬁw o

s Ethemet ports; 350 WAC power supply; supports’
9.11.1.4

C9300-48U

Stackable 48 10/100/1000 Mbps UPOE ports; PoE budget of 822 W with 1100 WAC
power supply; supports Stack Wisc-480 and StackPower.

C9300-48UB

Stackable 48 10/100/1000 Mbps UPOE ports that provide deep buffers and higher
scale; Poll budget of 822 W with 1100 WAC power supply; supports Stack Wisc-480
and StackPower.

C9300-4SUN

Stackable 48 Multigigabit Ethernet (100 Mbps or 1/2.5/5 Gbps) UPOE ports; Polz
budget of 610 W with 1100 WAC power supply; supports Stack Wise-480 and
StackPower,

C9300-48UXM

Stackable 48 (12 Multigigabit Ethernet and 36 2.5 Gbps) UPOE ports; Poll budget of
490 W with 1100 WAC power supply; supports Stack Wise-480 and StackPower.

B Cisco Catalyst 9300 Series Switches Hardware Installation Guide
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Front panel components of a Cisco Catalyst 9300L Series switch

Figure 4: C9300L-48P-4X Switch Front Panel
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356224

1 Beacon LED (UID button) 5 USB Type A storage port
2 Made button 6 107100/ 1000 Polit ports
3 Status LEDs 7 Fixed uplink ports

4 USB mini-Type B (console) port - -

10/100/1000 P rts

net pin ‘uts The maximum cable Iength is 328 feet’
Ic requ es thsted pair (UTP) cable of Category 5.

PoE, PoE+, Cisco UPOE and Cisco UPOE+ Ports

The Pobt and Cisco Universal Power Over Ethernet (Cisco UPOE and Cisco UPOLEH) ports use the same
conncetors as described in 10/100/1000/Multigigabit Ethernet Port (‘oxmcctnons, on page 48. They provide:
+ Poli+ ports: Support for [EEL 802 3af-compliant powered devices (up to 154 W Poli peLpartiane
support for IEEE 802.3at-compliant powered deviees (up to 30 W Pokf

Cisco Catalyst 9300 Series Swil
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port connection uses a USB Type A to 5-pin mini-Type B cable. The USB console interface speeds are the
same as the RJ-45 console interface speeds.

If you usc the USB mini-Type B console port, the Cisco Windows USB device driver must be instalted on
any PC connected to the console port (for operation with Microsofit Windows). Mac OS X or Linux do not
require special drivers.

The 4-pin mini-Type B conncetor resembles the 5-pin mini-Type I3 connectors. They are not compatible. Use
only the 5-pin mini-Type B,

Figure 5: USB Mini-Type B Port

i

This iltustration shows a 5-pin mini-Type B USB port.

53

With the Cisco Windows USB device driver, you can connect and disconnect the USB cable from the console
port without affecting Windows HyperTerminal operations.

The console output always goes to both the RJ-45 and the USB console connectors, but the console input is
active on only one of the console connectors at any one time. The USB console takes precedence over the

RJ-45 console. When a cable is connected into the USB console port, the RI-45 console port becomes inactive.
Conversely, when the USB cable is disconnected from the USB console port, the RI-4S5 port becomes aclive.

You can use the command-line interface (CL1) to configure an inaclivity timeout which reactivates the RJ-45
console if the USB console has been activated and no input activity has oceurred on the USB console for a
specified time.

After the USB console deactivales due to inactivity, you cannot use the CLI to reactivate it. Disconnect and
reconnect the USB cable to reactivate the USB console. For information on using the CLI to configure the
USB console interface, see the Software Configuration Guide.

USB Type A Port

Uplink Ports

The USB Type A port provides access to external USB flash devices (also known as thumb drives or USBB
keys).

The port supports Cisco USB {lash drives with capacities from 128 MB to 8 GB (USB devices with port
densitics of 128 MB, 256 MB, 1 GB, 4 GB, and 8 GB are supported). When combined with stacking, you can
upgrade other switches in the stack from an USB key inserted in any switch within the stack. Cisco 10S
software provides standard file system access to the flash device: read, write, erase, and copy, as well as the
ability to format the flash device with a FAT file system.

It provides you with the ability to automatically upgrade the internal flash with the USB drive's configuration
and image for cmergency switch recovery using USB auto-upgrade. This feature cheeks the internal flash for
a bootable image and configuration and if either image or the configuration is not available, then the USB
drive is checked for boot images and configuration. If the boot image and configuration are available, these
are copicd to flash for the reboot.

Cisco Catalyst 9300 Series Switch

k
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19.11.1.5

The following table lists the optional Cisco Catalyst 9300 uplink network modules. In addition, Cisco Catalys!
9300 Scrics switches also support 3850 uplink nctwork modules. For the complete list of supported network
modules, see Network Modules Overview, on page 51.

Tahle 3: Network Modules

Network Module! Description
p

CI300-NM-4G This module has four 1G SFP module slots. Any combination of standard SIFP
madules are supported. SFP+ modules are not supported.

I you msert an SFP+ module inthe 1G network module, the SFP+ module docs
not operate, and the switch logs an crror message.

€9300-NM-8X "This module has eight 10G slots with an SEP+ port in each slot. Each port supports,
a 1G or 10G connection. £-1911.1.5
Any combination of SFP and SFP-+ modules arc supported.
C9300-NM-20Q This module has two 40G slots with a QSFP+ connector in cach slot.
C9300-NM-4M This module has four Multigigabit (nGig) module slols.
C9300-NM-2Y This module has two 25 Gigabit Ethernet SFP28 module slots.
Any combination of SFP, SFP+and SFP28 modules are supported.
C9300-NM-BLANK Insert this blank module when the switch has no uplink ports (this is required for

sufficient atr flow).

' All network modules arc hot-swappable.

For information about the network modules, see the Installing a Network Module in the Switch, on page 52.
For cable specifications, see Cables and Adapters, on page 117.

LEDs

You can use the switch LEDs to monitor switch activity and its performance.

Figure 6: Switch Front Panel LEDs

Status Duplex Speed Stack Pok
Mode System Active XPS S-PWR Console

~

Note  XPS and S-PWR LEDs are applicable only for C9300 switches,

R

5
344
T
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E Rear Panel

Figure 8: Switch Rear Panel of a Cisco Catalyst 9300 Seties Switch
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Ground connectors [ 9.11.1.7 }—J

—9.11.1.7]

Rt Ggeiew |

: 7 ‘StackPower connectors ¥’
2 USB3.0--88D port 8 AC OK (input) status LED —
3 BEACON LED 9 PS OK (output) status LED \g, L———~9'1 L
4 CONSOLE (RJ-45 console port) 1o  StackWise-480 port connectors’
S MGMT (RJ-45 10/100/1000 management | 11 Power supply modules

port)
6 Fan modules -

Cisco Catalyst 9300 Series Switches Hardware Installation Guide
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Installation Guidelines

Figure 38: Power Supply Slot Cover

| Release handles 2 Retainer clips

Tahle 31: Switch Power Supply Module LEDs

AC 0K Description PS OK Description

Off No AC input power. off Output is disabled, or input is outside
operating range (AC LED is off).

Green AC input power present. Green Power output to switch active,

Red Output has failed.

installation Guidelines

Observe these guidelines when removing or instalting a power supply or fan module:

+ Do not force the power supply or fan module into the slot. This can damage the pins on the switch if they
are not aligned with the module.

+ A power supply that is only partially connected to the switch can disrupt the system operation.
* Remove power from the power-supply module before removing or installing the module.

9.11.1.6=> - The power supply is hot-swappable, In some configurations, such as full PoE+ or power sharing made,
removing a power supply causes powered devices o shut down until the power budget matches the input
power of a single power supply. To minimize network interruption, hot swap the power supply under
these circumstances:

« The switch is in StackPower mode and sufficient power is available,

* The switch is powered by other switches in a power stack, and no active backup is in progress.

For the switch commands that display available power budget, see the software corfiauggy @ﬁ T
kb

Cisco Catalyst 9300 Series Switch
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Integration with partner ecosystems 158

IP address management (IPAM)

SD-Access offers a validated integration with leading IPAM solutions such as InfoBlox
and Bluecat through IPAM-API integration. This allows the importation of [P address
pools defined in an IPAM solution into Cisco DNA Center for use in SD-Access, and also
allows IP address pools defined in Cisco DNA Center to be available in IPAM.

Cisco network services orchestrator

Some large enterprise customers have standardized on Cisco network services orches-
trator (NSO) as Lhcn nctwmk oxchcsnauon soluuon Lo }mvc, a smglc way Lo automate

plbyments can bei
DNA Center, and used by

orchestrated by Cnsoc NSO through APIs exposed from Ci
Cisco NSO.
9.11.1.13

The key benefits of SD-Access integration with network orchestrators include; €—9.11.1.13

» Consistency across networks: same solution for current and NFV/SDN netwm‘ks?
9.11.1.13

» Agile service management: reduces time to market for deploying new scrvices

= Best-in-industry multi-vendor support

Firewalls

Stateful firewalls can be used to enforce policy driven inter-VN communication in an
SDh-Access deployment. Integration of Cisco ASA with Cisco SD-Access enables the fire-
walls to have full access to context information, including the sccurity context of the
endpoint’s group classification. This enables simplified policy administration and moni-
toring of traffic through firewalls, such as ASA firewalls and Firepower Threat Defense
firewalls, in a manner that is consistent with the policy model in Cisco DNA Center. This
integration is also avaitable on some non-Cisco firewalls such as CheckPoint,
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34 SD-Access overview

»  Link state routing protocols converge much faster than distance vector routing
protocols

8D-Access fabric overlay

The Sb-Access fabric overlay (or simply: overlay) is the logical, virtualized topology built
on top of the physical underlay. As described earlier, this requires several additional
technologies to operate.

SD-Access fabric overlay has 3 main building blocks:
» Fabric data plane: the logical overlay is created by packel encapsulation using
virtual extensible LAN (VXLAN), with group policy option (GPO)

» Fabric control plane: the logical mapping and resolving of users and devices (as-
sociated with VXLAN tunnel endpoints) is performed by locator/ID separation
protocol (LISP)

* Fabric policy plane: where the business intent is translated into a network poli-
cy, using address-agnostic scalable group tags (SGT) and group-based policies

VXLAN-GPO provides several advantages for SD-Access, such as support for both Layer
2 and Layer 3 virtual topologies (overlays), and the ability to operate over any IP-based
networl with built-in network segmentation (using VRI's / VNs) and group-based poli-
cy (using scalable groups tags / SGTs),

LISP dramatically simplifies traditional routing environments by removing the need for
each router to process every possible IP destination address and route. It does this by
moving remote destination information to a centralized map database (the LISP map
server / map resolver, also known as the fabric control plane) that allows each router to
manage only its local routes and query the map system to locate destination endpoints.

SD-Access policy

A fundamental benefit of SD-Access is the ability to instantiate logical network policy,
based on services offered by the fabric. Some examples of services that the solution of-
fers are the following:
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SD-Access overview

» Security segmentation services
+  Quality of service (QoS)
e Capture/copy services

> Application visibility services

These services are offered across the entire fabric independently of device-specific ad-
dress or location.

SD-Access segmentation

Segmentation is a method or technology used to separate specific groups of users or
devices from other groups for the purpose of security, overlapping IP subnets, etc. In
SD-Access fabric, VXLAN data plane encapsulation provides network segmentation by
using the VNI (virtual network identifier) and scalable group tag (SC1) fields in the
VXLAN-GPO header.

By leveraging these constructs, SD-Access fabric provides a simple way to implement
hierarchical network segmentation: macro segmentation and micro segmentation.

Macro segmentation: logically separating a network topology into smaller virtual net-
works, using a unique network identifier and separate forwarding tables. "This is instan-
tiated as a virtual routing and forwarding (VRF) instance and referred toas a virtual net-

work (VN). 9.11.1. 14

Mmro segmentation: logxcally‘ p
‘ destination access contr
using scalable access group access control lists SC—A L),
trol policy.

also known as an access con-

A virtual network (VN) is a logical network instance within the SD-Access fabric, pro-
viding Layer 2 or Layer 3 services and defining a Layer 3 routing domain, The VXLAN
VNI is used to provide both the Layer 2 (L2 VNI) and Layer 3 (1.3 VNI) segmentation.

\\\'\\ s

35

ina VN, by enforc* !
This is commonly instantiated’

u\\ “17,
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36 SD-Access overview

A scalable groupis a logical object ID assigned to a “group” of users and /or devices in’
the SD-Access fabric, and used as the source and destination classifier in SGACLs. The
SGT is used to provide address-agnostic group-based policies,

SD-Access fabric for wireless

Administrators may notice that a traditional Cisco Unified Wireless Network (CUWN)
design provides some of the same advantages of SD-Access. For example, some of the
common attributes include:

« Tunneled overlay network (via CAPWAP enscapsulation and separate control-
plane)

= Some levels of infrastructure automation (e.g. AP management, configuration
management, ¢tc.)

= Simple wireless user or device mobility (also known as client roaming)
» Centralized management via a wireless controller (WLC)
However, the CUWN approach also comes with some trade offs:
> Only wireless users can benefit from the CAPWAP overlay — does not apply to
wired users.

= In the most commonly deployed wireless mode (centralized or local mode),
wireless traffic must be tunneled to a centralized anchor point (the WLC), which
may not be optimal for many applications.

In addition, there are several advantages unique (o wired users, which users of a tradi-
tional wireless design using CUWN would lack:

* Wired users can benefit from the performance and scalability that a distributed
switching data plane provides

o Wired uscrs also benefit from advanced QoS and innovative services such as En-
crypted Traffic Analytics (IXTA), available in the switching infrastructure
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Configuring the Switch

+ Configuring the Switch Using the Web User Interface, on page 87
+ Configuring the Switch Using the CLI, on page 102

Configuring the Switch Using the Web User Interface

T 9.11.1.15]

Setting up the Switch

After you complete the hardware installation, you need to setup the switch with configuration required to
enable traffic to pass through the network. On your first day with your new device, you can perform a number
of tasks to ensure that your device is online, reachable and easily configured.

1ce (web‘~UI) is an embedded GUI-based device-management tool that provides the

to provision the device, to simplify device deployment and manageability, and to enhance the user
c\pulunu [t comes with the default i image, so there is o need to enable anything or install any license on
the device. You can use WebUI to build configurations, and to monitor and troubleshoot the device without
having CLI expertise.

[9.11.1.15]

Connecting to the Switch

Before you begin

Sctup the DHCP Client Identifier on the client to get the IP address from the switch, and to be able to
authenticate with Day 0 login credentials.

Setting up the DHCP Client Identifier on the elient for Windows

L. Typc regedit in the Windows scarch box on the taskbar and press enter,
2. If prompted by User Account Control, click Yes to open the Registry Editor.
3. Navigatc to

Computet\HKEY _LOCAL_MACHINEASYSTEMCurrentControlSetServices\lepi p\l’nramctcrs\lntcrl’aces\
and locate the Ethernet Interface Global Unique Identifier (GUID).

fyg\f“{\ W ?U]j 5 ™
4. Addanew REG_BINARY DhepClientidentifier with Data 77 ¢5 62 75 69 for welgh J
manually type in the valuc.

Cisco Catalyst 9300 Series Switche
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! Configuring the Switch Using the €

Procedure

Step 1 From the WebUI, navigate through Administration > Device and sclect the General page.
Step 2 In the VTY Line ficld, enter 0-30.
Figure 69: Configuring VTY Line

Adrmnistration * » Device

Gunerat 13 Routing
FTP/SETP/TFTP Host Name* @ SW-8200
Biuatooth Banner

Management Inerface GigabitEthern2i0/0

P Address' ©

Subnet Mask*

Systam MTUlBytas} @ 1600
VTY Line © ! 0-30 aViaw VY aptons
VY Transport Mede © Soleet a valos v

program.

Note I you have stacked your switches, connect to the console port of one of the switches in the stack. You can
initially configure the entive stack from any member switch,

Connecting the RJ-45 Console Port

Procedure

Step 1 Conncet the RJ-45-10-D1-9 adapter cable to the 9-pin serial port on the PC. Connect the other g
to the switch console port. -

Cisco Catalyst 9300 Series Switches Hardware lnstallation Guide
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Improving your network from a single control and command centery— 9.11.1 | ﬁg 11.1.16

Clsco DNA Center is the foundational controller and analytics platform at the heart of Cisco's intent-based
network for large and midsize organizations. Cisco DNA Center provides a single dashboard for every
fundamental management task to simplify running your network. With this platform, IT can respond to
changes and challenges faster and more intelligently.

« Design: Design your network using intuitive workflows, starting with locations where your network
devices will be deployed. Users of Cisco Prime® Infrastructure and the Cisco® Application Policy
Infrastructure Controller Enterprise Module (APIC-EM) can simply import existing network designs
and device images into Cisco DNA Center.

11.1.16 > policy: Defirie user and device profiles that facilitate highly secure access and network
segmentation based on business needs. Application policies allow your business-critical
applications to provide a consistent level of performance regardless of network congestion.

« Provision: Use policy-based automation to deliver services to the network based on business
priority and to simplify device deployment. Zero~touch device provisioning and software image
management features reduce device installation or upgrade time from hours to minutes and bring
new remote offices online with plug-and-play ease from an off-the-shelf Cisco device. Additionally,
the Cisco Stealthwatch® Security Analytics service provisions network elements to send NetFlow
and Encrypted Traffic Analytics to Stealthwatch.

Assurance: Cisco DNA Assurance enables every point on the network to become a sensof, sending
continuous streaming telemetry on application performance and user connectivity in real time. This,
coupled with automatic path trace visibility and guided remediation, means network issues are
resolved in minutes—before they become problems. Autbmated NetFlow switch configuration for
Cisco Stealthwatch security provides detection and mitigation of threats, even when they are hidden
in encrypted traffic.

A1.1.16

s Platform: An open and extensible platform allows third-party applications and processes {o
exchange data and intelligence with Cisco DNA Center. This improves IT operations by automating
workflow processes based on network intelligence coming from Cisco DNA Center.

® 2020 Cisco and/or its affiliates. All rights reserved.
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Application health dashboard

Wireless sensor dashboard

Streaming telemetry

Device 360 and Client 360

Path trace

Network time travel

On~device analytics

Cisco Al Network Analviics:

9.11.1.16|

® 2020 Cisco and/or its affiliates. Al rights reserved.

General overview of the health of all applications on the network. Includes a special
section on applications that have been tagged as business relevant. Business-relevant
application issues are highlighted, with suggested remediation for any anomalies.

Overview of tests that have been run using Cisco Aironet” Active Sensors. Shows overall
tests, connectivity statistics, and top wireless issues discovered by sensors. includes
test results for Dynamic Host Configuration Protocol (DHCP), DNS, host reachability,
RADIUS, email, Exchange server, web, FTP, and a complete IP SLA for data throughput
speed, latency, jitter, and packet loss. Guided remediation for any test failures.

Enables network devices to send near-real-time telemetry information to Cisco DNA
Center, reducing delays in data collection. Some of the other benefits of streaming
telemetry include:

o Low and quantifiable CPU averhead
» Optimized data export {(key parformance indicators [KPi], events)
» Event-driven notifications

An Assurance feature allowing viewing and troubleshooting device or client from any
angle or context. Included are information on health trends, topology, application
experience and KPls.

Allows the operator to visualize the path of an application or service from the client
through all devices and to the server. A common, and critical, troubleshooting task that
normally requires 6 to 10 minutes Is displayed instantly upon clicking on a client or
application. Troubleshoots Issues along the network path,

» Run a path trace from source to destination to quickly get key performance statistics for each
device along the network path

o ldentify access control lists (ACLs) that may be blocking or affecting the traffic flow

Allows the operator to see device or client performance In a timeline view to understand
the network state when an issue occurred. Allows an operator to go back in time up to
14 days and see the cause of a network issue, instead of trying to re-create the issue in
a lab.

¢ Rewind time to when the issue occurred
o History shows critical events
s All the information on the user or network device changes to the selected time

Assurance and analytics are performed on a Cisco switch, router, or wireless controller
where the anomaly was discovered. Critical metrics can be identified and immaediately
acted on before an incident occurs. KPIs that are core to business operations can be
maintained in real time, and close to the users that rely on them.

Using Al and machine learning, Cisco Al Network Analytics drives intelligence in the
network, empowering administrators to accurately and effectively improve performance
and issue resolution, We are taking network analytics to a new level where noise and
false positives are significantly reduced when enabling customers to very accurately
identify issues, trends, anomalies, and root causes.

Intelligent issue detection and analysis

o Al-driven porsonaﬁ‘lcd baselining' No two nctworks are the same. /\l driven technologies

not, based on this personalized hassline.

S
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» Al-driven anomaly detection: This capability surfaces any deviation fram our Al-created
personalized baseline for this network, allowing Cisco DNA Center to make sense of ali the
network data. The system can accurately detect performance issues and ignore unusual but
harmiess network anomalies. This reduces noise while accurately identifying anomalies that have

the greatest impact on your network. Al=driven predictive analytics and proactive Insights allow:
9.11.1.16 users to anticipate and prevent faillirés. Here, the machine learning engine can predict increases

Extended application visibllity
to switch and wireless
controllers

Wi-Fi Analytics for Apple i0S
clients

Application experience

Intelligent Capture

© 2020 Cisco and/or its affiliates. All rights reserved,

In Wi-Fi interference, onboarding delays, office traffic load, etc. This is because, in IP networks,
a problematic event is often preceded by a henign event or serles of events. By learning how
series of events are correlated to one another, predictive analytics can heip network
administrators anticipate the unexpected.

Al-driven accelerated remediation: Cisco Al Network Analytics provides accelerated remediation
through machine learning, which identifies the most critical variables related to the root cause of
a given problem. This helps users detect issues and vulnerabilities, perform complex root cause
analysis {using a machine reasoning engine), and execute corrective actions faster than ever. In
coming releases, we will enable machine reasoning to execute the logical troubleshooting steps
that an engineer would perform in order to resolve a problem. Both of these capabilities
accelerate remediation, making your team more precise in problem solving and more productive
overatl,

The addition of an Intelligent machine reasoning engine (MRE) aliows for further intelligence In
Cisco DNA Center. Included Is the abllity to discover Layer 2 spanning tree loops in your non-
fabric (legacy Layer 2) network. Additionally, the MRE will scan current switch Inventory for
outdated images, PSIRT alerts, and susplclous configurations. These abilities are outlined further
below under "Al Analytics Security Advisories.”

e

Application visibility allows Cisco DNA Assurance to monitor a user’s application usage,
even from a switch or wireless controller, By using switches and wireless controllers,
Clsco DNA Center customers will have a complete view of application visibility across
the campus network infrastructure,

A joint development with Apple, Wi-Fi Analytics for Apple 108 offers Cisco DNA
Assurance insights into the performance and experience of |0S clients (iPhone/iPad) on
the wireless network. it allows the administrator to view wireless performance from the
perspective of the i0OS client.

s Supports per-device-group policies and analytics

« Cllent details, such as IPhone model and 10S Information
» Provides insights into the client’s view of the network

o Baslc Saervice Set Identifier (BSSID)

= Recelved Signal Strength indicator (RSSH)

o Channel number
s Provides clarity regarding the reliability of connectivity

> Client reasons, such as error codes for last disconnection

Tracks performance of predefined “critical business applications.” Shows user
experience and performance metrics. Provides specialized rapid troubleshooting per
application and per client. Provides unparalleled visibility and performance control over
the applications that are critical to your core business, on a per-user basis. Multimedia
monitoring uses Perfmon processing for Real-Time Protocol (RTP) streams, allowing
teams to verify the quality of critical real-time applications such as multimedia. URL
monitoring provides visibility into cloud-based (URL-based) applications so that their
performance is optimized. Application experience provides users the performance they
need on the applications key to their company role.

Intelligent Capture uses network sensors within the Aironet Active Sensor and the

Aironet 4800 AP to provide advanced troubleshooting for wireless issues. {4

anomaly-~based packet captures, on-demand RF scanning, real-time cliept

Wi-Fi application analytics. This feature offers a high level of wireless sgj

based on detailed and proactive analysis of wireless perfo rpance-per dee

per Wi~ F| chent it allows system admlmstrators to pre @fuﬂispcwgl Bygh
o0 b
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Network Information Database Periodically scans the network to create a “single source of truth” for IT. This inventory

(NIDB) includes all network devices, along with an abstraction for the entire enterprise network.
It keeps an updated inventory of devices and software images on that device for version
control. The NIDB provides data to applications (such as SWIM, and EasyQoS) so that the
correct device and image version are used. It allows applications to be device
independent, so configuration differences between devices aren't a problem.

Meraki discovery and Provides for the discovery of ali Meraki devices on the network and integrates them into
integration the Cisco DNA Center dashboard. It provides for a single pane of glass for both Cisco

and Meraki devices. 9.11.1.16

our ork In & hierarchical fashioh by letting you add areas and:

eospatial map. You can start by defining your sites, then add buildings to
s:tes and fmally add floors with detailed floor plans to the buildings. Cisco DNA Center
lets the user define profiles, which consist of common network settings such as device
credentials, DHCP, DNS server, AAA server, IP address pool, etc., Wireless settings such
as SSIDs and RF profiles can be created globally and customized at site levels, These
profiles form the basis for network automation,

Network design and profile-
based mahagement

Network Plug and Play (PnP) Zero-touch provisioning for new device installation. Allows off-the~shelf Cisco devices
to be provisioned simply by connecting them to the network. Cisco Network PnP
provides a highly secure, scalable, seamless, and unified zero-touch-deployment
expetience for custorners across Cisco's entire enterprise network portfolio of wired and
wireless devices. Deploy new devices in minutes, and without onslte support visits.
Eliminate repetitive tasks and ellminate staging. Network PnP reduces the burden an
enterprises by greatly simplifying the deployment process for new devices, which can
slgnificantly lower Operating Expenditures (OpEx) as well. For more details, refer to the
data sheet for the Network Plug and Play application,

https://www.cisco.com/c/enfus/td/docs/solutions/Enterprise/Plug-and-
Play/solution/guidexmi/b_pnp-solution-quide.htmi

Software image management Manages software upgrades and controls the consistency of image verslons and

(SWIM) configurations across your network, Speeds and simplifies the deployment of new
software images and patches, Pre- and post-checks help ensure no adverse effects
from an upgrade. This is an easy to way to build a central repository of software images
and apply them to devices. Administrators can mark software images as golden for a
device family, allowing them to upgrade devices to the software Image and patch
verslons that are in compliance with the golden versions defined in the repository.

s Golden Images: Intent-based network upgrades allow for image standardization, much desired
by network administrators

« Pre~ and post-checks allow network administrators more control over and visibility into network
upgrades

Patches are supported in Cisco DNA Center from intent to pre- and post-checks in the
same way that we manage regular images

ROMMon support for SWIM The SWIM ROMMon upgrade feature optimizes already scheduled downtime by allowing
users to join ROMMon upgrades with regular upgrades. The ROMMon feature in SWIM
eases the task of upgrading ROMMon images on supported Cisco devices.

Devicereplacement and RMA  Workflow templates allow for the replacement (RMA) of a switch and router. Includes
workflows restoration of |08, configuration and license. Also completes device replacement in
operational systems such as Cisco ISE, Certificate Servers, and Cisco DNA Center

T

PMP Bulk Update (Day 0) Simplified workflows for updating device images and C}fng{ﬁsﬁpns Vig/Ea8
steps. ! e

® 2020 Cisco and/or its affiliates. All rights reserved. %ﬁf
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Fog Director

SMU patching

Branch deployment
automation

Enterprise Network Functions
Virtualization {ENFV)
automation

Wireless automation

Device tagging

Policy creation’

Application policy creation

® 2020 Cisco and/or its affiliates. All rights reserved. Q

Abifity to manage and view Cisco industrial devices via connection with Cisco Fog
Director. Fog Director delivers the capability to manage large-scale production
deployments of Cisco I0x-enabled fog applications.

Provides patching for Software Maintenance Upgrade {SMU) recommendations and
reduces the effort required to manually search for, identify, and analyze SMUs that are
needed for a device. Cisco DNA Center automatically provides SMU management for
multiple Cisco I0S° XR platforms and releases. Automates the patching process and
allows most bug fixes to be patched with minimal network disruption.

Simplified workflows for physical and virtual branch automation; day-0 router/NFV
design. Onboard WAN devices and services via easy steps:

1. Configure network settings, service provider, and IP pools
2. Design a router or virtual profile

3. Assign to sites and provision network devices

Facilitates branch virtualization on any hardware device, Cisco or third-party. Saves time
in setting up network virtual services. Supports existing branch migration without
hardware upgrade. This feature includes full NFV management.

Intent-based workflows for simplified wireless deployment and automation
o Network proflles: A contalner of wireless proparties that can represent single or multiple sites
o Simplifled guest and SSID creatlon
e Advanced RF support for wireless networks ;
o A single workflow to enable flex or centralized wireless deployment
e PnP provisioning for APs
s 1P ACL support
o Access and access control pollcy for SD-~Access Wireless only

An administrator can tag network devices in order to assoclate devices that share a
common attribute. For example, you can create a tag and use it to group devices based
upon a platform ID, Cisco |0S release, or location, Allows for grouping of devices based
on speclalized needs. 9.11.1.16

olicies are:translated by CISCO 'DNA Center

‘policles gho

into network- -specific and device~specific configurations that can be adjusted
dynamically based on network conditions, Of foundational importance for intent-based
networking, policies define the business intent that is desired and allow the network to
guarantee services. 9.11.1.16

be applied.
: , ‘ riority in the sites:
where heir: use !S relevakt‘&lt is |mp0rtant for mission- crmcal appllcattons such as
machine-to-machine control in manufacturing or life- savmg devices in healthcare, as
well as for business-critical applications such as video in customer experience centers or

voice in support sites.
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Cisco Software-Defined Access (SD-Access) 1.3.3.0 Key Features

Table 7. SD-Access Features and Description

o Autorated external connectivity handoff using Virtual Routing and Forwarding Lite (VRF-Lite),
and BGP Ethernet VPN (BGP-EVPN)

Fabric in a box without control plane

Fabric infrastructure

®

Bonjour support for Cisco SD-Access

KPIs, 360-degree views for client, AP, Wireless Controller (WLC), and switch
o Underlay and overlay correlation

» Device health: Fabric border and edge, CPU, memory, temperature, line cards, modules,
stacking, PoE power, TCAM

« Data plane connectivity: Reachability to fabric border, edge, control plane, and DHCP, DNS,
and AAA

s Policy: Fabric border and edge policy, ISE and pxGrid connectivity
- Client onboarding: Client and device DHCP and DNS, client authentication and authorization

®

Fabric assurance

3

Wireless guest with ISE {Central Web Authentication)

Wireless guest support on separate guest border and control plane and wireless guest support
as separate Virtual Network (VN) on enterprise border and control plane

+ Same SSID for traditional and fabric on same WLC (mixed mode)
o WLC Stateful Switchover (5S0)
o Wireless multicast

Fabric wireless

s Multiple virtual networks for guest

o Embedded wirsless support on fabric edge
¢ Guest web passthrough

¢ Sleeping client timeout

s Pre~check and post-chack workflow validations

o ISE Primary Administration Node (PAN) High Avallabllity (HA)} support (includes pxGrlid,
Monitoring and Troubleshooting [M&T])

o Distributed ISE Policy Service Node (PSN) support (two per site)
» Same ISE instance for fabric and traditional (brownfield) deployments

s Cisco Secure Access Control System (ACS) and ISE for TACACS+ authentication of network
devices

Management

o HA support for Cisco DNA Center

o Palicy-protected Command-Line Interface (CLI} configuration
* Software image and patch managerment
« License management

e Backup and restore

= Task scheduler

s Group-Based Access Control Policies

Distributed campus o Automated intersite connectivity

« End-to-end policy and segmentation

@ 2020 Cisco and/or its affiliates. All rights reserved.
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Cisco DNA Center system capabilities

Table 8. System capabilities

Role-Based Access Control Allows users to be mapped to one of the four predefined roles. The rolg determines:
(RBAC) what types of operations a user can perform Within the system.:

Backup and restore Supports complete backup and restore of the entire database for added protection.
ISE integration Integrates with ISE through pxGrid or API for fabric overlay support.

Cisco DNA Center platform capabilities

Table 9.  Platform capabilities

Northbound REST APls The Clsco DNA Center platform supports Representational State Transfer (REST) APIs at
the northBound layer for programmabllity: The Cisco DNA Center API provides support
for the following features:

» Discovery, device inventory, network topology

+ SWIM, Plug and Play (PnP)

» Template programmer, command runner

» Assurance: Site, device, and client health monitoring, path trace
e NFV provisioning

IT Service Management (ITSM)  The ITSM Integration minimizes the need for handoffs, deduplicates issues, and

integration optimizes processes for proactive Insights and faster remediation. Out-of-the-box
integration exists with ServiceNow. The generic APls exposed by the Cisco DNA Center
platform enable partners and developers to integrate with any ITSM system.

IP Address Management (IPAM) This integration allows for a seamless import of IP pools for Cisco DNA Center

integration workflows from external IPAM systems and the synchronization of IP pool and subpool
usage Information between the two systems, Qut-of-the-box integration exists with
Infoblox and Bluecat. The Cisco DNA Center platform provides generic APls to integrate
with any IPAM system.

Events and notifications The Cisco DNA Center platform webhooks allow third~party applications to receive
notifications and listen to any events detected by Cisco DNA Assurance, Automation,
and other task~based operational workflows.

Multivendor SDK The Cisco DNA Center Multivendor Device Pack SDK allows partners to add support for
managing third-party devices directly via Cisco DNA Center.

Meraki Visibility in Cisco DNA Center

9000 family switches, or for customers with mixed environments, Cisco DNA Centernow,offers

LV

. . ) . O MG R
management pane of glass. This is an APl-driven dashboard integration that su Q/i‘:ts/‘,\éu—exts”u N
hardware and software at no additional license cost. >

® 2020 Cisco and/or its affiliates. All rights reserved.
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Display Your Netw

+ About Topology, page 1

+ Display Device Data, page 4

+ Aggregate and Disaggregate Devices, page 5

« Configure the Topology Structure, page 7

+ Save a Topology Layout, page 8

+ Open a Saved Topology Layout, page 9

+ Change Device Role (Topology Layout), page 9

+ Scarch for Devices and Hosts, page 10

+ Add or Remove a Device Tag in Topology , page 11
+ Display Devices with Tags, page 12

About Topology

The Topology wmdow dlsplays a gr‘ hical view ¢
canﬁgured L NA Ceuter iscovers and maps

of your network Usmg the dlscovery settmgs that you have
s to a physical topology with detailed device-level data.

s on top of the physical topology for a granular view:
for desxg,p anning and simplified t °

« For a Layer 2 topology, display of configured VLANs within your network. For a Layer 3 topology,
display of OSPL IS-IS, and so on, depending on what is currently configured and is in use in your
network.

» Deviee information.

Topology Tools

Cisco Digital Netwaork Architeclifg,

A
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Cisco 10GBASE SFP+ Modules

A broad range of industry-compliant SFP+ modules for 10 Gigabit Ethernet
deployments in diverse networking environments

Product overview

The Cisco® 10GBASE SFP+ modules (Figure 1) give you a wide variety of 10 Gigabit Ethernet connectivity options
for data center, enterprise wiring closet, and service provider transport applications.

Figure 1.  Cisco 10GBASE SFP+ modules

Features and benefits

Cisco SFP+ modules offer the following features and benefits.

« Industry's smallest 10G form faclor for greatest density per chassis

« Hot-swappable input/output device that plugs into an Ethemet SFP+ port of a Cisco switch (no need to
power down if installing or replacing)

« Supports “pay-as-you-populate” model for investment protection and ease of technology migration

« Digital optical monitoring capability for strong diagnostic capabilities

« Optical interoperability with T0GBASE XENPAK, 10GBASE X2, and 10GBASE XFP interfaces on the
same link

s Cisco quality Identification (ID) feature enables a Cisco platform to identify whether the module is cerlified

and tested by Cisco

Cisco SFP-10G-8R-S module ‘(S-Ciass); < 9.11.2 |

; AR
e ﬁmgi) /ca
505SIDIE s

& 2018 Cisco andlor its affiliates. All rights reserved. This document is Cisco Public Information.
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Cisco SFP-10G-SR module

The Cisco 10GBASE-SR Madule supports a link length of 26m on standard Fiber Distributed Data Interface
(FDDI)-grade Multimode Fiber (MMF). Using 2000MHz km MMF (OM3), up to 300m link lengths are possible.
Using 4700MHz km MMF (OM4), up to 400m link lengths are possible.

Cisco SFP-10G-SR-X module

The Cisco SFP-10G-SR-X is a multirate’ 10GBASE-SR, 10GBASE-SW and OTU2/0TU2e module for extended
operating temperature range. It supports a link length of 26m on standard Fiber Distributed Data Interface (FDDI)-
grade Multimode Fiber (MMF). Using 2000MHz km MMF {OM3), up to 300m link lengths are possible. Using
4700MHz km MMF {OM4), up to 400m link lengths are possible.

" Except for version 1, which supports only 10GBASE-SR,

Cisco SFP-10G-LRM module

The Cisco 10GBASE-LRM Module supports fink lengths of 220m on standard Fiber Distributed Data Interface
(FDDI) grade Multimode Fiber (MMF). Te make sure that specifications are met over FDDI-grade, OM1 and OM2
fibers, the transmitter should be coupled through a mode conditioning patch cord. No mode conditioning patch cord
is required for applications over OM3 or OM4. For additional information on made conditioning patch cord
requirements please see: hitps://www.cisco.com/en/US/prod/collateral/modules/ps5455/product bulletin_c25-
£30836.html.

The Cisco 10GBASE-LRM Module also supports link iengths of 300m on standard Single-Mode Fiber
(SMF, G.652).

Cisco SFP-10G-LR-8 module (8-Class) 9.11.2

The Claco 10GBASE:LR fiodule supports alink lengthrof 10 kilometers on standard Single-Mode Fiber (8MF)
{G.652). SFP-106G-LR-8 does not support FCoE.

Cisco SFP-10G-LR module

The Cisco 10GBASE-LR Module supports a link length of 10 kilometers on standard Single-Mode Fiber
(SMF, G.652).

Cisco SFP-10G-LR-X module

The Cisco SFP-10G-LR-X is a multirate 10GBASE-LR, 10GBASE-LW, and OTU2/0TU2e module for
extended operating temperature range. It supports a link length of 10 kilometers on standard Single-Mode Fiber
(SMF, G.652).

Cisco SFP-10G-ER-S module (S-Class)

The Cisco 10GBASE-ER module supports a link length of up to 40 kilometers on SMF (G.652). SFP-10G-ER-S
does not support FCoE.

Cisco SFP-10G-ER module

(SMF G.652).

N m@qw@
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Ordering information

Table 6 provides the ordering information for Cisco SFP+ modules and related cables.

Table 6. Ordering information

Clsco 10GBASE-SR SFP+ Moduls for MMF: 8:Class
Cisco 10GBASE-SR SFP+ Module for MMF

Cisco multirate 10GBASE-SR, 10GBASE-SW and OTU2e SFP+ Module for MMF,
extended temperature range

Cisco 10GBASE-LRM SFP+ Module for MMF and SMF
Clsco 10GBASE-LR SFP+ Module for SME 8-Class:
Cisco 10GBASE-LR SFP+ Module for SMF

Cisco multirate 10GBASE-LR, 10GBASE-L.W and OTU2e SFP+ Module for SMF,
extended temperature range

Cisco 10GBASE-ER SFP+ Module for SMF S-Class
Cisco 10GBASE-ER SFP+ Module for SMF

Cisco 10GBASE-ZR SFP+ Module for SMF S-Ciass
Cisco multirate 10GBASE-ZR, 10GBASE-ZW and OTU2e SFP+ Module for SMF
Cisco 10GBASE-BX10-D Bidirectional for 10km
Cisco 10GBASE-BX10-U Bidirectional for 10km
Cisco 10GBASE-BX40-D Bidirectional for 40km
Cisco 10GBASE-BX40-U Bidirectional for 40km
10GBASE-CU SFP+ Cable 1 Meter, passive
10GBASE-CU SFP+ Cable 1.5 Meter, passive
10GBASE-CU SFP+ Cable 2 Meter, Passive
10GBASE-CU SFP+ Cable 2.5 Meter, Passive
10GBASE-CU SFP+ Cable 3 Meter, passive
10GBASE-CU SFP+ Cable 4 Meter, passive
10GBASE-CU SFP+ Cable 5 Meter, passive
10GBASE-CU SFP+ Cable 7 Meter, active
10GBASE-CU SFP+ Cable 10 Meter, active
10GBASE-AQC SFP+ Cable 1 Meter
10GBASE-AOC SFP+ Cable 2 Meter
10GBASE-AQC SFP+ Cable 3 Meter
10GBASE-AQOC SFP+ Cable 5 Meter
10GBASE-ACC SFP+ Cahle 7 Meter
10GBASE-AOC SFP+ Cable 10 Meter

Regulatory and standards compliance
Standards:

« |EEE 802.3: 10-Gigabit Ethernet

SFP-10G-SR-&
SFP-10G-SR
SFP-10G-SR-X

SEP-10G-L.RM

SFP-10GLR'S.
SFP-10G-LR

SFP-10G-LR-X

SFP-10G-ER-S
SFP-10G-ER
SFP-10G-ZR-S
SFP-10G-ZR
SFP-10G-BXD-I
SFP-10G-BXU-I
SFP-10G-BX40D-!
SFP-10G-BX40U-1
SFP-H10GB-CU1M
SFP-H10GB-CU1-5M
SFP-H10GB-CU2M
SFP-H10GB-CU2-5M
SFP-H10GB-CU3M
SFP-H10GB-CU4M
SFP-H10GB-CUSM
SFP-H10GB-ACUTM
SFP-H10GB-ACUTOM
SFP-10G-AOCTM
SFP-10G-AOC2M
SFP-10G-AQC3M

SFP-10G-AOC5M
SFP-10G-AOC7M
SFP-10G-ACC10M
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Cisco Optics-to-Device Compatibility Matrix Resuilts

Network Device Product Family

Network Device | Transciever Transceiver |Data |Form |Reach |Cable Type Media |Connector | Transceiver |Case |DOM Min DOM
Product ID Product ID Business Rate |[Faclor Type Type Temp |Capable |Software |Support
Unil Support
CH300-NM-8¥% SFP0GSRS [ TMO 10 S5FP 300m Duplex Fiber MMF LC Optic Oto Y 108 XE 108 XE
Gbps (OM3) 70C 16.5.1 16.5.1

"L[‘ 9.11.2

Network Device Notes:
Uplink modula for C9300- 24 T/48T/24P/48P/24U/48UI24 UX/ABLECMABUN

C9300-NM-8X SFP0G-SRS | TMG 10 SFP+  {400m | Duplex Fiher MMF  [LC Optlic Oto Y 108 XE 10S XE
Ghps (OM4) 70C 16.5.1 16.5.1

Network Device Notes : _Illlllllll -Illl

Uplink module for C9300- 24 THBT/24P/48PI24Ur48U/24UX/BUXMI4BUN

CH00-NM-BX  [SFP0G-LR-S | TMG 10 SFP+  {10km | Duplex Fiber SMF LC Oplic Oto Y 10S XE 10S XE
Gbps : 70C 16.5.1 16.5.1

9.11.2
Network Device Notes :

Uplink module for CO300- 24 TIETI24P/48PI24U/ABUIZAUX/ABUXM/ABUN

-
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The bridge to possible Cisco public
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IEEE 802.1ba AV Bridging (AVB) built in to provide a better audio and video experience through
improved time synchronization and QoS

Precision Time Protocol (PTP; IEEE 1588v2) provides accurate clock synchronization with sub-
microsecond accuracy making it suitable for distribution and synchronization of time and frequency
over network

Cisco I0S XE, a modern operating system for the enterprise with support for model-driven
programmability including NETCONF, RESTCONF, YANG, on-box Python scripting, streaming
telemetry, container-based application hosting, and patching for critical bug fixes. The OSalso has
built-in defenses to protect against runtime attacks

SD=Access: Cisco Catalyst 9300 Series switches form the foundational building block for SD-

Access, Cisco’s lead enterprise architecture: /I\_
9.11.3

- Simplified segmentation and micro -segmentation, with predictable performance and scalability

» Policy~based automation from edge to cloud

o Automation through Cisco DNA Center

« Policy handied through the Cisco Identity Services Engine (ISE)

« Network assurance provided through the Cisco DNA Center

« Faster launch of new business services and significantly improved issue resolution time

o SD-Access Embedded Wireless: The Cisco Catalyst 9800 embedded Wireless Controller Software
package can be installed on Cisco Catalyst 9300 Series switches to enable wireless controller
functionality for distributed branches and small campuses. Once installed, the Catalyst 9800
embedded Wireless Controller running on a Catalyst 9300 Serles switch can support up to 200 APs
and 4000 Clients (C9300L supports 50 APs / 1000 Clients). A maximum two wireless controllers
can be enabled per site on two different Catalyst 9300 Series switches which will increase to scale
up to 400 APs and 8000 Wireless Clients (C9300L: 100 APs /2000 Clients). The Catalyst 9800
embedded Wireless Controller Software package will enable wireless functionality only for SD-
Access deployments with two supported topologies:

» The Catalyst 9800 embedded Wireless Controller Software package can be enabled on Catalyst 9300
Series switches functioning as Co~Located Border and Control Plane

« C9800 Wireless Software Package can be enabled on Catalyst 9300 Series switches functioning as
Fabric ina Box

« Plug and Play (PnP) enabled: A simple, secure, unified, and integrated offering to ease new branch
or campus device rollouts or updates to an existing network

« Advanced security

o Encrypted Traffic Analytics (ETA): You benefit from the power of machine learning to identify and take
actions toward threats or anomalies in your network, including malware detection in encrypted traffic
{(without decryption) and distributed anomaly detection

8

o Support for AES-256 with the powerful MACsec 256-bit encryption algori pnﬁgﬁ“ o
a1




Licensing

Packaging

The Cisco Catalyst 9000 family of switches introduces a new and simplified licensing package in the form of
base and add-on licenses.

« The perpetuallicensing package includes the Network Essentials and Network Advantage licensing
options that are tied to the hardware. Between them, the base licensing packages cover switching
fundamentals, management automation, troubleshooting, and advanced switching features. These
Network licenses are perpetual.

The subscription licensing package includes the Cisco DNA Essentials and Cisco DNA Advantage
options. In addition to on-box capabilities, the features available with this package provide Cisco
innovations on the switch, as well as on Cisco DNA Center. The Cisco DNA subscription licenses are
mandatory at the time of configuration.

License consumption is easily determined by the package itself. While perpetuallicenses are always
permanent and without an expiration date, subscription licenses have to be purchased fora 3-, 5-, or 7-year
term (and hence are also known as term-based licenses). Table 13 shows the combinations of perpetual and
subscription licenses that must be purchased.

Table 13. Licensing combinations 9.11.3

Network Essentlals Yes No No

Netwior Advantage No' yee <— 9.11.3 Yes

* At the time of Cisco DNA license renewal, the Cisco DNA Essentials license can be purchasedto be used with Network Advantage

Managinglicenses with Smart Accounts: Creating Smart Accounts by using the Cisco Smart Software
Manager (SSM) enables you to manage your software licenses from a centralized website. You can set up
Cisco SSM to receive daily email alerts and to be notified of expiring subscription licenses that you want to
renew.

You must order a Cisco DNA subscription term license in order to purchase a switch. When the license term
expires, you can either renew the add-on license to continue using itor deactivate the add-on license and then
reload the switch to continue operating with the base license capabilities.

Both the base and add-on licenses are also available for a 90-day evaluation period. An evaluation license is
activated temporarily, without purchase. An expired evaluation license cannot be reactivated after reload.

Note: It is not required to deploy Cisco DNA Center just to use one of the above packages.

© 2020 Ciscoand/or its affilistes. Alf rights reserved.
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Tables 14 shows the features included in the Network Essentials and Advantage packages.

Table 14 showsthe features included in the Cisco DNA Essentials and Advantage packages.

Table 14. Network Essentials and Advantage package features

Features

Switch fundamentals v e
Layer 2, Routed Access (RIP, EIGRP Stub, OSPF - 1000 routes), PBR, PIM Stub
Multicast (1000 routes)), PVLAN, VRRP, PBR, CDP, QoS, FHS, 802.1X,

MACsec~-128, CoPP, SXP, IP SLA Responder, SSO 511112

Advanced switch capabilities and scale ’ x 7 9.11.3
BGP, EIGRP, HSRP, 1818, BSR,Q M181D% PIM-BIDIR," IP SLA, OSPF <] 9 11.3 ~=—9.11.1.12
Network segmentation¢ — Ve 9.11.3 ]

<
VRF, VXLAN, LISP, 8GT, MPLS, mVPN 9.11.1.13 / 911.1.14
9111137 9.11.1.14 M
————pguromation / V€4 9.11.3
‘NETCONE, ESTCONF, gRPC, YANG; PnP Agent, fZTP/Péﬁ“PnP; GuestShell 9.11.3 ‘ 911.1.13
(On-Box PR o 7 1 13N 1577713 9111.13 —

Telemetry and visibility v/ v
Model-driven telemetry, sampled NetFlow, SPAN, RSPAN

High avaiiability and resiliency X /
Nonstop Forwarding (NSF), Graceful Insertion and Removal (GIR), Fast Software
Upgrade (FSU), Software Patching (CLI Based)

10T integration X v
AVB, PTP, CoAP

Security X 4
MACsec-256

Table 15. Cisco DNA Essentials and Advantage package features (add a section for other software supportand add
Prime, ISE and Stealthwatch support)

Switch features
Optimized network deployments X / 7

Cisco DNA Service for Bonjour

Advanced telemetry and visibility s v v
Full Flexible NetFlow, EEM

Optimized telemetry and visibility X v e
ERSPAN, AVC (NBARZ), app hosting {in containers/VMs), Wireshark

Advanced security
Encrypted Traffic Analytics (ETA)

® 2020 Cisco andfor its affiliates. All rights reserved.
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C9300-DNA-E-248-5Y
C9300-DNA-E-24S8-7Y
C9300-DNA-A-248-3Y
C9300-DNA-A-245-5Y
C9300-DNA-A-2485-7Y
C9300-DNA-E-485-3Y
C9300-DNA~E-485-5Y
C9300-DNA-E~488-7Y
C9300-DNA~A-485-3Y
C9300-DNA-A-488-5Y
C9300-DNA-A-485-7Y

C9300-LIC=

CAT-CDNA-P

Network: Advantage

9300 1G Fiber Cisco DNA Essentials, 24 -port, 5 Year Term license

9300 1G Fiber Cisco DNA Essentials, 24 -port, 7 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 24-pott, 3 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 24 -port, 5 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 24 -port, 7 Year Term license
C9300 1G Fiber Cisco DNA Essentials, 48-port, 3 Year Term license
9300 1G Fiber Cisco DNA Essentials, 48-port, 5 Year Term license
C9300 Cisco DNA Essentials, 48-port, 7 Year Term license

9300 1G Fiber Clsco DNA Advantage, 48-port, 3 Year Term license
C9300 1G Fiber Cisco DNA Advantage, 48~port, 5 Year Term license

C9300 1G Fiber Cisco DNA Advantage, 48-port, 7 Year Term license

(el DNA Upgrade Li anse for C9300 switches. Note: when upgrading from
sto Clsco DNA Advantags: Network Essentlals is also upgradied to

Cisco DNA Premier Term Add for Catalyst Switches

Software licenses for CO300L SKUs

Product number

C9300L~DNA~P-24-3Y

C9300L~-DNA-P-24-5Y

C9300L-DNA-P~24-7Y

C9300L-DNA-P-48-3Y

C9300L~-DNA-P-48-5Y

C9300L-DNA-P-48-7Y

C9300L~DNA-E-24-3Y

C9300L~DNA-E~24-5Y

C9300L~-DNA-E-24-7Y

C9300L-DNA-A~24-3Y

C9300L~-DNA-A-24-5Y

C9300L-DNA-A~24-7Y

® 2020 Cisco andfor its affiliates. All rights reserved.

Product number

C9300L Cisco DNA Premier, 24-port, 3 Year Term license
C9300L Cisco DNA Premier, 24-port, 5 Year Term license
C9300L Cisco DNA Premier, 24-port, 7 Year Term license
C9300L Cisco DNA Premier, 48-port, 3 Year Term license
C9300L Cisco DNA Premier, 48-port, 5 Year Term license
C9300L Cisco DNA Premier, 48-port, 7 Year Term license
C9300L Cisco DNA Essentials, 24~port, 3 Year Term license
C9300L Cisco DNA Essentials, 24-part, 5 Year Term license

C9300L Cisco DNA Essentials, 24-port, 7 Year Term license
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Integration with partner ecosystems 159

IP address management (IPAM)

SD-Access offers a validated integration with leading IPAM solutions such as InfoBlox
and Bluecat through IPAM-API integration. 'This allows the importation of [P address
pools defined in an IPAM solution into Cisco DNA Center for use in SD-Access, and also
allows IP address pools defined in Cisco DNA Center to be available in IPAM.

Cisco network services orchestrator

Some large enterprisc customers have standardized on Cisco network services orches-
trator (NSO) as their network mchcstmtlon solutlon 10 lmvc a smg e way Lo automate
management of their WAN, data centex ar ) ts using the NETCONP / ‘
RESTCONF interfaces of NSO and t SD-Access deployments can be
archestrated by Cisco NSO through APls. exposed from Cisco DNA Center, and used by

stooNSO »
9113 9.11.1.13 9.11.1.13

The key benefits af SD-Access integration with network orchestrators include: 9.11.3

= Consistency across networks: same solution for current and NI'V/SDN networks

duces time to market for deploying new scrvi

« Best-in-industry multi-vendor support

> Agile service management. re

Firewalls

Stateful firewalls can be used to enforce policy driven inter-VN communication in an
SD-Access deployment. Integration of Cisco ASA with Cisco SD-Access enables the fire-
walls to have full access to context information, including the security context of the
endpoint's group classification. This enables simplificd policy adininistration and moni-
toring of traffic through fircwalls, such as ASA firewalls and Firepower Threat Defense
firewalls, in 2 manner that is consistent with the policy model in Cisco DNA Center. This
integration is also available on some non-Cisco firewalls such as CheckPoint.
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SD-Access overview 35

= Security segmentation services
« Quality of service (QoS)
» Capture/copy services

= Application visibility services

‘These services are offered across the entire fabric independently of device-specific ad-
dress or location.

SD-Access segmentation

Segmentation is a method or technology used to separate specific groups of users or
devices from other groups for the purpose of security, overlapping [P subnets, etc. In
SD-Access fabric, VXLAN data plane encapsulation provides network segmentation by
using the VNI (virtual network identifier) and scalable group tag (SGT) fields in the
VXLAN-GPO header.

By leveraging these constructs, SD-Access fabric provides a simple way to implement
hierarchical network segmentation: macro segmentation and micro segmentation,

Macro segmentation: logically separating a network topology into smaller virtual net-
works, using a unique network identifier and separate forwarding tables. This is instan-
tiated as a virtual routing and forwarding (VRE) instance and referred to as a virtual net-

work (VN).

Micro segmematmn iogical!y separating user or devic groups within a VN, by enforc-
ing 'source~to~destmation cees; ; his is c.ammonly instantiated
using scalable access group access control lists (SGACLs), also known as an access con-

trol policy.

Avirtual network (VN) is a logical network instance within the SD-Access fabric, pro-
viding Layer 2 or Layer 3 services and defining a Layer 3 routing domain. The VXLAN
VNI is used to provide both the Layer 2 (1.2 VNI) and Layer 3 (L3 VNI) segmentation,
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SD-Access overview

= Link state routing protocols converge much faster than distance vector routing
protocols

SD-Access fabric overlay

The SD-Access fabric overlay (or simply: overlay) is the logical, virtualized topology built
on top of the physical underlay. As described eartier, this requires several additional
technologies to operate.

SDh-Access fabric overlay has 3 main building blocks:
s Fabric data plane: the logical overlay is created by packet encapsulation using
virtual extensible LAN (VXLAN), with group policy option (GPO)

» Fabric control plane: the logical mapping and resolving of users and devices (as-
sociated with VXLAN tunnel endpoints) is performed by locator/ID separation

protocol (LISP) \V—l 9.11.3 !W9‘11'1'14!

- Fabric pohcy plane. where the busi ness intent is translated intoa network poli-
cy, using address-agnostic scalable group tags (SGT) and group-based policies’

VXLAN-GPO provides several advantages for SD-Access, such as support for both Layer
2 and Layer 3 virtual topologies (overlays), and the ability to operate over any [P-base
network with built-in network segmentation (using VRIS / VNs) and group-based poli-
cy (using scalable groups tags / SGTs),

LISP dramatically simplifies traditional routing environments by removing the need for
each router to process every possible 1P destination address and route. It doces this by
moving remote destination information to a centralized map database (the LISP map
server / map resolver, also known as the fabric control plane) that allows each router to
manage only its local routes and query the map system to locate destination endpoints,

SD-Access policy
A fundamental benefit of SD-Access is the ability to instantiate logical network policy,
based on services offered by the fabric. Some examples of services that the solution of-

fers are the following:
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SD-Access overview

A scalable group is a logical object 1D assxgned toa group” of users and/or devices i in:

‘the SD-Access fabric, and used as the source and destmatxon classifierin SGACLs. The

SGT is used to provide address-agnostic group-based policies.

$D-Access fabric for wireless

Administrators may notice that a traditional Cisco Unified Wireless Network (CUWN)
design provides some of the same advantages of SD-Access. For example, some of the
common attributes include:

= Tunneled overlay network (via CAPWAP enscapsulation and separate control-
plane)

+ Some levels of infrastructure automation (e.g. AP management, confliguration
management, ete.)

= Simple wireless user or device mobility (also known as client roaming)
» Centralized management via a wireless controller (WLC)
However, the CUWN approach also comes with some trade offs:
= Only wireless users can benefit from the CAPWAP overlay — does not apply to
wired users.

= In the most commonly deployed wireless mode {centralized or local mode),
wireless traffic must be tunneled to a centralized anchor point (the WLC), which
may not be optimal for many applications.

In addition, there ave several advantages unique to wired users, which users of a tradi-
tional wircless design using CUWN would lack:

» Wired users can benefit from the performance and scalability that a distributed
switching data plane provides

> Wired uscrs also benefit from advanced QoS and innovative services such as In-
crypted Traffic Analytics (ETA), available in the switching infrastructure
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FURUKF446R50n 9.14.3 Fiber Optic Single Mode wih 1
" ELECTRIC GROUP TECHNICAL SPECIFICATION

9.14.3.1
Order Information ’

INDOOR-OUTDOOR OFC-ADSS, SM (0.9) LOOSE TUBE BLACK (LSZH-FR)

Number of Fiber 6 Core: 12 Core: 24 Core 48 Core
Part Number 64730006 84730012 64730024 64730048
1. ‘General 9.14.3.2
Scope:

This specification covers the _construction and properties of all-dielectic  self<

91431 _ supporting (ADSS), single jacket, dry core loose tube fiber optic cable. The cable’

— ‘sheath Is composed of a siooth lo 7610 halogen and flame retardant. The
‘optical fibers are in compliance with: ITU-T Rec. 6.652.D:

Quality Assurance

FURUKAWA takes pride in being an industry leader recognized for producing a
quality product. To ensure a continuing level of quality in production cables,
consistent quality systems with ISO 9001 “Quality Management System”, and [SO
14001 “Environment Management System"” are provided for all optical fiber and fiber
optic cables.

FURUKAWA is supported by standards such ag
Electronic Industries Association (EIA)
Telecommunications Industry Association (TIA)

- International Telecommunications Union (ITU)

- International Electrotechnical Commission (IEC)
American Society for Testing and Materials (ASTM)

TIS 2166-2548 (2005) Optical fiber cables Part 3-20 : Outdoor cables- Family I9_1 434

specification for optical self-supporting aerial telecommunication cables
- ISO/IEC 11801, ANSI/TIA 568-C.3, Telcordia (Belicore) GR-20-CORE, ITU:
G.652D, ICEA 598, ICEA 696, [EC 80793, IEC 60794,RoHS Compliant G435

FURUKAWA s supported application for IEEE 802.3z,Gigabit Ethernst, IEEE.
802.3ae,10Gigabit Ethernet, ATM, FDDI, Fiber Channel, CATV, FTTX. 9.14.3.6
iy with RoHS Directive 2002/95/EC and:
ar ::fuiiy comply with the requirements
. 5ic R , and Rules of Procedure;
!ECEE 02 2008~10 and the relevant IECEE GB-Scheme Operational Documents

General Fiber Optic Cable Characteristics: 8.14.3.1

Hlica-based gtass have very low lass for
aroeis

term  reliable operation in the outside plant environment. J#
meeting these objectives is o provide high quality, ruggfd,~

optic cables are easier to handle and install in the fiel
field installation.

(TFS-6473-00)

Page 1 of 8 - “J



FURUKRIIRGan 9.14.3 Fiber Optic Single Mode Wi 2
ELECTRIC GROUP TECHNICAL SPECIFICATION

2. Optical Fiber Requirements: 9.14.3.1

FURUKAWA Zero Water Peak (ZW P) Smgle Mode Optic Fiber consists of a germanium doped:
= om ttbia with other ccmmerctally avat!able;

par
attenuation in
the 1310 nm on.
less than thatin the ‘2nd wmdow

FURUKAWA fibers feature a dual UV curable acrylate coating system, which provides
unparalleled performance in a wide range of environmental conditions. The advantages of
this  coating structure are excellent resistance to micro-bending induced losses, superior
hydroiytic stablhty and long term preservations of color code integrity. The coating is easily
strippable using mechanical methods.

T core
A
Cladding | d Cladding
| .__. T i
) 125 ym !

(d = core diameter)

Fig.1 Refractive index profile, Dispersion Unshifted Single Mode Fiber

Core

Cladding

Inner Primary Coating

1

Outer Primary Coating

ldentification

125 pm

A

255 pm

Fig. 2 Cross Section View of Dispersion Unshifted Single

Page 2 of 8 - (TFS-6473-00)
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Table 1. Dispersion-Unshifted, Single Mode Fiber Requirements (ITU-T Rec. G.652.D)

Fiber attributes - Type 9/125 ym (082)
ltem Description
Manufacturing Method VAD (vapor axial deposition method)
Refractive Index Profile Step Index, Matched Cladding
Core Germania (GeQ3) doped Silica (SiO2)
Core Diameter 8.3 um
Cladding Sifica (SiO2)
Primary Coating 2 layers of UV curable resin
Index of refraction Difference 0.36%
Group refractive index * 1.469 @ 1310 nm and 1550 nm
Cladding Diameter 125+ 1 um
Cladding Non-Circularity <1%
Core/Cladding Concentricity error <05 um
Coating Diameter (uncolored) 245 4 5 pym
Coating/Cladding Concentricity error <12 um
Colored Fiber Diameter 255+ 10 um
Mode Field Diameter 9.2+ 04 um @ 1310 nm
1044 0.6 ym @ 1550 nm
Proof test stress The entire length of fiber is subjected fo tensile stress
greater than 0.69 GPa.
Attenuation 100 turns, 25 mm radius <0.05dB @ 1310 nm
with Bending <0.10dB @ 1550 nm
1 turns, 16 mm radius <0.50 dB @ 1550 nm
Zero-Dispersion Wavelength (%.0) 1300 < ko £1324 nm
Max. Zero-Dispersion Slope (Somax) at o <0.092 ps/(nm?.km)
Chromatic dispersion coefficient, D(.) D) =28 14 e[1-{a /5}]ps/(nmekm)
(A = Operating Wavelength)
< 3.5ps/(nm.km) @ 1288 ~ 1339 nm
<18 ps/(nm.km) @ 1550 nm
Coating Strip Force 1T.3N(03bf) < F <89N (2.01bf)
(@ 0°C to +45 °C) .
Numerical Aperture 0.13 £0.01
Cable attributes
Item Description
Attenuation coefficient Max. 0.36 dB/km, Typ. 0.34 dB/km @ 1310 nm
Max. 0.36 dB/km, Typ. 0.32 dB/km @ 1383 nm
Max. 0.25 dB/km, Typ. 0.21 dB/km @ 1550 nm
Max. 0.35 dB/km, Typ. 0.24 dB/km @ 1625 nm
Allenuation discontinuities (step) <0.10 dB at 1310 nm and 1550 nm
Cabled Cut-off Wavelength {J.cc) <1260 nm
Polarization mode dispersion (PMD) <0.20 ps , rﬁ“
(Link Design Value)

* Optical time domain reflectometers (OTDRs) require the setting of the /K { xoup lofr
order to calculate and display distance. The above is a group refractive 7(‘6 :val(
ff\tméls,

i (/'

A
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3. Cable Core / Cable Characteristics and Construction
These core/cable combinations are described in detail below.

Table 2. Constructions of all-dielectric self-supporting (ADSS) single jacket,
dry core loose tube fiber optic cable.

ltem Description
Up to 30 Fibers 36 ~ 60 Fibers
P . l 19.14.3.1 ]
Optical Fiber Construction Table 1 [._L-——-—
Filling Compound | Material Thixotropic Jelly Compound V/
Loose Tube: Material {PBT) Polybutylene Terephthalate with color code
Fiber per Tube: Max. 6 Max. 12
Number 1786 3~5
Assembly: Fibers are brought togsther with the filing compound
and placed in the extruded tube:
Filler Rod Material Polyethylene, natural color
Number 0~4 ’ 0~2 /-——i9‘14.3.1
Stranding Method Reverse oscillating lay (ROL) technique (SZ Direction) \L
"Central Strength | Material FRP (Fiberglass Reinforce with Plastic)
Member
W ater Blocking Material Suitable W ater Swellable Materials
Element (Dry-Core Technology)
Core Covering Material W ater Blocking tape
Assembly The tape shall be wrapped longitudinally over the cable core
Additional Material Aramid yarns
Strength Member
Number The quantity of additional strength member shall be selected to
minimize cable costwhile meeting the performance T
requirement of the cable applications [“"9-14-3-
Ripcord Material Polyester cord \L
Sheath: Material UV-Proof, HDPE, Low Smoke, Zero-Halogen and Flame Retardant
Thickness Nominal 1.4 mm
Cable Diameter (Approx.) mm 9.5 10.5
Cable Weight (Approx.) kg/km 65 80
Structure Fig. 3
Nuote:

- The thickness of the thinnest point shall not be measured at the groove of the ripcord.
- Manufacturer may use additional suitable tape(s), thread(s) or dielectric elements into suitable place in the

cable for manufacturer's reason.

Page 4 of 8
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12 Fibers

Optical Fiber l

Filling Compound J

Loose Tuhe

Filler Rod

Central Strength Member }

Water blocking Element J

Core Cover ‘

Additional Strength Member

Sheath ’

Ripcord ]

48 Fibers

Fig. 3 Cross-section view of all-dielectric self-supporting (AD
dry core loose tube fiber optic cable.

2 v, 7
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Table 3. TIA/EIA-598-A Color Code for Fiber and Loose tube Identification

No. Fiber Identification Loose Tube ldentification
1 Blue Blue
2 Orange Orange
3 Green Green
4 Brown Brown
5 Slate Slate
6 White -

7 Red -
8 Black -
9 Yellow -
10 Violet -
11 Rose -
12 Aqua -

Note: - All fibers and tube used in our cables are color code to facilitate individual identification.
Unless otherwise specified, all cables employ the standard industry color code system
in accordance with the Munsell color shades as specified in EIATIA-359 and EIATIA-
598A (Rose and Aqua color recommended standard TIA/EIA-598-B), Color Coding of
Fiber Optic Cables. Anyway, the color code can be changed by customer's request.

- Unless otherwise requested by the customer, all cable jackets are black.

Table 4. Mechanical Specification of the cable

ltem Specification

Maximum Span Length 40 m
Minimum installation Sag 0.5% of Maximum Span Length
Maximum Wind Velocity 100 km/hr
Maximum tensile load installation/Operation 1,200/600 N
Installation/Operation Temperature -40°C to + 70°C
Storage/Shipping Temperature -40°C to + 75°C
Minimum bending During Installation 15 x External Diameter of Cable
Radius Or handling

During Service 10 x External Diameter of Cable

Or fixed

Note: The maximum allowable pulling tension is the greatest pulling force that can be applied
to a cable during installation without cable damage.

Page 6 of 8
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4. Mechanical and Environmental Test Requirements.
This section covers the mechanical and environmental test for the cable.

Table 5. Mechanical, Environmental Test Requirements for the cables

tem Specification Method
Torsion Test Maximum attenuation change < 0.10dB | TIA/EIA-455-85A or IEC-60794-1-2-E7
at 1550nm. No cable jacket cracking or | Test sample; 2 m Maximum
splitting. Load; per table 2, EIA-455-85A

Rotation; £180 degree, 10 cycles
Tensile Performance | Maximum attenuation change < 0.10dB | |EC-60794-1-2-E1A

Test at 1550 nm at rated tensile load. And no | Test sample; 25 m Minimum
cable jacket cracking or splitting. Sheave Dia.;480 mm (Universal)
Load; maximum rated tensile load
Duration ; 1 hr

Impact Test Maximum attenuation change < 0.10dB | TIA/EIA-455-25B or IEC-60794-1-2-E4
at 15650 nm. No cable jacket cracking | Starting Energy; depend on cable diameter,
or splitting. per Table 1 EIA/TIA-455-258

Number Impact; 25

Test sample; Approx. 20 m

Repeated Bending Maximum attenuation change < 0.10dB | TIA/EIA-455-104A or IEC-60794-1-2-E6
Test at 1550 nm. No cable jacket cracking or | Sheave Dia.; 20 x cable dia.

splitting. Number Cycles ; 25

Load; per Table 2, EIA-455-104A

Test Sample ; Approx. 20 m
Compression Test Maximum attenuation change < 0.10dB | TIA/EIA-455-41A or IEC-60794-1-2-E3
at 1550 nm. No cable jacket cracking or | Load; 2,200 N(220N/cm)

splitting. ) Duration; 10 minutes

Test sample ; Approx.20 m

Cable Bending Test Maximum attenuation change < 0.10dB | IEC-60794-1-2-E11B

at 1550 nm. No cable jacket cracking or | Mandrel Diameter: 20 x cable dia.

splitting. Cycles : 1
Water Penetration No fluid leaks through the open cable ElA-455-828B or IEC-60794-1-2-F5
Test end after 1 hour. Fluid Pressure; 1m static head or equivalent
pressure.

Test sample; 3m

Duration ; 1 hour

Temperature Cycling | Max. Attenuation change < 0.10dB/km | TINEIA-455-3A or IEC-60794-1-2-F 1

Test at 1550 nm at operating temp. No Time at Temp. ; Table of EIA/TIA-455-3A.

cable jacket cracking or splitting. Temp. Range ;-40°C (+2°C )Minimum
+70°C (x2°C )Maximum

Number of Cycles; Not iess than 1 cycle

Table 6. Fire performance requirements

Item Method/Requirement
Flame (a)The cable shall be flame retardant and shall comply with the requirements of
Propagation IEC60332: Part 1 for tests on single cable under fire conditions when tested in

accordance with that standard
(b)The cable shall be flame retardant and shall comply with the requirements of

IECB0332: Part 3 Category C for tests on bunched cable under fire conditions when
tested in accordance with that standard

ORK SO0

s
MR

(TFS-6473-00)
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5 Cable Marking and Shipping Requirements
1. Sheath marking

The sheath marking is available upon customer's request. The sheath marking shall be
printed (Hot Stamp) on the outer sheath of the cable with white color in one-meter intervals.

2. Reels

1. The cable will be delivered at the required length on a wooden reel. The reels are
designed to prevent damage to the cable during shipment and installation.

2. The cable shall be delivered on wooden reel in standard manufacturing length of 4,000
m. (Special length is available upon request, but the cost may be increased.)

3. The diameter of the barrel shall be not less than 30 times of the outer diameter of the
cable.

4. Circumference shall be completely enclosed with wooden battens, these battens shall
be secured by nails to each flange. There are metallic bands are strapped about the
wooden batten to help secure the battens to the reel.

5. To provide access for testing, the inner end of the cable protrudes through the inside of
the reel. The end is securely kept on the side of the flange to protect it during transport
and storage. The length of the inner end is typically 1 meter. The cable ends are
securely fastened so as not to protrude beyond any portion of the reel in an
unprotected manner and to prevent the cable from becoming locse in transport.

2. Sealing and Cable Termination

The both end of the cable shall be sealed with a suitable rubber cap or heat shrinkable cap
to prevent ingress of moisture.

4. Information Accompanying the Reel

The following information is securely attached to the reel.

- Manufacturer's Name - Drum No.

- Customer's Name - Reel ID.

- Customer Order Number - Ship Length

- Customer Part Number (if Applicable) - Gross Weight
- Kind & Size (Cable Description) - Net Weight

- Order Length - Dale

- Outside sequential

- Inside sequential

- END OF SPECIFICATION -

Page 8 of 8 3 (TFS-6473-00)
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AFURUan NN 9.14.4.1 F iber Optic Distribution Frame TECHNICALSPECIF&CAMq 1‘ .
ELECTR!C . . ' . , 7 . FET0I0Bu0.M0fieidols

9.14.4.1.10)

OPTICAL DISTRIBUTION
FRAME B48

9.14.4.16)

{rFrcs)

FUMBTAR CARLENG AVSTEM

Description
Composed by 8 main parts, supplied separately:
* Optical Distribution Frame B48 - Basic Module: Responsible for
accommodating and protecting the transition optical fusion between the
optic cable and the optical extensions (pigtails), or to accommodating
the factory pre-terminated optical cables or field connectorized optical
cables.
¢ Splice Tray Kit 12F: Responsible for accommodating and protecting
the fusion spiices and fiber excess. Composed of up to 4 stackable
splice trays of 12 fibers, supporting 12, 24, 36 or 48 fibers. Includes
splice tray. ctamps and fixing bolts. The raw material used to produce
9.14.4.1.2)
9.14.4.1.7)
9.14.4.1.3)
¢ Cable Clamp and Accommodation Kit: for the anchorage of the
cables and internal organization of the fiber slack. It is composed by 04
plastic clips, 2 cable supports and 2 supports for the cable's strenght
member
* Pigtail: composed by the connectorized optical extension (pigtail).
Available part numbers to support 2 fibers or 6 fibers
® Optical Adapter: composed by the oplical adapters. Available in kits for
4 fibers (LC-duplex, SC, ST and FC)
Advantage
® For splice distribution frame and field optical termination; I
® Special tools are not necessary for installation; Y 1255
® Hybrid conf;guratton of optical connectors; 3 :
9.14.41.4) ‘eln E
¢ Up to 48 fibers in 01U with LC or MT-RJ conne -' - S5
* Up to 36 fibers in 01U with SC connectores; AN, 2 ~~ 7
Vh q 4 ’ Y
: .' - £/
N FURUKAWA 113 ' »
w=y - ELECTRIC . .



 uAAeAeN 9.14.4.1 Fiber Optic Distribution Frame .

® Up to 24 fibers in 01U with ST or FC connectors;
® Internal fiber optical guide;
9.14.4.1.5) > Installation for 19" rack or cabinet:
¢ Protected against carrosion (ANSHTIA-569);
Installation Environment

Indoor

Cperation Environment
Non Aggressive -

Height (mm).
4445 mm (1Uy 9.14.4.1.1)
Width (mm)
484 mm
Depth (mm})
335mm
Color
Black
Cable Type
Loosa tube or tight buffer optical cables consiruction,
9.14.4.1.8) > Cable Entries: 4 back entries (up to 12mm cables).

Connector Type
Compatible with LC, SC, ST and FC using LGX plates

Fiber Type
The optical shelf can be used with any lype of optical fiber

Paint Type
Epoxy

Main product material
Sleel SAE1020

Number of positions

02 up to 24 fibers, expansible up to 48 fibers depending up on lopology
and type of connector

Included Accessories
Optical Distribution Frame B48 - Basic Moglule

¢ Screws for installation;

“em ELECTRIC
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u‘;ﬂmﬁﬁmg.ﬂ 4.4.1 Fiber Optic Distribution Frame  TECHNIGAL SPEGIICA

@ |dentification card,;
@ |nstallation guide.

Warranty
12 months
THE el ent 5 b echisively it »
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WAAAIABN 9.14.4.1 Fiber Optic Distribution FramdCHNICAL SPECIFIC/ATION
2068 - V 6 (09/07/2014)

9.14.4.1.7) LGXBLANK P ANEL
Pmdua "kfybe TFLECOMMUNICAT!ONINFRASTRUCTURE ACCES‘SO‘RY

Product Family = FISACESSO

Standard RoHS Compliant

Applications
Installation Environment Indoor

Operation Environment indoor non agressive

Compatibility All prodiucts that use the LGX ') dimension standard.
{*}) LGX - Light Guide Cross-connect: dimensions standard adopier lor cabling acessories (see
dimensions along the specification). LGX is a registered trademark of Furukawa Elecliic North

America Inc,
Warranty 12 months

Advantage o )
Made of steel or high impact thermoplastic;
Epoxy paint finish for high resistance to scratches, black;
Resistant product and protected against corrosion to the conditions specified
for indoor use (EIA-569};
Furukawa customized mark;
@ Supplied with bolfs;
@ Sold individually.

Constructive characteristic
Width 129.6 mm
Heighi 29.2 mm

Material of Product body  Steel SAE1020

High impact plastic

Metal thickness 1.2mm

Color Black
Painting Type Epoxy
Painting thickness 80y

Accessories Included
Accessory Fixation bolts

FuRuKﬁwg Thus informative is from authorshup and exclusive property of Furukawa Blectne LatAm, Its integral or 1/2
parhial reproduchien s banned if its authorship 15 not mentioned, as well as Reraton of s content or

ELECTRGE context, Al speadications are subjec! to change wthout notice. Phatos and drawings fer flustralive 7
PUrposES anly Q :
6,/
N




WAAGAaN 9.14.4.1 Fiber Optic Distribution Fram&C HNICAL SPECIFIGATION
2068 - V 6 (09/07/2014)

Package

chkdgé T;b'e - | Pldsiié on {10 pie‘ceg)

Amoumper box g'ﬁ R S

Amount per box (carton) 36 pieces

Minimurﬁ order quantity 01 ko

Dimension (WHD) 150 x 65 x 65 mfn

Assocmfed Sglut;oﬁs | Mon‘agement o‘f‘cables and accessories

Sfdndaraﬁ ‘C‘éfnpliunﬁe | -

Sfanddrd o o | TlA)ElA i 569 C;- C’OMI\‘AE»RCI’/\L B’UILDIN‘G’STA“NVIVDARD“F"OVR TELECOMM‘UMCAT’I@N;
PATHWAYS AND SPACES

TIA/EIA - 310 E - CABINETS, RACKS, PANELS, AND ASSOCIATED EQUIPAMENT

£ .:’i‘:ﬂ\
) 6%}};\(\ N“ﬂz?mi}‘
X ~3

1. T1s integral or

FURU KF!UMZ! This infermatve is from awthership and exclusive proparty of Furukawa Electne 2 / 2
E LE c “’R gc partial reproduction is banned if ts authorship 1 not meaticned, as well as Reration of its content or -
contexl, All specilications are subject to change wilhoul nolice. Photos and drawings for ifusbative

purposes only. g ﬁ\%



LASARAN 9.14.4.1 Fiber Optic Dystepution Frame .51k} 6
Socio-Environmental Responsibility

The socio-environmental policies practiced by Furukawa show its commitment with
building an evolutionary and sustainable society. The recognition of this conduct came with
achievements such as the Certificate of ISO 14001:2004 for Environmental Management
granted by Underwriters Laboratories (UL) to the industrial unit.

Good examples are the waste management that contributes for products and raw
materials recycling and the LSZH (Low Smoke Zero Halogen) or LSOH cables which
contribute to the low emission of toxic gases and smoke. 014 .4 1 9)

ant at the industrial L

OHSAS 18001 Certification

Occupational health and safety managment by DQS-UL, concerning safety and health of

employees. 9.14.4.1.9)

ental Certification

ent with environmental responsability’
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SIMPLEX OR DUPLEX
OPTICAL EXTENSION

{rFcsy

FUBALANA CANERS KYRTESS

Description

Optical extension an optical element or oplical cable single fiber or duplex
with optical conneclor just in one side.

Advantage

¢ Recommended for internal use only, interconnecting optical internal
distributors with networking equipments, in oplical systems with low loss
and high bandwidth, like: high distance systems, backbone networks,

_data transmission and distribution;

f e fEIATIA-6688-8.3 standard;
9.14.4.2.2) } ‘ 3 (Gigabitand 10
9.14.4.2.3) Ql 1el) standard;’
‘Full asaembled and tested on factory;
9‘14-4-24) * High performance for inserlion loss and return loss (backreflection);

° Avaiable in diverse kinds of oplical conneclors,
9.14.4.2.1) >o Avalable for singlemode and multimade optical fiber;:
@ Avaiable in PC and APC polishing.

Installation Environment
Internal

Operation Environment
Non-agressive

Operation Temperature (°C)
From -25°C to 75°C

Nominal Diameter (mim)

OPTICAL CORD

SINGLE-FIBER DUPLEX

2,0mm

FURUKAWA
“esag - ELECTRIC




OPTICAL ELEMENT

SINGLE-FIBER 0,9mm

9.14.4.2.4)

Length ‘
4.5m:2,5m; 3.0mi4,0m; 5,0m; 7,0m; 10m; 15m snd 20m)

Color

TIA 598 - C ABNT

Fiber D09 D 2.0 D3.0 D 0.9 D20 D 3.0
Monomodo White | Yellow | Yellow | White Blue Blue
Standard
(G.652B)
Monomodo White | Yellow | Yellow | White Blue Blue
LWpP
(G.652D)
Monomodo White | White While | White | While | While
(G657)
Multimodo Orange | Orange | Orange | Orange | Orange | Orange
OM1
(62,51:m)
Multimodo Orange | Orange | Orange | Yellow | Yellow | Yellow
OM2 (50pm)
Multimodo Acqua | Acqua | Acqua | Acqua | Acqua | Acqua
OM3 (60umy)
Multimodo Acqua | Acqua | Acqua | Acqua | Acqua | Acqua
OM4 (50pm)

Cable Type

FURUKARWN

’ ELECTRIC



9.144.2.1)

Connector Type

FURUKRAWIA
wey~ ELECTRIC

Simplex cordage: lotally dielectric, consists of one multimode or singlermode optical fiber
coated with acrylate resin and a secondary coating of thermoplastic material (tight buffer).
Dielectric strength members and a thermoplastic flame-retardant outer jacket surround the
light buffered fiber.

Duplex Zip-cord cordage: totally dielectric, consists of two multimode or singlemode
optical fibers coated with acrylate resin and asecondary coaling of thermoplastic material
{tight buffer). Dielectric strength members and & thermoplastic flame-retardant outer
jacket surround both tight buffered fibers,

Optical Element: totally dielectric, consists of one mulimode or singlemode oplical fiber
coated with acrylate resin and a secondary coating of thermoplastic material (ight buffer).

Lo <—9.14.421)

¢ SFF "Push-pult” Connector Type

° Plastic Body

°® Ceramic Ferrule (zirconia)

* SM and MM Fiber

* PC Polishing (UPC)

¢ SM-PC Blue

° MM Beige

8 APC Polishing

¢ SM-APC Green

° Option with removable clip to LC duplex
° Duplex cord assembled as paralel TX-RX

56 <—0.14.421)

s "Pysh-pull" Connector Type
® Plastic Body

° Ceramic Ferrule (zirconia)
° SM and MM Fiber

s PC Polishing (UPC)

* SM-PC Blue

* MM Beige

® APC Polishing

* SM-APC Green

s1 <—{9.14.4.2.1)

s Guide pin conneclor lype (BNC)
° Melalic Body

e Ceramic Ferrule {zirconia)

° SM and MM Fiber

° PC Polishing (UPC)

® Melalic

Fe <—I9.14.4.2.1)

° Spiral connector type

e Metalic Body

@ Ceramic Ferrule (zirconia)
2 SM and MM Fiber

@ PC Palishing (UPC)

¢ APC Polishing

* Metalic

E2000 <—]9.14.4.2.1)

e "Pysh-pull” connector type
* Plastic body
» Ceramic Ferrule (zirconia)




Fiber Type

Polishing Type

Insertion Loss (dB)

Return Loss

FURUKRWRA
ELECTRIC

* SM Fiber
* APC Polishing
® Green

@ Singlemode Standard G.6528 (9,0pm)
* Singlemode LWP G.652D (9,0um)

° Singlemode G.657-A (9,0um

* Singlemode NZD G.655 (9,0pm)

® Multimode OM1 (62.5um)

* Multimode OM2 (50.0pim)

e Multimode OM3 (50.0uum)

e Multimode OM4 (50.0uam)

Oplical fibers should be as Annexes "A " (Single Mode Fiber), "B "

(Multimode Fiber or "C " (Non-Zero Dispersion Fiber).

¢ PC (UPC) - Singlemode and multimode fibers
® APC - Singlemode fibers

CONNECTOR POLISHING | FIBER | MAXIMUM CLASS

TYPE INSERTION {(NBR
LOSS 14433)

LC upPC MM/SM | 0.30 il

LC APC SM 0.30 14

SC UpC MM/SM | 0.30 ]l

sC APC SM 0.30 i

ST upPC MM/SM | 0.30 il

FC upcC MM/SM | 0.30 1

FC APC SM 0,30 ]l

CONNECTOR POLISHING | FIBER | RETURN CLASS

TYPE LOSS -




LC APC SM >60 D
SC upC MM >30 A
SC upC SM >50 C
sC APC SM >60 D
ST urPC MM >30 A
ST upC SM >50 Cc
FC UPC MM >30 A
FC upC SM >50 Cc
FC APC SM >60 D

Cable Flammability Rating

° OFN - General Opfical Cable
@ LSZH - Low Smoke and Zero Halogen
Mated
> 500 cycles

Minimum Order Quantity
1 box

Compatibility
All Furukawa Cabling System line.

Amount per gift box

® Up to 5m: 10 pieces/box

® From 6 {o 15m: 5 pieces/box

@ From 16 to 24m: 3 pieces/box

® From 25 to 35m: 2 pieces/box

¢ From 36 to 60m: 1 piece/box

¢ More than 60m: 1 pieces/box
Note:standard delivery for 2.0mm cords

Warranty
12 months

Certifications

LC-PC 1344-06-0256
& work

A\

LC-APC 0583-08-0256

est®™ ELECTRIC



SC-PC 1365-06-0256
SC-APC 0483-02-0256
FC-PC 1366-06-0256
FC-APC 0485-02-0256
ST-PC 0484-02-0256
MT-RJ 1364-06-0256
E2000-APC 0482-02-0256
Standard
ABNT NBR 14433 - Connectors mounted on oplical cords or optical fiber

cables and adapters - Specification

ABNT NBR 14106 - Optical Cord

ABNT NBR 14705 - Classification of internal cables for telecommunications
about of flame behavior - Specification

ANSHTIA-568-B.1 - Comercial Building Telecommunications Cabling
Standard - General Requirements

ANSI/TIA-568-C.0 - Generic Telecommunications Cabling for Customer
Premises

ANSI/TIA-568-C.3 - Optical Fiber Cabling Components Standard

FURUKaWO
way - ELECTRIC



Virontental He<ponsibility

The socio-environmental policies practiced by Furukawa show its commitment with
building an evolutionary and sustainable society. The recognition of this conduct came with
achievements such as the Certificate of ISO 14001:2004 for Environmental Management
granted by Underwriters Laboratories (UL) to the industrial unit.

Good examples are the waste management that contributes for products and raw
materials recycling and the LSZH (Low Smoke Zero Halogen) or LSOH cables which
contribute to the low emission of toxic gases and smoke.

9.14.4.2.5)
2

OHSAS 18001 Certification

Occupational health and safety managment by DQS-UL, concerning safety and health of

employees. 0.14.4.2.5
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LAAAIADN 9.14.4.3 Adaptor Panel Kit LC/SC
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Description’
Applications
Installation Environment

Compatibllity

Warranty

Advantage

Consfructive characteristic
Height

Width

Painting Type

Color

‘Connector Type’

Number of Ports

Material of Product body

Accessotries Included

S, FURUKAWA
Py ELECTRIC

WARANREN 9.14.4.3 Adaptor Panel Kit LC/SC TECHNICAL SPECIFIGATION
2867 - V 4 (03/07/2015)

9.14.4.3.1)

i
LGX AD{_}PTER PANEL KIT

Product Type Optical Dishoston Frame' <—[3.144.3.1 )

Product Family  Teralan

The Kit Is composed of plates for the Instaliation of optical adapters;

incloor 9.14.4.3. 1)

ODF HDMOD ODF 848, ODF LGX, itch Panel LGXO DF LSTIU-072~O7 consolidation’
point ZDA, and consolidahon point LGX (1 2 and 4 positions).

12 months

Plastic material;

Black color;

Product developped for high density;
Numerical positions;

Accepts SC, LC-Duplex, MT-RJ (metdlic or plastic) y MPO [plastic);
Adapters are supplied separetely; 9. 14_4'3.2)
Kit Composcd of 03 plates;

Supplied in 06/08/12 positions LC/SC and 6 positions MPO

¢ @ 6 @ © e o o

29.2 mm
129.6 mm

Plastic Material

Black 9.14.4.3.3)
LC Duplex, SC, MT-RJ and MPO:

9.14.4.3.2)

06 MPO positions

Plastic

Fixing system:
Optical adapters no supplied.

This informalive is front authorship and exclasive property of Funikawa Glac integrat or

pactial reproduction is baoned if #s authorship is not mentioned, as welt as | of its content o
cantext. All specifications are subyect to changn withoul nalico. Photos and drawings for dhastrative f
pueposs only.



¢ TECHNICAL SPECIFICATION

UANAIAEN 9.14.4.3 Adaptor Panel Kit LC/S
2867 -V 4 (03/07/2015)

Assembly Standard Standard
Package Type Cardboard
Amount per box gift 01 Kit (03 plates)

Minimum order quantity 01 Kit
Associated Solutions Management of oplical accessories

Standards and Certifications

Standard ANSI/TIA/EIA 569-A
Notes
Note LGX is a registered trademark of Furukawa Electric North América, Inc.

parposes only,

K=o
FURUKAWRA This informative 15 from awthorship and exclusive property of Furukawa Electic LalAT A 2/2
4 . pattial reproduction is banned if its authorship is nol menticned, as well as Reration of its for\lcn\ of a -
: ¥ QLECTREC context, Al speaificalions are subject to change without notice. Photos and deasngs {or ifustratve



Socid B iiGHm Bt RESS Shsibility

The socio-environmental policies practiced by Furukawa show its commitment with
building an evolutionary and sustainable society. The recognition of this conduct came with
achievernents such as the Certificate of I1SO 14001:2004 for Environmental Management
granted by Underwriters Laboratories (UL) to the industrial unit.

Good examples are the waste management that contributes for products and raw
materials recycling and the LSZH (Low Smoke Zero Halogen) or LSOH cables which

contribute to the low emission of toxic gases and smoke. 9.14.4.3 4)

OHSAS 18001 Certification

Occupational health and safety managment by DQS-UL, concerning safety and health of
employees. 9.14.4.3.4)

viro mmalcwﬁcatmn
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. ‘FAFURUKHLUR/ . wpaensan 9.144.4 splice Tay TECHN!CALSPEC!F!C%’N‘} ,

eteelRe. - ... FU0i05y0 6050

STACK SPLICE TRAY

fFcs)

FURVHANYA CABLING FYETTM

N 9.14.4.41)
Desgription:
ommodate optical splices in the optical shelves.
) 7 m protector, screws, splice protectors
and plastic clamps for fixing cables.
Avallable in kits for 12, 24, 36 and 48 optical fivers.:
N be or ‘ should be used with 40 mm splice:
protectors. (Sp!ice protectors ided with the tray).:
Advantage
e Recommended for indaor use in internal optical shelves for use with
ons and is stackable;’
9.14.4.4.2) ndlable through stacking of the frays;

; ~ p ¥

¢ Sphce holder switchable, allowmg the accommodation of fusion splices,
mechanical splices, splitters, etc.;

® Flexible design, allowing perfect accomrnodation of bare fibers and
splices, with proper bending radius proper and guides for fiber reversion
if necessary.

Installation Environment

Indoor

Operation Environment
Non Aggressive

Height {mm)
9.2 mm

Width (mm)

A\ FURUKAWA
™ ELECTRIC




Length

Color

Paint Type

Main product material

Compatibility:

Amount per gift box

Included Accessorias

Warranty

FuruKawn
e ELECTRIC

93 mm

Beige

Plastic Textured Finish

ABS/PC (UL 94 V-0)
9.14441)

A270, B48, A115, B144, LGX and ODF's BT32, BT36, BT24, BT48 and

BT96.

12F and 24F Kits: supplied in 10 pieces package.

36F and 48F Kits: supplied in 8 pieces package.
9.14.442)

Kit Splice Tray 24F:

° 2 Trays for 12 splices;

¢ 24 splice protectors 40mm;
¢ Plastic clamps;

¢ Numeric identification labels;
° Screws.

Kit Splice Tray 36F:

® 3 Trays for 12 splices;

® 36 splice protectors 40mm;
® Plastic clamps;

¢ Numeric identification labels;
® Screws.

Kit Splice Tray 48F:

2 4 Trays for 12 splices;

@ 48 splice proteclors 40mm;
° Plastic clamps;

° Numeric identification labels;
® Screws.

[Rkpiork 52




e i

12 months
RoHS
This product is in accordance with the RoHS European Direclive: a
directive on the restriction of the use of certain hazardous substances and
related to the environmental preservation.
FURUKAWA . e Wi i s o
. - gl Alspec i 5 change witatl nolice,

ey ELECTRIC



Socio-EiWViranmantalReponsibitity

The socio-environmental policies practiced by Furukawa show its commitment with
building an evolutionary and sustainable society. The recognition of this conduct came with
achievements such as the Certificate of 1ISO 14001:2004 for Environmental Management
granted by Underwriters Laboratories (UL) to the industrial unit.

Good examples are the waste management that contributes for products and raw
materials recycling and the LSZH (Low Smoke Zero Halogen) or LSOH cables which

contribute to the low emission of toxic gases and smoke. 0.14.4.4 3)

present at the industrial ur

OHSAS 18001 Certification

Occupational health and safety managment by DQS-UL, concerning safety and health of

employees. 9.14.4.4.3)

K

tal Certification

rent with environmental responsability’

9.14.4.4.3
Y )

gk\!

L! )’




4 D

WAAAIABN 9.14.4.5 Fiber Optic Patch Cord
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OPTICAL PATCH CORD DUPLEX

{Fcs)

FUMA NS CROLG AVIIEM

Description

Advantage

Optical Patch Cord is a duplex fiber cord with optical connectors on both sides.

® Recommended for indoor use only, interconnecting optical distributors frames with networking
aquipments, in optical systems with low loss and high bandwidth, as: high distance systems,

9.14.45.2)
9.14.4.5.3)

914.45.4)

Installation
Environment

Operation
Environment

Operation
Temperature ¢ C)

Nominal Diameter
(mm)

Length

Color

ey ELECTRIC

FURUKAWA

backbone networks vsdeo and‘data transnussmn and dtsmbutlon

@ High pe;fovmance in mserhon Ioss and return loss;
® Avaiable for single-mode and multimode optical fiber,

Indoor
Non Aggressive
From -25°C to 75°C

2.0 x 4.5mm

nts of iEEE aoz a (Gigabit and 10 Gigabit Ethernati(l), ANBI
. wd !TU T-G-984;

4.0m, 1.5m, 2. Om, 2. Sm. 30m, 5.0m, 80 m 10 Gm, 12 am, 150m, 200 m, 25 Om, 30, Om; 35.0m, 40 Om

and 50.0m

* Additional fenghls available upon request.
Fiber TIAS68 - C ABNT
Single-Maode Standard (G.652B) Yellow Blue
Single-Mode LWP (G.652D) Yellow Bluc
Single-Mode NZD (G.655/G.656) Yellow

Blucﬁm

Single-Mode (G657)

White or Yellow

White (//Q&%ML

Multimode OM 1 (62,5um)

Orange

Multimode OM2 (50pm)

' Oran}{c

; y/ﬁ%{m B =~
/ / (
GNE :




Cable Type

Connector Type

Fiber Type

Polishing Type

Cable Flammability

Rating

Maximum Statical
Load (N)

Bend Radius {mm)
Mated
Tensile Strength

Rupture Minimum
Tensile (N)

Multimode OM3 (50um) Aqua Aqua
Multimode OM4 (50pum) Aqua Aqua

FURUKAWA
ey ELECTRIC

Duplex Tight Patch Cord: fotally dielectric, consists of two multimode or single-mode optical fibers

coated with acrylate resin and a secondary coating of thermoplastic material (tight buffer). Dielectric
strength members and a thermoplastic flame-retardant outer jacket surround both tight buffered fibers.

9.14.4.5.1)

e Mulnmode OM1 (6? 5 um)
@ Multimode OM2 (50.0 pim)
® Multimode OM3 (50.0 prm)
® Multimode OM4 (50.0 ym)

® PC (UPC) - Single-mode and multimode fibers
@ APC - Single-mode fibers

® OFN - General Optical Cable
® | 8ZH - l.ow Smoke and Zero Haloge

100 N

Bending Radius: 50 mm
> 500 cycles

>100N

® 400 N - Duplex optical patch cord




Marking Duplex Cord:
"FURUKAWA COA-V-DP-Y-Z W DUPLEX OPTICAL CORD monthiyear LOTE nL

YAAMMDDHHmm"

where:

V = type of optical fiber

- SM (single-mode fiber)

- BLI-AVB  (fiber "bending loss insensitive")
-NzZD (Non-Zero Dispersion)

- MM {multimode fiber)

Y = Cord diameter

18  Cord with 1.8mm diameter

20 Cord with 2.0mm diameter

29 Cord with 2.9mm diameter

Z = flame retardance rate

W = detail of the optical fiber type

FTTA

month / Year = date of manufacture
nk = batch number of manufacture
YAAMMDDHHmm = Traceability

{Y - Extruder case; AA - Year; MM - Month; DD - Day; HH - hour; mm - Minute)

Minimum Order 1 box, for the standard Length described on length field
Quantity
Compatibility All FCS product line.

Amount per gift box

Note:standard supply for 2.0mm diameter cords

Warranty

® Up to 5.0 m: 10 pieces/box

@ From 6.0 to 15.0 m: 5 pieces/box
@ From 16.0 to 25.0 m: 3 pieces/box
® From 26.0 to 35.0 m: 2 pieces/box
® From 36.0 to 50.0 m: 1 piece/box

12 months

Certifications LC-PC 1344-06-0256
L.C-APC 0583-08-0256
SC-PC 1365-06-0256

Standard

FURLIKAWA
ELECTRIC

SC-APC 0483-02-0256
FC-PC 1366-06-0256
FC-APC 0485-02-0256
ST-PC (0484-02-0256
MT-RJ 1364-08-0256
E2000-APC 0482-02-0256

—




RoHS

Note

9.14.452)

180 8877 - Informatxon Technology mmunications and information exchange between systems -
7] ccnnector and contact ‘assignments for ISDN basw"access mterface kzcated at reference. pomts
s and T

ANSI/TIA-568-C.1 - Comercial Building Telecommunications Cabling Standard - General Requirements
ANSI/TIA-568-C.3 - Optical Fiber Cabling Components Standard

ANSIICEA 8-83-596 Standard for Indoor Optical Fiber Cable

|EC 60332-3 Test on Electric Cables Under Fire Conditions

IEC 60754-2 Acidity of Smoke

IEC 61034-2 Measurement of smoke densnty of cables buming under defined conditions

ISONEC 11.801 Ed. 02 Generic Cabling for ¢ ustomer Prem;ses

ABNT 14565

ABNT NBR 14106 9.14.4.5.2)

This ploduct is in accordance with the RoHS European Directive: a directive on the restriction of the use
of certain hazardous substances and related to the environmental preservation

"PIN Examples:

@ 35200919
® 35200985
® 33002125
® 35200862

Part Numbers

g ELECTRIC

FuRrUKKaLIN




Ratch Cord %l g
esponsipility

The socio-environmental policies practiced by Furukawa show its commitment with
building an evolutionary and sustainable society. The recognition of this conduct came with
achievements such as the Certificate of ISO 14001:2004 for Environmental Management
granted by Underwriters Laboratories (UL) to the industrial unit.

Good examples are the waste management that contributes for products and raw
materials recycling and the LSZH (Low Smoke Zero Halogen) or LSOH cables which
contribute to the low emission of toxic gases and smoke. 9’14'4‘5‘5)

OHSAS 18001 Certification

Occupational health and safety managment by DQS-UL, concerning safety and health of

employees. ,
,19.14455)

0.14.455
4 )
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WARGIREN 9.14.4.6 EMT Conduit NI 1

DICATE

BS sza‘m&rd.‘ mc ;,smam §1% NON770-2533 UAY \uan.zaaa»ms
9.14.4.6.1)
i1 26 Bftehaasn vl uedlad Budian Saitm oo ddndugafndmsofou
siofouslnl uarldaeeRenwatheiailes Tunguadinsoud Motal sheet Sun muléde
1B s dmadlaes diite AdnflugsRondousesnhusindos vadssnnehen i voasi,

viaszineeme Ha'lala vedudus . vle Post Tonsion duct dwiugaswnssunasde dudn
,14462), 8144 63)]

viohoumel arrow peE wladhuiedasinafidnadty Tasldivaluladdige soiia

State Welders Sflemsmumundause daldshy ﬂmmﬁmxﬁmmum Hot-Dip Galvanized
snsndlastusia miematior § fuuazdrn

Famel ussnonus

Proteclive Coating

Zine Coating
Mild Stesl
Zine Coating
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9.14.4.6.1)

YU§US:’JOF}(UH‘)‘N UNDERWRITERS LABORATORIES INC. (UL 797, UL 1241, UL 340, UL 6)

Tususoonrumv LasTUwaantuiaaanrinssy (Uon.770-2533, uon.2133-2545)
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L@,@m@fﬂ«%.% EMT Copgt

~ EMT Electrical Metallic Tubing

Auudndovewln selevaine dmadey
Americgn Standard Elecirical Metallic Tubing
tasiand 1: Aia@BBNATH ANST C.80.3 UaL UL797 uon77o-ssas  HotDip Galvanized O ARRBW pPiPE

2 ‘ : : . o0
wWurhqudnanvs , AaTNETIYA e wnaeruasdule’
Dlamater Talrandnde aun) Wall Thickneas Min. Acceptablo Waight

" Length Without >
1 nside Dia. 77UUBN Outside Dis, | Coupling {mm.) nn./ans
~ ,

120 15 0.622 16.80 0.706 17.93 10 3050 0.042 1.07 0.285 0.424
34 20 0.824 2083 0.922 23.42 10 3050 0.049 128 0.435 0.647
1" 25 1.048 26.64 1.163 29.54 10 3050 0.057 1.45 0.840 0.952
1% 32 1.380 35,05 1.510 38.35 10 3050 0.065 1.85 0.950 1.414
1%" 40 1.610 40.89 1.740 44.20 10 3050 0.085 1.65 1.100 1.637

L 2 50 2.067 52.50 2.197 §55.80 10 3050 0.065 1.65 1.400 2,083 )

Tolerance : Qutside Dlameter : £ 0.13 mm.
Wall Thickness @ £10%
Length : 6.4 mm.

___MC
WHITE CONDUIT

Z17 Arrowpipe

IMC Intermediate Metal Conduit

rnwmdnfevawl sdsvewuimnee dedauines
American Standard Intermediate Metal Condulit ’
slazennfl 2 : leenaaneEgIY ANSI C.80.6 UAY UL1242 uon7yo-zssa  HotDip Galvanized @ ARRGWPIPE

Wuthgwinmemeuen | avmwarishiswdieds - armwmantare snshgaunsvinsandnn
Outalde Diamoter () W) 10 vlow (nn.)
'4{'3 18y {a81) Lenght Without V Wall Thickness Mi:;n::;?::ig:tt o
{Ingh) ' Nominal (mm.) Coupling (mm,) (ram,) With Coupungg(kgq.)
112" 15 207 3030 1.79 254
344" 20 261 3030 1.90 U6
1 25 328 3025 2.16 49.9
1w 32 41.8 3025 216 64.3
1%" 40 47.8 3025 229 7941
2" 50 59.9 3025
2% 85 72.6 3010
3" 80 88.3 3010
3w 80 100.9 3005
L 4" 100 1134 3005

of
Tolerance : Outside Diameter ; 0.2 mm. (For 3/27-1"} , £0.3 mm. (For 14”-2"} , 0.4 mm. {Foy 2'4/"=/

Wall Thickness 1 0.2 mm. (For 1/2"-2"}, £0.3 mm. (For 21:"-4")

Longth : t6.4 mm,

A
B

e
%
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LARANAEN 9.14.4.7 IMC Conduit N 1

BS S&andaxd; I8¢ Standard 13\‘531‘!«& aamvma&aa 1514 N&m&l@ﬁﬂﬁéﬁ’
9.14.4.7.1)

31 26 Gflsbwsan 189 uedled Budiam dika (sanas) Iddndugafedusdaiond
rodovnalyl warlauufensathedaitlos Tundusdafod Metal Sheet Huq muldts

Vit ieddwaflens diffn Adufugrfiondoussdnbundnimd vedssianehen wu dean,
viaszuwemd Melala vednfius , vle Post Tension duct shufugasunssanoshe dudu
Z—{9.14.4.7.2), 9.14.4.7.3)| |

viohonswl arrow preE ndadiuedacinefiduady Taelfnalulatishgn soti

State Welders Saflaomuvundouss daldshe shumsyuitnsfinszanums HotDip Galvanized
Famul wnzmenen Saanantisetustla wudamsfanionlés uastousolvldguussdy

Pratective Coating

Zine Coating
Witld Steel

% Qalvan\zed ¢
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8.44.4.7 IMC Copgui

EMT

@1 Arrowplpe T coNnUT

vimuindousel alsraie daenday
Amemwn Standard Electrical Metallic Tubing
Ussiamt 1 : HBUAHNIGTEI ANST C.80.3 Wag ULTSY wmrrogmzs  HobDip Galvanized (@ ARR@W PIPE

 avaue

12" 15 0.622 156.80 0.706 17.93 10 3050 0.042 1.07 0.285 0.424
314" 20 0.824 20.83 0.922 23.42 10 3050 0.049 1.28 0.435 0.647
1" 25 1.049 26.64 1.163 29.54 10 3050 0.057 1.45 0.640 0.852
1% 32 1.380 35.06 1.510 38.35 10 3050 0.065 1.68 0.950 1414
1" 40 1.610 40.89 1.740 44.20 10 3050 0.065 1.68 1.400 1.637

g 2 80 2.067 52.50 2.187 55.80 « 10 3050 0.065 1.85 1.400 2.083 )

Tolerance : Outslde Diametor : +0.13 mm,
Wall Thickness @ £10%

Length : 6.4 mm,

mC
21" Arrowpipe WHITE CONDUIR

dowdnfoumely wledowunthunars dadauinde Pd AN
Amorloan Standard Intermediate Metal Condult QQ ?
ﬂﬁsmwﬁ 21 Nﬁmmmmmgm ANSI C.80.6 uay UL1242 NONF70-2533

12" 15 207 3030 1.79 254
3/8" 20 26.14 3030 1.80 34.6
1" 25 32.8 3025 218 49.9
1" 32 41.6 3025
14" 40 A47.8 3025
27 50 59.9 3025
2%" 65 72.8 3010 )
3" 80 88.3 3010 Y /
3%" 90 100.9 3005 0/\!
4" 100 113.4 3005

Y

3
Tolarance : Outside Diameter : 0.2 mm. (For 1/2"-1”) , +0.3 ram. (For 1%4"-2”) , 0.4 mm. {For 214" ”\
Wall Thickuess : £0.2 mm. (For 1/2"-2"), +0.3 mm. {(For 2%"-4") )
Longth : 8.4 mm,
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UARAREN 9.15 me 3‘ QSQ@W&MS)

line interaclive design with stahilizer

Tower Model

D-1150J  1150VA/630W
D~-1500K  1500VA/900W
D-2000L  2000VA/1200W

RLEANLINS

CLEANLINE

STE1 fidoariome Network dwmiufloafugunsainnussiuliy
gutune
et

s i Outlet drroaliufieduiherstiosiuldnszann

° u;mu“lvlﬁ’wmn 220 Vac+/-25% (165-275 Vac) ° ﬁqﬁquﬁﬂﬁgUwaqﬁﬁﬂﬂmnqwf‘]mquﬂqqn

o ugsuiineen 220 Vac+/-10% (Inuadfuusadulviia)
way 220 Vac+/-5% (muanelndreq)

uumm;ﬂmmwmumvm"‘l‘mumqmu
eh;eﬂﬂﬁﬁmh:mm 10-30 ui (muavnuoﬂnmh
muwﬂﬂ?z?uumme’?"‘lﬁw%'au‘l'ua'miﬂmﬂmmmnﬁ
anngananiausduliinanidhuazaneen

AnnTonanEnUzued UPS TfinTuliau 1y Line M
Baltery Mode, Low Battery uar Fault

aunsananreiulizgueduawne? (Battery Level)
annTanasireiufanainan (Load Leval)

! NEA
w%am’f’z@uimwmﬁ

(3
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line interactive design with stabilizer

il

technical specifications

usadulrundnind
A
Aud

@ wlilwnesn lidwesld

@ wotn RI-45/RJ-11 Hesdulwnizanniu
~szuuinfetw

@ woin USB
@ awlvih Input 999 UPS

I3 - [
& wrawneidmiutleaiuy
MIARIPT

dsediiiludlofu’

220Vac +25%
50Hz £10% (auto sensing)

TWHnaneon usaduIdfaneonlulvualiuussdulnin | 220vac +10%
wrauliansenluluuasividdises  |simulated sine wave ot 220Vac 5%
At 50Hz £0.1%
sruutlesdu mstlosiulnngzlan 320 Joules, 2 ms
matleadunalvifndin wanines %ila Reset 14
EMI/RFI filter 10d8 at 0,15MHz, 50dB at 30MHz
nstleaiunsldanuifiuids (Overload) | nyavuWsntud@idloiiuliin 110% meli 60 Sunfl waz 130% nelu 3 fundt
naflesfumedanaes ngaswldiud (nundrodld) visllosfulasiurained (nuaufuusadu)
srggziralouting (Transfer Time) 2 milliseconds, including detection time
sruutlesiulvngzaan RJ-45/RJ-11
uuﬂme# aln Maintenance-fres sedled lead acid battery
o o
FrozIeIMIley 4l (90% vonlsruuninodifu)
ety Hloafununinedidon viodumnmaenlszgrusdiulyl ezsinnszua
dmfumanlezy
: " " — p
FOUAAIAOIUT M 90 LCD uanamusduinidn, usaduanoen, seAundInuumined
Pt “ L) 3 - 4 -4
sefumslanugunsnirerns, amusUn®, annuzdizedly wasanusdeiiloym
v v o s o Vo
meudaifoumuifies | IWihdy WonfouluFimzedwnelio
Ao : o 4
uumetiizyan Woafioud
Vinuduidne WouRousmsaiilod
Suinedadomatioya | Uss PORT nefndmiuigounofuneuiiiines iin USB
» ¥
Anmwande annzUfjifinu T2AUANGY 3,500 twins nfloszdtnimeia, Arufuluein
{non-condensing), qmm;}ﬁ 0-48 °c
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